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1 Introduction to Dome Anti-spam

With unsolicited emails increasing with each passing day, employee mail boxes are flooded with spam messages
that contain viruses, phishing links and more. Productivity can decline as individuals waste valuable time sorting
genuine mails from junk. If a user opens a malicious attachment or visits a fraudulent website then organizations
may find their network compromised or infected.

Comodo Dome Anti-spam is an antispam and threat prevention system that uses advanced filtering technologies,
antivirus scanners and content analysis engines to quietly and effectively prevent unsolicited mail from entering your
network.

Key Features
+  LDAP control
+  Realtime blocking lists
+  Fastintegration of MX records
+  Reverse DNS
«  White / grey / black list configuration
+  IP scoring via Korumail reputation network
- Office 365 integration
+  Active Directory Integration
«  Extensive reports
«  Webmail for end-users

- Containerization of untrusted attachments

Guide Structure
This guide is intended to take you through the installation, configuration and use of Comodo Dome Antispam.
+ Introduction to Dome Antispam

« Logging-in to the Dome Anti-spam
+  Get Started
+  The Main Interface
+  The Dashboard
»  System Usage Graphics
«  About Software
- System Configurations

« Services

« License

+  Configure System Settings
+ Logs

+ Tools

«  Session Reports
+  System Usage Statistics
+  SMTP Configuration
+  SMTP (Send E-Mail Protocol) Settings
« Manage Domains

Comodo Dome Antispam - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 5
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+  Dome Antispam SMTP AUTH Connector
+ LDAP/Local DB/My SQL User Database
+  Greylist
«  Manage RBL Servers
- Disclaimer
«  SMPT Relay
« DomainKeys ldentified Mail (DKIM)
+  Outgoing SMTP Limits
+ Incoming SMTP Limits
«  Modules
+  Anti-spam
+  Anti-Virus
+  Reputation Network (KRN)
+  Anti-Spoofing
«  SMTP IPSIFW
+  Auto Whitelist
+  Containment System
+ Data Leak Prevention (DLP)
+  Attachment Verdict System
+  Profile Management

+ Adding and Configuring a New Profile
+  Editing a Profile
« Deleting a Profile
+  Reports
«  Mail Logs Report
+  SMTP Queue Report
+  Delivery Logs Report
+  SMTP-AUTH Logs Report
+  Summary Reports
«  Domain Reports
«  Attachment Verdict Reports
«  Original Mail Request
+  Quarantine & Archive
+ Quarantine & Archive General Settings
+  Quarantine Logs
+  Archived Mails

Comodo Dome Antispam - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 6
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1.1 Login to the Dome Antispam Module

To access the Dome Antispam module, login to C1 with your user name and password at

https:/lone.comodo.com/app/login.

COMODOD

Great to have you back!

Username
Password

[] Remember Me Forgot password?

SIGN IN

Mew here? Create an account

L Awallabl th droid Ap)
. Apple Store > GOOGLE PLAY

The C1 will open at the dashboard:

Comodo Dome Antispam - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved.
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Cona

ONE =
-

<€ Customize

Security Status Ticket Data

Inactve Antharus Inactive Fireval Inacive Sandbox ligh Prigricy Cipen werfus

To open the Dome Antispam module

+  Click 'Licensed Applications' > 'Dome Antispam'

IT and Security Manager

RMB
Patch Management of Cust

Denvice Managemaent

Security Status

Procedures

‘ Endpaint Protection
service Desk

Inactive ctive Fireweall Inactive Sandbox

Dome Shield

‘ C-Dome Data Protection o

cWatch

Oundared Vi nfecred Clean
Daome AntiSpam
Dome Secure Web Gateway o o
Quate Manager

Dome Antispam will open at the dashboard. Choose the language you wish to see in the interface from the drop-

down:
Choose Language |- English '

Comodo Dome Antispam - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 8
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1.2 Get Started

There are two ways to get started with Dome Antispam based on the type of customers.
+  Cloud Customers

+  Premise Customers

1.2.1 Cloud Customers
After creating your account, the first step is to configure your mail server to work with the Dome Antispam service.
Incoming Filtering Configuration

+  Comodo will set up your antispam instance. After this is done, you will receive a mail that contains your
account and service URL details. If you think there is a delay in this process, contact Comodo support at
domesupport@comodo.com

+  Change your incoming mail server domain mx records to point to Dome Antispam. Mail will be directed to
your domain after passing through antispam filtering.

+  Enter routing details in 'SMTP' > 'Domains' > 'Routes’. See 'Manage Domains' to find out how to add
domain names and their corresponding routing types. If no routing is configured, then the default domain
routing will apply for added domains.

Outgoing Filtering Configuration

If you want to configure an outgoing filter to check mail that is sent from your network, you can route your outgoing
traffic to your dome antispam service URL in your mail server. This service URL is same as URL you used for
incoming filtering which is sent to you via email after provisioning is done by Comodo support team. If you have any
questions or need assistance, do not hesitate to contact domesupport@comodo.com.

1.2.2 Premise Customers
Dome Antispam is deployed as a VMware image. Please follow the steps below to install the product.
1. Download the virtual machine image from:

> HyperV Template - https://download.comodo.com/domeasg/DomeASG_hyperv.rar
Or

- ESX Template - https://download.comodo.com/domeasg/DomeASG_esx.rar
2. Extract the contents of the .rar file using Winrar or 7zip.

3. Open the VMware Vsphere client and login to the ESXi server.
4. Follow the steps below to deploy Korumail to your ESX server:
+  Click 'File' > 'Deploy OVF Template'

) 10100145253 - vSphere Client
Fi[eEEdit View Inventory Administration Plug-ins  Help

New ' entory b @ Imventory

Deploy OVF Template... S : i
Export hﬂ_ﬂéb}@w

Report L

Print Maps b

Exit

+  Enter the URL of the OVF template file, or browse for the file's location on your computer:

Comodo Dome Antispam - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 9
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() Deploy OVF Template

Source
Select the source location.

Source

OVF Template Details
hName and Location
Resource Pool
Storage

Disk Format Deploy from a file or URL

Ready to Compiete J j I Browse... I

Enter a URL to download and install the OVF package from the Intermet, or
specify a location accessible from your computer, such as a local hard drive, a
network share, or a CO/OVD drive.

< Badk | Next > | Cancel |

4

+  Review the information in the details screen, especially the default username/password, then click 'Next":

Comodo Dome Antispam - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 10
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() Deploy OVF Template ol e ]

OVF Template Details
Verify OVF template datails.

Source

OVF Template Details
Mame and Location
Resource Pool

Storage

Product: KoruMAIL Messaging Gateway V6.5

Disk Format
hetwork Mapping
Ready to Complets

Download size: 2,4GB

Size on disk: 3,9 GB (thin provisioned)
160,0 GB (thick provisioned)

Descrigﬁmr KoruMAIL Messaging Gateway V6.5
Build Date: 10.12.2016
IP: 10.100, 145.200
Metmasgk:255.255.255.0
Gateway:10.100. 145.1
Web Management Console: https: /10, 100. 145.200:8443

Default Username and Password
Username : ﬂmin
Password : admin

http:/fwww. korumail.com/

< Badk | Mext = I Cancel

«  Specify a name for the server, or leave it at the default:

Comodo Dome Antispam - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. "
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() Deploy OVF Template

Mame and Location
Specify a name and location for the deployed template

Source MName:

OVF Template Details STUMAILL S —r—

Name and Location
Resourc= Pool The name can contain up to 80 characters and it must be unique within the imventory folder,

Storage

Disk Format
hetwork Mapping
Ready to Complete

< Badk | Mext > I Cancel |

V.

o Click 'Next.'
- Select a server on the ESX server with sufficient resources and click 'Next'":

Comodo Dome Antispam - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 12
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() Deploy OVF Template ===

Resource Pool
Select a resource pool,

SOUNCE Select the resource pool within which you wish to deploy this template.

OVF Template Details

Name and Location Resource pools alow hierarchical management of computing resources within a host or duster. Virtual
Resource Pool machines and child pools share the resources of their parent pool.

Storage E

Disk Format

hetwork Mapping
Ready to Complete

< Badk | Next = I Cancel |

Vi

- Choose which storage area your virtual machine image should be copied to. Korumail requires 160 Gb of
disk space. Click 'Next' when done.

Comodo Dome Antispam - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 13
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2 Depioy OVF Templae

Storage
Where do you want to store the virtual machine files?

Source Select a destination storage for the virtual maching files:
OVF Template Details E = T = = =
Name and Location .me e Type packy  Provisioned | ree  Type rie
Resource Poal B Iso's Mor-550 924,00GB 678,73GE  786,05G3 WMFSS Supparts
Storage Ym's Mon-550 4,55TB 9,62TB 826,81 GB VMFSS Supporte
Disk Format
MNetwork Mapping
Ready to Complete
Fl 1 [3
[
Marne Drive Type Capatity | Provisioned Fres | Type | Thin Prowis
L) "I.!_l“ 13
< Badk | Mext = I Cancel I
Vi

- Select 'Thick Provision' as 'Disk Format' and click 'Next":

Comodo Dome Antispam - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 14
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" 2 Deploy OVF Template o e e

Disk Format
In which format do you want to store the virtual disks?

Source Datastore: |\'m‘s
OVF Template Details
] Li i il
ame and Location Avail (G8): a%.8
Resource Pool
Storage
Disk Format

Network Mapping
Ready to Complete

=" Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed
" Thin Provision

< Back | Mext = I Cancel

- Select a network with an active internet connection:

Comodo Dome Antispam - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 15
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() Deploy OVF Template

Metwork Mapping
What networks should the deployed template use?

o =

ﬁmE ats Detads Map the networks usad in this OVF template to networks in your inventory

Mame and Location

Resource Pool Source Metworks Destination Metworks !
Storage ComodaNetwork [ etwark |
Disk Format ———————————

Network Mapping

Ready to Complete

Descaription:

The ComodoNetwork network A

< Badk | Mext = I Cancel I

+  Review the setup details then click 'Finish' to begin installation:

Comodo Dome Antispam - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 16
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(%) Deploy OVF Template

Ready to Complete
Are these the oplions you want to use?

Source
OVF Template Details When you dick Finish, the deployment task wil be started.
tame and Location Deployment settings:
Resource Pool OVF File: C:iUsersiilyas, palal\Downloads\KoruMall Messaging Gat...
ME Davarload size: 2,4 GE
mﬁ in Seze on disk: 160,0 GB
Ready to Complete Marne: KoruMAIL Messaging Gakeway
HostjCluster: KoruMAIL.ESH
Resource Pool: Drerno
Dakastore: Wn's
Disk provisioning: Thick. Provision Lazy Zeroed
Mebwork Mapping: "Comodaketwork® to "ComodoMebwork!

™ Power on after deployment

< Back | Finish I Cancel |

4

() 2% Deploying KoruMAIL Messaging Gateway | o | = (sl
Deploying KoruMAIL Messaging Gateway
Deploying disk 1 of 2 from C:\Userskilyas. pala\DownloadsForuMATL

Messaging Gateway
V6. 5YoruMAIL_Messaging_Gateway_V6. S-disk 1. vmdk

|
[ Close this dialog when completed

«  The deployment process takes a few minutes to complete.

]

() Deployment Completed Successfully o | =28
Deploying KoruMAIL Messaging Gateway

Completed Successfully

Close

«  Select the Korumail server, right-click then select 'Power On'":

Comodo Dome Antispam - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 17
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+  Wait for the server to boot-up.

(5 KoruMAIL Messaging Gateway on KoruMAILESX
File Wiew VM

Ol p EBE \ BB @ 8

HERNHE A R N I R N R e R s g e e e e

HIHA RO A RN RSN RN R R R R e e
Jhorumai l6 login:

Sumrmary
= & Dema I
1 Genera
ey
KoruMATL Me === === ~=tocieo 1 T
Power F | Power On
Guest 4 Power OFf
napshot ¥ Suspend
L“"_ﬁ' Open Console Reset
(3 Edit Settings...
Upgrade Virtual Hardware
Add Permission... Ctrl+P

Fam b Al
Ctrl+B
Ctrl+E
Ctelo T
Ct .[" I

DNS Mame:

||:|lil

We next need to enter a new hostname, ip, netmask, gateway and DNS information. The following steps explain this

process:

1. Login with the default username and password (admin/admin).

Comodo Dome Antispam - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved.
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(& KoruMALL Messaging Gateway on KoruMAILESX
File View VWM

En Q0 GBS D

: 18.188.145

troot Partition)

HUHBHHB RN BRI R RENRA B URE R R AR RN AR R e

At RERRER R R R R R R R R RNl R R R

ommands

Korumail
ni ig

Contact Us

To release cursor, press CTRL + ALT

2. Enter the command 'change network all' and press 'Enter'.

Comodo Dome Antispam - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved.
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(7 KoruMAIL Messaging Gateway on KoruMAILESX o] 2 ==
File WView WM
mipr &0 GLEER P

{root Partition)
14 (Archive Disk)

junnhpraRUnuE RN EnHEE NI nuRRERE IR IR ERRUR R R AR NN ER AR R R

SEERVHEEERFREHERS B HHIES FEES RN R R R R TR H B R SRR TR R

" to get the list 5
1i’ get e ple = of Korumail CLI commands
i ry for view

conf igure your promt L or ¥
Contact Us =

PRSI R R R S DR S R B I R R R R R B A R R B R R

275 chawnge network all

To release cursor, press CTRL + ALT

3. After entering the command, the system will ask for a new hostname, ip, netmask, gateway and DNS.

korumail> :~$ change network all
TR

Il Making changes here will restart system immediately!!!
TR

This option will change network settings
Do you want to proceed [y|n] (Defaultis NO) ? >Y

«  Enter the hostname of the machine: korumail.your-domain.com
+  Enter the IP address: 192.168.1.10
+  Enter the netmask: 255.255.255.0
+  Enter the default gateway: 192.168.1.1
+  Enter the first nameserver: 8.8.8.8
- Enter the second nameserver: 8.8.4.4
The following changes will be made to network configuration

+ |PAddress: 19.168.1.10

«  Netmask :255.255.255.0

«  Hostname : korumail.yourdomain.com
+  Gateway :192.168.1.1

- Nameserver: 8.8.8.8,8.8.4.4

4. After confirming the above, type 'y' then press enter. Wait for the device to restart.
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5. The device will restart. You can then configure the device with the help of the setup wizard. Login at the IP
address via a web-browser -

https: // ip-address: 8443 (user: admin pass: admin).

1.3 The Main Interface

The admin console provides easy access to all modules, statistics and configuration screens in Comodo Dome

Antispam.
Configuration Tabs
View and configure Click the arrow to The Dashboard Area About
warous settings R OF R I Wiew graphical summarny of View appiance model number,
Confairalion Tabs syslem unsale, syshem messages software version, change password
4 and About system and details UpdAle license and run setup wizang|
| I
Choose Language - English %
Dashboard
—— : |
coMOoDO DOME '
A N T i B P AN
ui 4, Mo akd system sdminkirasor e-mall pasress Sefined
Ciick T naw updets dalals
+ System | Sreem Usege Graphics i '“_
+ SMTP SMTE Cuaus Hetwork HetworkZ CPU Disk Memory - 20N T DES
| { | v | i i | i ¥ ' Syubam Dats DB T 52 UTC
+ Modubes Uptime 20 basiirs 25 mistan
r 1
» Profile Management | Fourty | Daily Vitaekly Monthty | feany— Onine Lisers 1
FAddreass T2Mz22403
v Rapon PR R
o SMTF Connection Spam Sgnesere Last Update Time | Tha Apr 6 08 30:02 UTE 2017
s
+ Crsarantine & Archive e Spam Synsture Count 4BERE
| Wirus Signature Last Update Tme | The Az A 05 30:03 UTC 2047
e
2088 m | Wrus Signature Count G20418T7
D?E:;Ey;ﬂ[:;e:ﬂz?ﬂges el Hun The Ssup Wizard
wanmings and notifications ] Fre 81 Sun B2 Tum 84 ——
@ comns  Max: 48B3 m  Avg: 30 @ Cur: an |

Configuration Tabs

The menu on the left allows you to add new domains for filtering, add users, user groups, configure various settings,
view reports and more.

«  System: Configure network settings, add NTP servers, enable or disable services, view license information
and more. See 'System Configuration' for more details.

«  SMTP: Configure SMTP settings, add domains, add new LDAP profiles, create IP/domain greylists, set
outgoing limits and more. See 'System Configuration' for more details.

«  Modules: Enable or disable anti-spam, anti-virus, anti-spoofing, anti-phishing and configure settings for
anti-spam training and content filter. See Modules for more details.

- Profile Management: Configure various settings such as anti-virus, anti-spam, blacklist and more for
default incoming and outgoing profile. See 'Profile Management' for more details.

+  Reports: View and generate log reports for incoming and outgoing mails and a summary of mails
categorized as spam, RBL, phishing and more. See 'Reports' for more details.

+ Quarantine & Archive: Enables to configure Quarantine and Archive settings, view quarantined mail logs
and archived mails. See '‘Quarantine & Archive' for more details.

Dashboard

After logging-in to the console, the first screen displayed is the '‘Dashboard'. It provides at-a-glance view of system
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usage such as SMTP, Queue mails, network utilization rate, CPU and memory utilization.

+  System Messages: Displays error messages or important notifications that might affect the performance of
the messaging gateway.

«  System Usage Graphics: Provides a graphical representation of the system usage such as SMTP
connection rate in hourly, daily, weekly, monthly or yearly basis, utilization of network, CPU, disk and
memory. See 'System Usage Graphics' for more details.

+  About: Allows you to change your current password, view software details and manage the license. See
About Software.

+  Run the Setup Wizard: Enables administrators to quickly configure the Dome Antispam system.

2 The Dashboard

The dashboard displays statistics about your mail traffic and provides overall system details. You can also view
important system messages and update the license.

The dashboard is displayed by default whenever you login to the administrative interface. To switch to 'Dashboard'
from a different configuration screen, click the ‘Comodo Dome Antispam' logo at the top left.

Choose Language |« English
Dashboard

System Messages
Click for new update details.
No System Message

System Date 130712018 0827 UTC
Uiptime 36 days 19 hours 15
minutes
Online Users 1
| Hourfy | Daily I Weekly | Monthily I Yearly - Rule Version 12501
P Address 172.31.25.154
SMTP Connection g Spam Signature Last Update | FriJul 13 09:09:16 UTC
800 m Time 2018
A, Spam Signature Count 311090
“irus Signature Last Update | Frilul 13 05:07;48 UTC
Aedin 7 Time 2018
e m i Virus Signature Count 6578617
o Run The Setup Wizard
13: 20 13 40 14: 00
O Conns Max: 753 n  Awvg! B3 m Cur: Om Details

The 'System Messages' displays error messages or important notifications that might affect the performance of the

messaging gateway.

Click the following links for more details about other areas in the dashboard:

+  System Usage Graphics
+  About Software
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2.1 System Usage Graphics

The 'System Usage Graphics' area displays a graphical summary of SMTP connections, the number of queued
mails, network utilization rate, CPU utilization rate, disk usage and system memory usage. The tabs in the second
row allow you to view summaries on an hourly, daily, weekly, monthly and yearly basis.

[E USadC - i =

[ SMTP | Queue I Hetwork | Hetwork?2 | CPU | Disk | Memory J

[ Hourly I Daily I Weekly | Monthly | Yearly i

SMTP Connection

200 mf
G20 m
403 m
200 m

9] ®

13: 20 13: 40 14: 00

O Conns Max: T2 m  Avg: 22 m  Cur: om

«  SMTP: Displays the maximum, average and current SMTP connections to Dome Antispam for the selected
period.

+  Queue: Displays the maximum, average and current emails in queue for the selected period.
+  Network: Displays the network utilization rate of the system for the selected period.
+  CPU: The maximum, average and current CPU utilization rate for the selected period.
- Disk: Displays the system's disk usage ratio for the selected period.
«  Memory: Displays the system's memory utilization rate for the selected period.
See the System Usage Statistics section for more details about each of the item.

2.2 About Software

The 'About' section in the 'Dashboard' area displays hardware, software and virus update details.
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System Date 13072018 08:28 UTC
Uptime 36 days 19 hours 16 minutes
Online Users 1

Rule Version 12501

IP Address 172.31 25154

Spam Signature Last Update Time | Fri Jul 13 09:09:16 UTC 2012
Spam Signature Count 311080
Wirus Signature Last Update Time | FriJul 13 05:07:48 UTC 2013
“irus Signature Count 6578617

Run The Setup Wizard

Details

Clicking the 'Details' link at the bottom opens another 'About' screen that provides more details:

Choose Language |~ English :

About

Engine Yersion | Korumail SMTP Filter Engine Korumail 6.7.0
User Interface Version  Release 6.7.1 - Build 8972932
Patch Level | 6701

Spam Signature Last Update Time | Fri Jul 13 10:08:14 UTC 2018
Spam Signature Count ' 311106

Virus Signature Last Update Time | Fri Jul 13 05:07:48 UTC 2018
Virus Signature Count | 6578617

By default, the 'About Dome Antispam' tab will be displayed.
+  Click the 'System Admin' tab to view or update administrator details:

Choose Language :
About

About SyStBrn fdmim _

System Admin Name: | [Dome AS |

System Admin Surname: | [Dema |

System Admin Tel. Mo | [1234567| |

System Admin E-mail * | [domersa@yopmail.cd

Save
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«  When the SMTP IPS module blocks IP addresses, a list of the blocked IP's will be sent to the e-mail
address shown in this interface.
+ Ifthe field 'System Admin E-mail' is left blank then an error message will be displayed in 'System Messages'

in the dashboard.
+  Click 'Save' after completing all fields.
Run Setup Wizard

Allows you to quickly configure protection on a mail server.
To run the setup wizard:
+  Click the 'Run the setup wizard' link.

«  The setup wizard screen will be displayed. This allows you to choose the SSL certificate you wish to use on
your console, as well as system admin details, LDAP profiles, 'Managed Domains', 'Routes' and 'Relay’

details.
Choose Language |~ English y

Dashboard

g i

Click for new update details.

No System Message

E bou '_

SMTP Queus Network Network2 CPU Disk System Date 13072018 08:27 UTC
Memory Uptime 36 days 19 hours 15
minutes
Online Users 1
[ Hourly Daily l Weekly I Monthiy | Yearly i Rule Wersion 12501
P Address 172.31.25.154
SMTP Connection Spam Signature Last Update | FriJul 13 09:09:16 UTC
BOO m Time 2018
A Spam Signature Count 311030
Wirus Signature Last Update | Fri Jul 13 05:07:48 UTC
AREln Time 2018
208 m Virus Signature Count 6573617
o ¢ Run The Setup Wizard)
18: 28 13 40 e ——
B Conns Max: 753 m  Avg: B3 m O m Details

Choose Language |~ English

Setup Wizard
CERTIFICATE ENTRANCE

Uze Default Certificate D
= Upload

Certificate File (Please just upload file which has format .p12)

Paszword |

Next
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An SSL certificate is required to provide secure, HTTPS access to your Dome Antispam admin console. The
'Certificate Entrance' screen lets you choose which type of SSL certificate you wish to use. You have two options:

+  Upload a certificate you have on file. Ideally, this will be a certificate which you have obtained from a
trusted certificate authority. Using such a certificate means you will not see browser error messages
when you access the admin console. Note: The certificate should be for the domain that Comodo has
setup for your Dome Antispam console on the AWS instance. Details of your Dome Antispam domain
will have been sent to your registered email after you signed up for the account.

«  Use the default, self-signed certificate. Dome Antispam will automatically install a self-signed certificate
on your console. Your connection to the console will be just as secure as above, but your browser will
show error messages as the certificate is not signed by a trusted certificate authority. You can bypass
these errors and create an exception in your browser to avoid these messages in future.

«  Click next to enter admin details such as 'System Admin Name', 'System Admin Surname', 'System Admin
Tel. No' and 'System Admin E-mail".

Choose Language
Setup Wizard

System Admin

Default Certificate will be used.

System Admin Name |D|:|me AS

System Admin Surname |Den'||:|

System Admin Tel. No. |1 23458789

System Admin E-mail * ldnmersa@_}rnpmail.cnm

Prev Hext

«  Click 'Next', to enter 'LDAP' information:

Choose Language &
Setup Wizard

LDAP

(&) Add LDAP profie

. bsprofleName  Acton

Default AD

Default OpenlLDAP
Default OpenLDAP AUTH

Default AD AUTH

i | dir | i | | @

company LDAP

Prev Hext

See the LDAP section for more details.

- Click 'Next', to enter details of 'Managed Domains'.

Comodo Dome Antispam - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 26



cCOMODO

Creating Trust Online®

Setup Wizard

Managed Domains

O

arda.com ¥ | admin -
affice3eSdomain.com 1 admin
outicok.com = admin

admin
testdomain.com B admin
testtest.com | admin =
vahao.com i admin B
yandex.com = admin (£
yeni.com O admin |
yopmail.com O admin Lt

Prev Hext

See the Manage Domains section for more details.

«  Click 'Next', to enter details of 'Routes'".

A

Choose Language @
Setup Wizard

Routes

-Choose- V| ||F'v4 v| [ | 28 | || Mone w Mone (|
bilisim.ml IPva 217.79.179.102 25 None =None- |
bulut.ml IPwé 78.31.65.172 25 None =None- L
comodo.ordabirbahoe.com | IPv4 213.14.70.154 25 MNone -None- [
example.com IPvd 192.168.195.31 25 Mone -Mane- |
SIEVEN. COM IPVE oF HOSTHAME mail.steven.com 25 LDAP company LDAP | |a
test.com LDAP LDAP g;g‘f_'g s B
testcustomearn.com IPwd 213.168.32.78 25 MNaonea -None- Lk
yvahoo.com IPWE oF HOSTNAME smitp.mail. yahoo.com 25 LocaluserDe LocaluserDB 5]
yopmail.com MX RECORD MySQL Lok

Prev Next
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See the Routes section for more details.

+  Click 'Next', to enter details of 'Relay'".

Ca

Choose Language |+~ English i

Setup Wizard
Relay

192.168.2.1

192.168.

248 2 2

192.168.1.1

192.168.2.1 (only one IP address)

192.168.2 2-5 (IP addresses in the range 192.168.2.2 to 192.168.2.5)
192 168.2. (whole 192.168.2.0/24 C class)

192168, (whole 192.168.0.0/16 B class)

Prev End

See the Relay section for more details.

3  System Configurations

The 'System' link in the left menu allows you to configure important parameters after initial configuration

Choose Language |~ English 2 Logo
|- |~ STGNEN |

Services

.
A N T I & F AN

]
LA
Delivery Agent E - m
| » System
SHTP Servce & ® [togens ]
 SMTP
SMTP Submission Sarvice E - m b Mot vailable
¢ Modules
Main Filtering Engine - 55 service 12 running
v Profile Management [&] Servics 1= stopped
Anti-spam Engine =] - m W Start senice
r Reports & ot ;
O BENICE
Syslogd ® g
¢ Quarantine & Archive [&l Restart sence
Snmpd Servics E -
Schaduler Sarvice -

Copyright® 2008-2018 Comodo Secunty Solutions, Inc. All nghts reserved
Doma Antepam nama and logo are radamarks of Comoedo Securily Soliions, nG.
Rekase 6.7.1.80720G2

«  Services: Allows you to start or stop various services such as delivery agent, SMTP, Snmpd, scheduler and
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more. See 'Services' for more details.
+ License: View and update Dome Antispam licenses from this interface. See 'License' for more details.

«  Settings: Configure various system settings such as Cache, Session, Backup and more. See
'Configuring System Settings' for more details.

+ Logs: View and download mail log files and configure how long the system should retain mail log records,
archived mails and quarantined mails. See 'Logs' for more details.

«  Tools: Allows admin users to check connectivity such as SMTP, Ping, Nslookup, Telnet as well as clear
SMTP queue. See 'Tools' for more details.

«  Session Reports: Enables you to view the details of last login and last activity performed on the user
interface. See 'Session Reports' for more details

«  Statistics: View the graphical summary of system usage. See 'System Usage Statistics' for more details.

3.1 Services

The 'Services' screen shows the current status of various Dome Antispam services. You can stop or restart a service
and also shutdown or reboot Dome Antispam.

To view and configure Dome Antispam services, click the 'System' tab on the left then 'Services":

Choose Language |- English g

Services

|

]

Delivery Agent = - m
SMTP Sarvice = & 4] E — '
SMTP Submission Service =" - m A Mot Available
Main Filtaring Engine = - 4] el Service 1S running

= [E] Senace 1= stopped
anti-spam Engine =" k2 m W Start senice

% Stop sendce
Syelogd .- -
= = - &l Restart senice

Snmpd Service =" - 4|
Scheduler Sarvice = - 4|

CopyrigntE 2006-2018 Comodo Securty Solutions, Inc. Al ights resened
Dame Antigpam nama and logo are tradamarks of Comodo Security Soltions, no.
Release: 6.7.1.8072032

The icons in the 'Legend' screen provides the status details of the services.

Description of the Services

Column Header Description

Dome Antispam Delivery The service forwards the emails processed by Dome Antispam to target email

Agent server.
Dome Antispam SMTP The service that filters emails on hosted domain names on Dome Antispam. This
Service service accepts incoming e-mail connections listening to port 25 of SMTP. The

SMTP service filters the emails per the settings configured by the administrator
(Reverse DNS, RBL, SRN, MX control the White List, Black List, Grey List, etc.) in
SMTP level first and then the filtered emails are passed to the next stage - Dome
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Antispam Main Engine for spam and virus analysis.

Submission SMTP Service | Submission port (587), is a mail delivery port as port 25 (SMTP) but it requires
additional authentication. If you do not have an account on this server, you cannot

send an e-mail.
Dome Antispam Main The emails that are filtered by 'SMTP Service' are passed to the main filtering
Filtering Engine engine software that checks for spam and virus in the mails. This module performs

the actions specified by administrator such as rejecting, quarantining the infected
email or saving the email to another register area or address. If e-mail is required to
be sent to recipient then it is forwarded by the Dome Antispam Delivery Agent.

Anti-spam Engines Dome Antispam engines scans emails and specifies spam scores controlling
thousands of spam signatures such as header and bayesian-based content filtering.
This scores are used to define an e-mail as spam.

Dome Antispam DB The Postgre SQL services running on Dome Antispam's internal database of
Connector quarantined emails and archives.

Syslogd The daemon service that stores system logs in rsyslog format.

Snmpd Service Itis an Simple Network Management Protocol (SNMP) agent which binds to port

and acts on SNMP management application’s requests and sends the requested
information to the requester.

Anti-virus Module Dome Antispam includes Comodo's anti-viurs programs as a built in solution.

Scheduler Service This service organizes the programs that runs periodically. This feature in Dome
Antispam creates periodic reports and graphics about system usage.

- To start or stop a service, click on the buttons beside it.

= Indicates the service
is running. Click on

the ® button under
the 'Start / Stop'
column to stop the
service.

= Indicates the service
has stopped. Click

on the > button
under the 'Start /
Stop' column to start
the service.

+ Torestart a service, click on the & button under the 'Restart column. If the service is running, it will stop
and restart again. If the service is stopped, then it will restart.

o)
+  To shutdown the Dome Antispam, click on the button.

i
+  To reboot the Dome Antispam, click on the button.
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3.2 License

The 'License' screen allows you to view current license details as well as to create a license requests and install a
new license. Dome Antispam licenses can be purchased by logging into your Comodo account at
https://accounts.comodo.com/account/login

Licenses are priced according to the number of users and license period.
+  To view and purchase a new Dome Antispam license, click the 'System' tab on the left menu,then 'License'

Choose Language |+~ English e

License

Licenses i License Activation | End User License Agreement _

Automatic Renewal | No

Users | 101
Current Users Count | 0

Activation Date | 2017-10-11 23:00:00

License Expiration Date | 2018-09-20 16:41:55
Remaining Days | 59

Current CAM Activation Key  6e23abad-280b-41cf-81ca-b30475feaddr
Status
Click here to get CAM license key

From here you can:
« View the details of your current license
+  Purchase a license
 Activate your license
« View the End User License Agreement (EULA)

To view the details of current license
«  Click the 'Licenses' tab
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Choose Language |+ English

License

Licenses i License Activation End User License Agreement _

Automatic Renewal | Mo

Users [ 101
Current Users Count | 0
Activation Date | 2017-10-11 23:00:00
License Expiration Date | 2018-09-20 16:41:55
Remaining Days | 69
Current CAM Activation Key | Ge23aba8-289b-4ici-81ca-b30475feaddr
Status

Click here to get CAM license key

License - Table of Column Descriptions

Column Header Description

CAM Automatic Renewal | Indicates whether automatic license renewal is enabled.

CAM Max Users Maximum quantity of users that can be enrolled

CAM Current User Count | Number of users currently using the product license

CAM Activation Date Date when the license was activated.

CAM License Expiration | Date when the license expires.

Date
Remaining Days Number of days left before the license expires.
CAM License Status Indicates whether the license is valid or expired.

To purchase a license
+  Click the 'Click here to get CAM license key' in the ‘Licenses' tab...
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Choose Language |~ nglish

License

E Licenses | License Activation | End User License Agreement _

Automatic Renewal Mo

Users 101
Current Users Count | 0
Activation Date  2017-10-11 23:00:00
License Explration Date | 2018-09-20 16:41:55
Remaining Days &9
Current CAM Activation Key | 6e23abab-289b-4fcf-81ca-b30475feaddf
Status

«_ Click here to get CAM license kev—»

...or in the 'License Activation' tab.

License

Licenses | License Activation | End User License Agreement _

CAM Activation Key * | | |

Mew License JClick here to get CAM license key

Save

You will be taken to Comodo Accounts Manager (CAM) login page at https://accounts.comodo.com/account/login

+  Login to your CAM account or create a new one and complete the Dome Antispam license purchase
procedure.

Alicense key will be sent to your email address that was provided at the time of CAM sign-up.

To activate your license

-  Click the 'License Activation' tab.
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License

Licenses | License Activation | End User License Agreement _

CAM Activation Key * | | |

Mew License | Click here to get CAM license key

Save

«  Copy and paste the license key that was sent to your email address from Comodo in the 'CAM Activation
Key' field.

+  Click 'Save'.
The license key will be checked and if validated, the 'Licenses' interface will be updated accordingly.

End User License Agreement (EULA)
+  Click the 'End User License Agreement' tab.

e

Choose Language L
License

Licenses | License Activation | End User License Agreement —

END USER LICEMSE AGREEMENT COMODO DOME ANTISPAM

THIS AGREEMENT CONTAINS A BINDING ARBITRATION CLAUSE. PLEASE READ THIS AGREEMENT CAREFULLY BEFORE
ACCEPTIMG ITS TERMS AND CONMDITIONS

IMPORTAMT — PLEASE READ THESE TERMS CAREFULLY BEFORE USIMNG THE PRODUCT. THE *PRODUCT™ MEAMS
COMODO"S DOME ANTISPAM, INCLUDING ALL OF THE ELECTRONMIC FILES, DOCUMEMNTATION, AND SOFTWARE
PROVIDED THEREIN, EXCEPT AS EXPRESSLY STATED HEREIN. BY USING THE PRODUCT, OR BY CLICKING OM ©|
ACCEPT BELOW, YOU ACKMOWLEDGE THAT YOU HAVE READ THIS AGREEMENT, THAT YOU UNDERSTAND IT, AND THAT
YOU AGREE TO BE BOUND BY ITS TERMS. IF YOU DO NOT AGREE TO THE TERMS HEREIN, DO NOT USE THE PRODUCT,
SUBSCRIBE TO OR USE THE SERVICES, OR CLICK ON *| ACCEPT".

USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

ACCEPTAMCE

10

EULA — Comodo Dome Antispam (20161031)

BY CLICKING “1 ACCEPT” BELOW, SUBSCRIBER AGREES THAT IT HAS READ AND UMDERSTANDS THIS AGREEMENT AMD

THAT IT WILL BE BOUND BY AND COMPLY WITH ALL OF ITS TERMS. DO NOT CLICK THE *| ACCEFT" BUTTON IF
SUBSCRIBER DOES NOT AGREE TO THE TERMS OF THIS AGREEMENT.

A

Download As PDF

« Read the EULA fully.
You can also download the EULA from the screen by clicking the '‘Download As PDF' link at the bottom.
«  To download the PDF, click 'Download Ad PDF' link at the bottom left corner of the interface.
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odification, are permitted provided that the following cond

* Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer. * Redist
provided with the distribution. * The names of its contributors may not be used to endorse or promote products derived from this sof

THIS SOFTWARE 1S PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS 153" AND ANY EXPRESS OR IMPLIED ¥
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, IMNC
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND OM ANY THEORY OF LIABILITY, WH
EVEMN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

ACCEPTANCE

10

EULA — Comodo Dome Antispam (20161031)

PT" BELOW, SUBSCRIBER AGREES THAT IT HAS READ AND UNDERSTANDS THIS AGREEMENT AMD THAT

The pdf will be downloaded.

3.3 Configure System Settings

The 'Settings' interface lets you configure all aspects of Dome Antispam.
- To open the interface, click the 'System' tab and then the 'Settings' sub tab.

Choose Language -~ Enghsh :

-
Settings
COMOO0 DOME 1 | 1 | | 1 T "
A NT ISP AN | General | Cache | Session | GUICustomization | Backup | Restore | LogUpload | Postmaster |
| — | L i | i |
SMTPTLS ; Database Update I Syshig
b Sysiem Fermit Froceszing User Data | @ Parmit C'.f-nun:.-rnm.s ) Hane
» SMTP Enabding this oplion 1o send some spam messages 1o our labs for analysing is cedainly advisad

Information that is senl to Comedo AntiSpam Lab incudes spam score, guewe id, engine decizion, receive ime, threshalds
Temae ip, host name, real reciplent and sender adaresses, mall REAGers, MESSA08 id anNd SYRIRM POCESIIng details Mall
body 15 sent only mzils that 15 determaned 23 a spam.

Modules

*

Profile Management
Save
+ Reports

Quarantine & Archive

-

CopyTights 2006-2018 Comodo Securty Solations, Inc. Al rights reserved.
Dome Anfspam name and logo are ademarks of Comodo Security Solulions, Inc
Release: 6.7.1.8072032

Click the following links for more details:

«  General
« Cache
» Session

+  GUI Customization
- Backup

+ Restore

« Log Upload

«  Postmaster

« SMTPTLS

Comodo Dome Antispam - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 35



cCOMODO

Creating Trust Online®

+ Update Database
+ Syslog

3.3.1 System General Settings

The 'General' settings tab lets you enable or disable automatic upload of selected spam messages to Comodo for
analysis.

«  To open the interface, click 'System' on the left then 'Settings' > 'General'.

Choose Language  — Enghsh 5

Settings

I
i General | Cache SEL8I0n G Customization Backup Restore Log Ppload Posimasier
! ————

SMTPTLS i Database Update I Syslog

Fermst Processing User Deta | ) Parmit C'.f-mn:.-rnm.s Z1 Mone
Enabding this oplion 1o 5end some spam messages Lo our labs for analysing is cefainly advsed

Informalion thatis senl to Comodo AntiSpam Lab indudes spam score, gueue id, engine decision, receive ime, threshalds
remade ip, host name, real reciplent and sender addresses, mall headers, message id and svsiem processing detalls. Mall
body is sent only mails that is determaned as a spam.

Save

Copyright® 2006-2018 Comodo Securly Solstione, Inc. All rights: regenved.
Dome Antispam name snd logo are brademarks of Comodo Security Solulions, Inc
RAssase: £.7.1.8072032

«  Permit Processing User Data:

+  Permit - Selected spam messages will be uploaded to Comodo labs for analysis.

«  Anonymous - Selected spam messages will be uploaded anonymously, without data which links them
to your company or users.

+  None - Spam messages will not be uploaded to Comodo.
+  Click 'Save' to apply your changes.

3.3.2 Cache Settings

The 'Cache' settings tab allow administrators to set the cache expire time for Greylist IP addresses, SMTP Auth logs

and LDAP.
«  To open the 'Cache’ settings interface, click the 'System' tab on the left menu, then 'Settings' and 'Cache'
tab.
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Choose Language |- English g

Settings

1
General Cache Session GUI Customization |

Restore Log Upload Postmaster

SMTPTLS l Database Update Sysloq

Greylist IP Cache expire time minutes Clear Now
SMTP-AUTH logs expire time day Clear Now
LDAP Cache Clear Now

Save

«  Greylist IP Cache expire time: Dome Antispam greylists IP addresses from which emails are received
for the first time and rejects it. If the sender is using a proper mail server, it automatically resends the
email. The greylisted IP becomes whitelisted and email is not rejected. If the mail is from a spam
source, then normally it will not resend mails. Enter the time for which the greylisted IPs should be
cached. If within this time emails are resent from greylisted IPs, they are whitelisted. After the entered
time, the greylisted IPs are deleted from the greylist.

«  SMTP AUTH logs expire time: The end user authentication log details of SMTP clients are cached for
the entered days and after that they are deleted.

« LDAP Cache: LDAP authentication details are cached and Dome Antispam does not query the LDAP
server.

«  Click the 'Clear Now' beside an item to clear the cache immediately.

«  Click "Save' to apply your changes.

3.3.3 Session Settings

The 'Session' tab lets you configure the session timeout period and to limit the number of times an admin can log
into the console before the password has to be changed.

- To open the interface, click 'System' on the left then 'Settings' > 'Session'.

)
Choose Language |~ English g

Settings

Restore Postmaster

General I Cache E Session GUI Customization
Syslog

SMTP TLS I Database Update

Session Timeout Duration: | 30 |mir1utas

Login Limit |100 |

Save

+  Session Timeout Duration: Determines how many minutes of inactivity should be allowed before all users
are automatically logged out.

+  Login Limit: Enter the maximum amount of users that can login to the portal at the same time.
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+  Click 'Save' to apply your changes.

3.34 GUI Customization

The 'GUI Customization' tab lets you customize the look and feel of the console according to your preferences. You
can also change the name and the logo which is displayed in the interface.

«  To open the interface, click 'System' on the left then 'Settings' > 'GUI Customization'

Choose Language |~ English g

Settings

i
General 1' Cache I Session GUI Customization Backup | Restore Postmaster

4

SMTP TLS l Database Update Syslog

Company Dome Antispam

# Upioad
Logo

Logo size must not be greater than 150x100
(widthxheight) pixels and format must be PNG.

Cluse defautt choose.

Theme _Reumunu w

Save

«  Company: Type the name of the company to be shown in the interface.

+ Logo: Upload your company logo. The logo will be shown in the interface to all users. Images should be
in .png format and no larger than 150 px L x 100 px H.

Settings

1
Restore Log Upload Postmaster

General i Cache ‘ Session GUI Customization

SMTP TLS [ Database Update Syslog

Company Dnm& Antispam

X Clear Al

Logo
Logo size must not be greaterthan 150x100 | C:)\fakepath\iogo mage.png
(widthxheight) pixels and format must be PNG. | pone e

L]
=]
=

Cluse defauit choose.

Theme

«  Toremove the logo, click the 'Clear' link.
+  Click the 'Save' button to upload the logo.
«  Theme: The 'Themes' drop-down allows you to choose the colors and appearance of the GUI as you prefer
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(Default = Redmond Theme).
+  Click 'Save' to apply your changes.

3.3.5 System Backup

The 'Backup' tab allows you store copies of all configurations and logs. You can also automate the backup process
by scheduling the backup dates and time. You can restore your Antispam configuration from your backup at any
time.

«  To open the 'Backup' settings interface, click the 'System' tab on the left menu, then 'Settings' and 'Backup'

tab.
Choose Language |~ English

Settings
General Cache Session GUI Customization | Restore Log Upload Postmaster

SMTP TLS Database Update Syslog

Backup Password | [sesssssss |

Backup Password | [sessessss |

Create Backup Cancel

Enable Auto Backup []

Save

Instant Backup
« To take an instant backup, enter the password, confirm it and click the 'Create Backup' button.

The system will backup the files and the backup download link will be displayed.
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Choose Language g
Settings

' 3

General Cache Session G Customization Backup Restore Log Upload Postmaster

SMTPTLS Database Update Syslog

Backup Password [esssssess |

Backup Password [sssssssss |

Create Backup ¥ancel

Backup

Click here 1o download backup

Enable Auto Backup [
Host|[10.108.51.100 |

User hﬂgam

Password ||

|
Password [sssess |
|
|

Remate Path | [cfakepath/

Backup type

] % %] %] %
Days to backup Monday Tuesday Wednesday Thursday Friday Salurday Sunday
Backup hour | | 00:00 -~
Save

+  Click the 'Click here to download backup' link.
The file will be downloaded to your system. The 'Backup' file can be restored later from the '‘Restore' tab.
Scheduled Backup
You can automate the backup process by scheduling the jobs.

«  To schedule a backup job, select the 'Enable Auto Backup' check box.
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Settings [

General Cache Session GUI Customization Backup Restore Log Upload Postmaster SMTPTLS

Database Update ] Syslog

Backup Password

Backup Password || |

Create Backup Cancel

Enable Aulo Backup f
Host | 10.108.51.100
User ﬁ
Password ssssssssss

Pascword ssssssssss

Backup type |FTP ~
Days fo backup E|Munda}.r mTuesday mwgdnesday mThursday mFliday DSafurda‘,‘ mSunday
Backup hour | 00:00 -

Save

«  Host: The name or IP of the system where the data should be backed up.
«  User: The user name of the system
« Password: Enter the password to access the system

+  Remote Path: Enter the remote path of the system including the folder name. Leaving the field blank
means the backup will be uploaded to the default FTP folder.

«  Backup type: Select the backup type from the drop-down. Currently only FTP option is available.
«  Days to backup: Schedule the backup day(s) from the options.
«  Backup hour: Select the hour when the scheduled backup should run on the selected backup day(s)

+  Click 'Save'. The scheduled job will be saved. To change the schedule or the backup location, edit the
settings accordingly and click 'Save'.

3.3.6 System Restore

The 'Restore' feature allows you to revert your Dome Antispam configuration and logs to a previous system state.
The console will need to be rebooted in order to complete a restore operation.

«  To open the 'Restore' settings interface, click the 'System' tab on the left menu, then 'Settings' and 'Restore'
tab
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Settings

Restore Log Upload

1
General I Cache I Session GUI Customization Postmaster

SMTP TLS ] Database Update | Syslog

Backup File:

Backup Password: | |

Restore

+  Torestore, click the 'Upload' button, navigate to the location where the backup file is saved and click 'Open'.
After uploading, the backup file will be displayed on the screen.

A,

Choose Language
Settings

General Cache Session GUI Customization

Restore Log Upload Postmaster

SMTPTLS Database Update Syslog

X Clear All

Backup File: | .\ rokepathikorumail_backup-2018-7-16-9_14.sgb

Done

Backup Password: |

Restore

- Toremove the file, click the 'Clear' link beside it.

- To restore the backup, enter the backup password and click the 'Restore' button.

The page at https:i/demo-das.cdome.net:8443 says:

The application will be rebooted after restaring

Ok | | Cancel

The console has to be rebooted to complete the restore operation. Click 'OK' to confirm.
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3.3.7 Log Upload Settings

The 'Log Upload' tab allows you to configure the automated upload of various types of Dome Antispam logs.
+  Click the 'System' tab and then the 'Statistics' sub tab.

- Choose Language |~ English
Settings

Log Upload | Postmaster

General Cache Session GUI Customization Backup Restore

Host* | |
User* | |
Password* [ | |

Password * | |

Remote path * | |
Uploadtype |FTP -~

Days to upload *

O 0 O O O

Monday Tuesday Wednesday Thursday Friday Saturday Sunday

Upload hour® | 00:00 ~

Save

+  Host: The name or IP of the system where the logs should be uploaded.
«  User: The user name of the system
«  Password: Enter the password to access the system

+  Remote Path: Enter the remote path of the system including the folder name. Leaving the field blank
means the logs will be uploaded to the default FTP folder.

«  Upload type: Select the upload type from the drop-down. Currently only FTP option is available.
«  Days to upload: Schedule the upload day(s) from the options.
+  Upload hour: Select the hour when the scheduled upload should run on the selected upload day(s)

+  Click 'Save'. The scheduled job will be saved. To change the schedule or the upload location, edit the
settings accordingly and click the 'Save' button.

3.3.8 Postmaster Settings

It is a statutory requirement to set a postmaster address to which email errors will be directed for an SMTP domain.
Postmaster addresses are commonly targeted by spammers to send unsolicited messages. Similarly, spammers
also use the mailer-daemon route to flood users with spam messages. Dome Antispam allow administrators to
forward these to other addresses and /or reject emails sent to these addresses.

«  To open the 'Postmaster' settings interface, click the 'System' tab on the left menu, then click 'Settings' >
'Postmaster' tab.
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Settings

General Cache Session

SMTP TLS l Database Update Syslog

Postmaster Forwarding Address [~Discard incoming mails

MAILER-DAEMON Forwarding Address EDiscard incoming mails

Save

+  Postmaster Forwarding Address: Enter the forwarding address to which the email to postmaster are
directed.

+  MAILER-DAEMON Forwarding Address: Enter the forwarding address to which the Mailer Daemon
notifications are to be directed.

- Discard incoming mails: Select the check box if the mails to the forwarded address is to be rejected.
+  Click 'Save'.

3.3.9 SMTP TLS Settings

+  Transport layer security (TLS) is a cryptographic protocol which provides encryption and privacy for email
traffic.

+  You need to install a certificate on your mail server in order to enable TLS.
- The 'SMTP TLS' area lets you create a new certificate or upload an existing certificate.

To open the 'SMTP TLS' settings interface
+  Click 'System' > 'Settings' > 'SMTP TLS' tab.

A

Choose Language |~ English __Z Logout

Settings

General | Cache | Session | GUICustomization |

Log Upload Postmaster

SMTPTLS Database Update Syslog

Create certificale

Private
Key(Flease
Jjustupload

file which
has format
pem)

Save
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Create a certificate

+  Click the 'Create certificate' link and enter the mandatory details:

- Validity - Specify the term length of the certificate in days. Note - certificates for public-facing websites
have a maximum term length of 720 days.

«  Country - Select the two-character code for your country.

«  State - Two character code of the state/province in which your organization is located.

- City/Locality - The name of the city in which your organization is located

«  E-mail - Your contact email address

+  Department — Name of the department

+  Host or IP address - Type the domain, hostname or IP address of the server you want to secure
«  Click 'Save' to create the certificate.

(o

Choose Language |~ English i~

Settings

General Cache Session GUI Customization Restore Postmaster

SMTIPTLS Database Update Syslog

Cieate certificals>

Seftings saved successiully

The number of days of validity of cedificate * | [360 |

Country *
State* |[TN

City * |Chennai

Host Name or I[P Address * |1D.51.103.2U2

|
|
Dapartmant * |T&|::h Writing |
|
|

E-mail * | test@yopmail.com

Created Date | 16/07/2018 10:03:03

Save

Upload a certificate

+  Click 'Upload certificate' then click 'Import'
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Settings

Session GUI Customization Restore Postmaster §

L 1 ’
SMTP TLS l Database Update Syslog

General Cache

1
Backup |

Tpload cerifi caTE

Private
Key(Flease
just upload

file which
has format
pem}

Save Close

«  Click the upload button to browse for the certificate you wish to import
+  Click 'Save'.

3.3.10 Update Database

Dome Antispam updates virus and spam databases once per day. If required, the databases can be updated
instantly from 'Database Update' tab.

+  Click 'System' > 'Settings' > 'Database Update'.

Choose Language |- English |

Settings

Y
General Cache Session GUI Customization Restore Log Upload Postmaster

SMTP TLS ] Database Update Syslog

Virus Update Update

Spam Update Update

+  Virus Update: Click the 'Update' button to update the virus database
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«  Spam Update: Click the 'Update' button to update the spam database

3.3.11 Syslog Server

Dome Antispam has the ability to forward logs pertaining to various operations and configuration changes to a
remote Syslog server.

+  Click 'System" in the left menu then 'Settings' > 'Syslog' tab

Ll

Choose Language e
Settings

Postmaster

General Cache Session GUI Customization Restore Log Upload

SMTPTLS Database Update Syslog

Enable Syslog Server [ ]

Save

+ Enable Syslog Server: Enable this to store logs on your remote server. Enter your Syslog server details in
the fields provided:

Choose Language g
Settings

General ] Cache Session GUI Customization Restore Postmaster

SMTP TLS ] Database Update

Enable Syslog Server | ]

Host Name or IP Address * || |

Port* | 514 |

O O O O ] O 0 O
Emerg Alert Crit Emor Warn Mofice Info Debug

Level

Save

«  Host Name or IP Address: Enter the host name or the IP address of the remote logging server to which
the logs should be passed.

«  Port: Enter the port number through which the server receives the logs. Default is 514.
«  Level: Specify the types of logs by severity level that you want to forward to the remote logging server.
+  Click 'Save'

3.4 Logs

Dome Antispam stores log files for various activities and connections in the local database and uploads the logs to
the server as specified under 'System' > 'Settings' > 'Log Upload'. Administrators can download logs from the
database through the 'Logs' interface. The logs interface also allows administrators to delete unwanted logs. Logged
details include mail subject, sender domain and receiver domain and more.

+  Click 'System' > 'Log Files' to open this interface
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Choose Language g
Logs

Total Log size; 1.7M Refresh

SMTP Filtering SMTP Service SKTP Submission Enging E-mail Delvery
smtpproxy.log Jul 9 08:01 0 Download
[  smtpproxy.log-20180708 Jul 8 17:20 254 L3 | Download
[] | smtppraxy.lag-20180711 Jul 11 15:03 | 259 (5 | Download
[] | smtppraxy.lag-20180712 Jul 12 13:12 | 2.3K |3 | Download
Dedete

The 'Logs' interface has the following tabs:
+ Log Files
+  Purge Files

3.4.1 Log Files

The 'Log Files' tab contains logs of different activities and connection attempts. These include:
«  SMTP Filtering
«  SMTP Services
« SMTP Submission
«  Engine Activities
+  E-mail Delivery
Admins can download or delete logs as required.

Tip: You can also view real-time logs in the 'Reports' interface. See Reports for more details.

To open the 'Log Files' interface
+  Click 'System' > 'Logs' > 'Log Files' in the left-hand menu
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Total Log size; 1.7M Refresh

SMTP Filtering SMTP Service SKTP Submission Enging E-mail Delvery
smtpproxy.log Jul 9 08:01 0 Download
[  smtpproxy.log-20180708 Jul 8 17:20 254 |2 | Download
[] | smtppraxy.lag-20180711 Jul 11 15:03 259 3 Dawnload
[] | smtppraxy.lag-20180712 Jul 12 13:12 2.3K |’ | Download
Delele

«  The interface lists all available log files along with the size and date
+  Use the links above the table to view a specific category of logs
+  Click 'Refresh' to reload the list with the latest logs.

Log Files - Table of Column Descriptions

Column Header Description
File Name Log label
File Date Date and time the file was created
File Size Size of the log file
Actions s | Delete selected logs.
Download | Save a copy of a log.

3.4.2 Purge Files

The 'Purge Files' interface allows you to configure the time limit for preserving log files, archived mails and
quarantine mails. Items that are older than the period specified in this interface will be automatically removed.

«  To open the 'Purge Files' interface, click the 'System' tab on the left menu then 'Logs' then open the 'Purge
Files' tab.
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Logs

Loqg Files Purge Files

Delete older mail log
records in database [0 |
(Days)

Delete older archived |EJ |
mails (Days)

Delete older gquarantine

mails (Days) |U |

Delete

+  Delete older mail log records in database (Days) - Specify the number of days to store the log files. The log
files older than the days specified here will be automatically deleted.

+  Delete older archived mails (Days) - Specify the number of days for which the quarantined mails are to be
retained in the local database. Mails older than the days specified here, will be automatically deleted.

+  Delete older quarantine mails (Days) - Specify the number of days for which the quarantined mails are to be
preserved in the local database for review by the administrators. Mails older than the days specified here,
will be automatically deleted.

+  Click 'Delete' to run the remove operation.

3.5 Tools

Dome Antispam has built-in tools to quickly check the connectivity to the mail servers and clients and to clear the
mails in the SMTP delivery queue.

«  To open the 'Tools' interface, click the 'System' tab on the left menu and then click 'Tools' from the sub-
menu.

Choose Language [~ English | 8

Tools

SMTP connectivity  Test

Ping  Test
Mslookup | Test

Telnet Tesl

The Tools' interface has two tabs:
«  Connectivity Checks
- SMTP Queue
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3.5.1 Check Connectivity

The 'Connectivity Checks' tab allows you to test Dome's connectivity to external mail servers and clients

- To open the interface, click the 'System' tab on the left then "Tools' > 'Connectivity Checks'.

-

Choose Language |~ English | B

Tools

SMTP connectivity  Test

Ping  Test
Mslookup | Test

Telnet Test

You can check for the following:
+  Connectivity to a remote SMTP server
+  Connectivity to a remote host
«  Name server lookup for a remote host or a mail server
+  Telnet connectivity for a remote host
To check connection to a SMTP server

+  Click 'Test' beside 'SMTP connectivity' from the 'Connectivity Checks' interface.
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Tools

i Connectivity Checks Queue

Telnet Test

Host Hame or IP Address * |

Port | [25

Sender * | |

Recipient * |

Result

Send Close

The 'Check remote SMTP Connectivity' interface will appear.
«  Enter the details of the external or remote mail server as given below:

«  Host Name or IP Address - The hostname or IP address of the remote SMTP server

+  Port - The port used by the server for SMTP connections. This depends on whether or not the
server uses SSL for SMTP connections (Default = 25)

«  Sender - A valid email address at the local SMTP server to send a test mail to the remote server

for testing
+  Recipient - A valid email address at the remote SMTP server to which the test email needs to be
sent
+  Click 'Send'

Dome Antispam will send a test email to check the connectivity and display the results in the 'Result' field.
To check connectivity to a remote host

+  Click 'Test' beside 'Ping' from the 'Connectivity Checks' interface.
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Choose Language |~ English i

Tools

SMTP connectivity|  Test

Telnet| Test

Host Name or IP Address * |

Result

Send Close

The 'Ping' interface will appear.

+  Enter the hostname or IP address of the remote host to check whether it can be reached by Dome
Antispam

+  Click 'Send'
Dome Antispam will ping the remote host and display the results in the 'Result' field.
To lookup name server for a remote host

+  Click 'Test' beside 'Nslookup' from the 'Connectivity Checks' interface.
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Choose Language |~ English =

Tools

SMTP connectivity|  Test

Ping| Test

Neslookup @

Telnet Tesl

Host Name or IP Address * |

Resuft

Send Close

The 'Nslookup' interface will appear.
- Enter the hostname or [P address of the remote host to check the domain name associated with it
«  Click 'Send"'

Dome Antispam will lookup the name server to identify the domain name associated with the IP address or the
hostname and display the results in the 'Result' field.

To check Telnet connectivity to a remote host

+  Click 'Test' beside "Telnet' from the 'Connectivity Checks' interface.
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Choose Language |~ English | &

Tools

i Connectivity Checks Queue

SMTP connectivity,  Test

Ping| Test

Mslookup | Test

Host Name or IP Address = || |

Port [25 |

Request | |GET fogin.xhtm HTTRH.0 |

Result |

Send Close

The 'Telnet' interface will appear.

+  Enter the hostname or IP address of the remote host to check whether it is connecting through Telnet
protocol

+  Enter the port use by the remote host for Telnet connections (Default = 25).

+  Dome Antispam send a request 'GET /login.xhtml HTTP/1.0" to the remote host to check the connectivity, If
you wish to send a custom request, edit the same in the 'Request' field.

«  Click 'Send"'

Dome Antispam will send the request to the remote host for checking the Telnet connectivity and display the results
in the 'Result' field.

35.2 Clear SMTP Queue

The 'Queue' tab under the 'Tools' interface allows admins to remove mails that have been queued for SMTP
forwarding.

To clear the SMTP queue
«  Click the 'System' tab from the left, then 'Tools' and 'Queue’ tab.
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Tools

| Connectivity Checks Quene

Clean SMTP queue Clear

«  Click the Clear button beside CLEAN SMTP queue.

3.6 Session Reports

+  Click the 'System' tab from the left, then click 'Session Reports'.
«  Session reports show all currently active logins.

+  Details include the IP address of the user, the last login time and the details of last activity performed on the
user interface.

Choose Language g
Session Reports

IP Address Creation Date Last Accessed Time
182.74,23.22 16/07/2018 10:50:24 16/07/2018 11:27:20

Copyright® 2006-2018 Comodo Security Solutions, inc. Al rights reserved.
Dome Antispam name and logo are trademarks of Comodo Security Solutions, Inc.
Release: 6.7.1.8372932

3.7 System Usage Statistics

Dome Antispam displays SMTP connection statistics, mail statistics and utilization statistics of hardware and
software resources like network, CPU, hard disks and system memory as graphs in the 'Statistics' interface.

«  Click 'System' on the left then 'Statistics'
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Statistics

Automatic update interval | Disabled - Refresh Now

| Hourly Daily Weekly Monthly

SMTP Connection &
goa mt a
580 m =
400 m n__'
200 m i

a
13:20 13: 40 14: 00

O Conns  Max: 793 m  Avg: B3 m Cur: Om

The administrator can set the update interval for the statistics or can instantly update the statistics to view the real-
time usage graphs.

«  To set the update interval, choose the interval from the 'Automatic update interval' drop-down.

Statistics

Automatic update interval:

Refresh Now

Hetwork?

CPU | Di

Ml Vaakhy Monthhy Yearly

+  Click 'Refresh Now' to instantly update the statistics
The 'System Usage Graphics' area displays the connection and usage statistics graphs under the following tabs:

«  SMTP: A graphical representation of the number of SMTP connections between Dome Antispam and
different mail servers during the selected time period. Shows data for both for incoming and outgoing mails.

+  Queue: Displays the graphical representation of number of mails that were in queue for processing and
delivering to the mail servers, during the selected time period.

«  Network and Network2: Shows network utilization statistics through various network interfaces for the
selected period.

«  CPU: Shows the load on the Dome Antispam CPU over the selected period.
«  Disk: Shows disk access levels over the selected period.
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+  Memory: Shows system memory usage over the selected period.

SMTP

The 'SMTP' tab displays the numbers of SMTP connections made to different mail servers over the period chosen
from the sub tabs:

Choose Language fized
Statistics

Automatic update interval | Disabled - Refresh Now

Network2

| Hourly Daily Weekly Monthly Yearly

SMTP Connection :.
gon mt -
600 m ;'
400 m m
2008 m n"-.u

o
13:20 13:40 14:00

O Conns  Max: 793 m  Avg: B3 m Cur: am

+  Hourly - Shows the log of connections for the past one hour

«  Daily - Shows the log of connections for the past 24 hours

« Weekly - Shows the log of connections for the past seven days

«  Monthly - Shows the log of connections for the past four weeks

+  Yearly - Shows the log of connections for the past twelve months

The numbers of maximum and average connections within the selected period and the current number of
connections are displayed below the graph.

Queue

Dome Antispam receives all the emails and analyzes them for spam filtering, virus scanning, content filtering and so
on, before delivering it to the mail servers. The 'Queue’ tab displays the log of mails that were under processing and
not delivered to the mail servers during the selected period.
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Statistics
Automatic update interval: Refresh Now

SMTP Queue Network Network?2 CPU Disk

Hourly Daily Weekly Monthly Yearly

Memory

SMTP Queue
500 m i

400 m
200 m
200 m

=
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=
=
=
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108 m

>

Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar Apr May
O 1o cur: o Avg: 0 Max: c]
B NP cur: 5} Avg: 5} Max: c]

You can choose the time period for which you wish to see the logs from the sub tabs:
+  Hourly - Shows the log of number of mails in queue for the past one hour
«  Daily - Shows the log of number of mails in queue for the past 24 hours
«  Weekly - Shows the log of number of mails in queue for the past seven days

Monthly - Shows the log of number of mails in queue for the past four weeks
«  Yearly - Shows the log of number of mails in queue for the past twelve months

Network and Network?2

The Network tabs display the log of network resource utilization through the respective interface, for the period
chosen from the sub-tabs.
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Choose Language |~ English

Statistics
Automatic update intervat Refresh How

| SMTP

l Hourly Daily ] Weekly Monthly

Yearly

Network Utilization int #0© z

£ Mo

YWATLA0 1801

13: 20 13: 40 14: 00
@ In B out
In: §1.92 k Out: 51.92 k
Avg In: 40,18 k Avg Out:40.18 k

Hourly - Shows the log of network usage for the past one hour
Daily - Shows the log of network usage for the past 24 hours
Weekly - Shows the log of network usage for the past seven days
Monthly - Shows the log of network usage for the past four weeks
Yearly - Shows the log of network usage for the past twelve months

The incoming and outgoing traffic are represented with different colors in the graph.

«  Green - Incoming traffic
+  Blue - Outgoing traffic

The current incoming/outgoing traffic and the average incoming and outgoing traffic for the selected period of time
are indicated below the graph.

CPU

The CPU tab displays the log of load on Dome Antispam CPU, for the period chosen from the sub-tabs.
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Statistics

Automatic update interval. | Disabled . Refresh Now

SMTP Quene Hetwork

Hourly Daily Weekly Monthly Yearly

CPU tilization

5
o
=

PTAAG T80l

13: 20 13: 40 14:00

W busy Cur: 5% Avg: 3% Max: 5%
[ 1dle Cur: 95% Avg: 97% Max: 97%

+  Hourly - Shows the CPU usage for the past one hour

+  Daily - Shows the CPU usage for the past 24 hours

+  Weekly - Shows the CPU usage for the past seven days

+  Monthly - Shows the CPU usage for the past four weeks

+  Yearly - Shows the CPU usage for the past twelve months

The processes that are responsible for CPU usage are indicated with different colors.
+  Green - Idle, CPU was not used by any of the processes

+  Red - System processes

The table below the graph shows the current, average and maximum load of the CPU for the selected period from
the respective processes.

Disk

The 'Disk' tab displays a graphical representation of the log of the ratio of disk usage with respect to total disk space
in Dome Antispam, for the period chosen from the sub-tabs.
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Choose Language g

Statistics
Automatic update intervat | Disabled - Refresh Now

| SMTP | Queues Network Network?2 CPU Disk Memory

Cisk Usage Ratio =
=t
|
15
18
5
13:20 13: 40 14: 00
O system Cur: 16% Avg: 16% Max: 16%
M mail Cur: 0% Avg: (% Max: Of%
Total Capacity mail: system:326

+  Hourly - Shows the disk usage for the past one hour

«  Daily - Shows the disk usage for the past 24 hours

+  Weekly - Shows the disk usage for the past seven days

«  Monthly - Shows the disk usage for the past four weeks

«  Yearly - Shows the disk usage for the past twelve months

The disk usage by different types of data are indicated with different colors.
+  Yellow - Space occupied by system configuration

+  Magenta - Space occupied by mail archive
The table below the graph shows the current, average and maximum disk usages for the selected period.
Memory

The 'Memory' tab displays a graphical representation of the usage of system memory of Dome Antispam, for the
period chosen from the sub-tabs.
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Choose Language i Logout
Statistics

tutomatic update interval | Disabled w | Refresh How

o IY Dn“’ weem “D““'h" Yenm _

Memory Utilization g
soct :
206
106 =
0.0 —r —

13: 28 13: 48 14: @0
OUsed Max: 2,6G Avg: 266G Cur: 266G
Total Mem: 7821 MB

+  Hourly - Shows the memory usage for the past one hour
+  Daily - Shows the memory usage for the past 24 hours
+  Weekly - Shows the memory usage for the past seven days
+  Monthly - Shows the memory usage for the past four weeks
+  Yearly - Shows the memory usage for the past twelve months
The maximum, average and current memory usage statistics are indicated below the graph.
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4 SMTP Coniguration

The 'SMTP" area allows you to configure settings for outgoing mails. This includes settings such as maximum file
size, denial-of-service protection, outgoing/incoming limits and more.

Choose Language |~ English I
|+

SMTP Settings

o ——
COMODO DOME
A N TI & F AN

§ General Setlings | Advanced Seflings i Dathmaind Dliviery Guene

SMTP sereer Baaner fexd r:ll.‘;!'.IE Al"1i.f::|'.|r!1 F;.E.I.'UI.I! FI‘!'—;“ G:llm\mg-_.

v Systam Mzmimum acceptanle mail size * | 30 B
prrrr Ativate Do% prolection * | &
Enable SMTF submission port * | [+
SMTF Seflings Emable SPF |0 niec;'-lblu:l |l |0'|I:. T Fiasted
Domalns Recomméndedvalug 3 | domalns
SMTE-AUTH Enable IP Bazed Gealocation Restrichion | [~
LOAPDE Save
Grayhist
RBL Copyrightd 2005-2015 Comody Jecurity Solulions, e Al rights. reaaryed.
Disclzamer Dome Antapam name 8nd bpo are frademarks of Comado Securty Sohutiona, inc
Aelease: 6.7.1.6972632
Reday
DI

Dutgoing Limits

incoming Limis

Modules

+  Profilz Management
+ Reports

v CQuarantine & Archive

Click the following links for more details:

«  SMTP Settings

+  Manage Domains

+ Dome Antispam SMTP AUTH Connector
+ LDAP/Local DB/My SQL User Database
+  Greylist

- Managing RBL Servers

- Disclaimer

+  SMPT Relay

»  DomainKeys Identified Mail (DKIM)

+  Outgoing SMTP Limits

+ Incoming SMTP Limits
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4.1 SMTP (Send E-Mail Protocol) Settings

The 'SMTP' settings area allows you to configure the SMTP connection response message, activate DoS protection,
and configure the maximum number of processes that the filtering engine can use. The area also lets you set the
number of mails that can be queued and sent at a time for a particular domain.

To open the 'SMTP' screen:
«  Click 'SMTP' > 'SMTP" in the left-hand menu

Choose Language | El'b.:]llsh g
[+

SMTP Settings
p——
EUNM?L,){'; DF!J‘ME [ General Setlings | Advanoed Setlings | Oubound Delivery Qi R

SMTP sevmer banner texd | Dorme Anbispam Secure Email L'=atm.|

v System Maximum acceplable mail s2e * :‘/"I:I |MF£

Activate DoS protection ™ B

SMTP
Enabla SMTF submission port * k1
SMTP Settings Enatla SPF | [0 - Disabled | Only #or
Recommended value: 3 | hozted domains

Clarrsuns

Enatde IP Baged Geslocation Resinetion | B
SMTP-AUTH
LDAP/DE i
Greylist
RBL CopyrightS 2006-2018 Comodo Security Solulions, Ing. Al righls resened.

n Dome Antispam name and loge ars rademarks of Comedo Secunty Solutions. inc

Disclaimes Release: £.7.1.8072032
Hgl;:,'
DI
Outgaing Limits

Click the following links for more details:

«  General Settings
+ Advanced Settings
«  Outbound Delivery Queue

411 General Settings

'General Settings' allow you to configure banner text, the maximum size of outgoing mails, denial of service
protection and more.

To open the SMTP 'General Settings' area:
«  Click the 'SMTP' > 'SMTP" > 'General Settings' in the left-hand menu
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Choose Language |~ English

SMTP Settings

[ General Settings | Advanced Settings | Qutbound Delivery Queue Sl

SMTP server banner text | [Dome Antispam Secure Email Gatew|

Maximum acceptable mail size * El MB
Activate DoS protection *
Enable SMTP submission port *

Enable SPF | 0 - Disabled + |1 Only for
Recommended value: 3 | hosted domains

Enable IP Based Geolocation Restriction

Save

SMTP Settings - General Settings Table of Parameters

Parameter Description

SMTP server banner text | The welcome message displayed on the SMTP server when connection to Dome
Antispam port 25 is established.

Maximum acceptable The maximum permitted size of a single email + attachments. The default value is 20
mail size (MB) MB.

Activate DoS protection | A DoS (Denial of Service) attack occurs when a malicious sender attempts to overload
your mail server by bombarding it with unsolicited mail. DoS protection implements limits
to help ensure your servers are not stopped or brought to a standstill by such attacks.

Enable SMTP If enabled, Dome Antispam will not accept outgoing messages from unauthenticated
submission port sources, thus helping to protect your network and users from spam emails.
Enable SPF SPF (Sender Policy Framework) is a security standard to block the forgery of sender
address.
SPF values

1. Just add received-SPF header
Return temporary failure in DNS query error
If SPF result fails (ban) then reject it (recommended)

If SPF result is softfail then reject it

o ~ P

If SPF result is neutral then reject it
6. If SPF resultis not passed then reject it

You can disable SPF by selecting '0' from the list. If the check box 'Only for hosted
domains' is selected, then the SPF check will be performed for outgoing mails for
domains that are hosted in the network.

+  Click 'Save' to apply your changes.
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4.1.2 Advanced Settings

«  'Advanced Settings' let you configure the max/min number of processors that the filtering engine should
use. More processors will improve the performance of Dome Antispam

+  You can also specify the maximum number of recipients per SMTP transaction.

To open the SMTP 'Advanced Settings' interface,:
+  Click 'SMTP' >'SMTP' > 'Advanced Settings' in the left-hand menu:

» System

SMTP

SMTF Settings
Domains
SMTR-ALTH
LDaR/DE
Graylis

RBL
Disclaimer
Relay

Dkl

Outgoing Limits

Incomrang Limils

» Modules

Parameter

SMTP Settings

i General Settings | Advanced Seltings t Ouibound Delivery Cueoe M

Minimum number of filker processoes = |10

Maxirmum number of filter processors * | (B0

Maxdmum number of recipients par SMTP TR
transaction *

Incaming SMTF session imeoud in seconds ™ | 5]
i

RAL Timeout (second)

Eary talker drop time (second) |

Reject nvalid addresses | [

Queva life tme (howr) * 24
Enabéa tarpitting ||

Tarpit count | 0

Tarpit delay (second) [

Maxirmum numbsar of SMTP sassions
Macimurn: 500

Maxirmum numbsar of congurrent mail dalmeny * | 1500

Main Filter engine log level | Infa -~

Lave

SMTP Settings - Advanced Settings Table of Parameters

Description

Minimum number of filter
processors

Minimum amount of filter processes that the filtering engine should use. Filter
processors are threads used to scan and handle mail.

«  Fewer processors = Lower resource overhead / slower performance

Maximum number of
filter processors

Maximum amount of filter processes that the filtering engine should use. Filter
processors are threads used to scan and handle mail.

+  More processors = Higher resource overhead / better performance

Maximum number of
recipients per SMTP
transaction

Maximum number of recipients for each incoming SMTP request that comes to Dome
Antispam.
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Incoming SMTP session
timeout (seconds)

f

Timeout duration of each SMTP session.

RBL Timeout (seconds)

If this time is exceeded, the RBL query is canceled and next filter is applied to the e-
mail.

Early talker drop time
(seconds)

The SMTP server has a waiting time before sending a first greeting message after which
the client replys with a HELO or a EHLO command. On receiving this (premature)
message before the server sends greetings, then the client could be serving spam. The
waiting time of SMTP server to send a greeting message is called Early talker drop time.

Reject invalid addresses

If enabled, outgoing mails with invalid address will be rejected

Queue life time (hour)

Enter the number of hours that a mail can be queued for delivery before it is bounced.

Enable tarpitting Tarpitting helps thwart spammers by slowing the transmission of bulk emails. If a
spammer sends an email to several recipients on your server during one SMTP session,
enabling this feature will slow down the communication. Spammers may stop sending
emails to your server if the response to their requests is very slow.

Tarpit count Tarpitting will become active if the number of recipients exceeds the Tarpit count.

Tarpit delay (second) The number of seconds that Tarpitting will delay the transmission response

Maximum number of
SMTP sessions

Maximum number of concurrent SMTP sessions.

Maximum number of
concurrent mail delivery

Maximum number of concurrent messages that can be sent by SMTP server.

Main Filter engine log
level

Select the level of main filtering engine event that should be logged. Selecting ‘Notset'
will log all the levels.

+  Click 'Save' to apply your changes.

4.1.3

Outbound Delivery Queue

«  Click 'SMTP' > 'SMTP' > 'Outbound Delivery Queue' in the left-hand menu

«  The 'Outbound Delivery Queue' lets you restrict how many emails can be delivered simultaneously from a

source domain.

«  Dome Antispam has three preset queues with 50, 100 and 150 concurrent mails. You can add multiple
domains to any of these queues.

« You can also change the concurrent mail numbers if required

+  Queuing mail ensures only a certain number of mails are delivered at once, preventing outbound spam and
protection your mail server from overload.
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Choose Language :v English| i

SMTP Settings
[ General Settings Advanced Seftings Cutbound Delivery Queue _
Queue 1
Concurrency Number | |50 |  Save

| | L

w

yahoo.com Lt

Expot Impot  Delete all

Queue 2
Concurrency Number [100 | Save
| Doman ___ Acon
| | E
aol.com Lot
Export Import Delete all
Queue 3

Concurrency Number | [150 |  Save

L

att.net Lok

Exgrt ImEnrt Delete all

Copyright® 2006-2018 Comodo Security Solutions, Inc. All rights reserved.
Dome Antispam name and logo are trademarks of Comodo Security Solutions, Inc.
Release: 6.7.1.8972932

The interface has three preset delivery queue numbers that can be configured according to your organizational
needs. The 'Concurrency Number' for each of the queue can be changed.

«  To set the number of emails that can be sent at a time, enter the number in the 'Concurrency Number' field
and click the 'Save' button.
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SMTP

[ General Settings | Advanced Settings Cutbound Delivery Queue

Successfully Saved.

Queue 1
C Concurrency Number | [350 |  Save )
: :
| | &
yahoo.com Lt
amazon.com B
Export Import Delate all

+ Add a domain to a queue by typing the domain name in the field then clicking the '+' button

Successfully Saved.
Quene 1
Concurrency Number (350 | Save

[

|hutmai|| k]

yahoo.com Lo

amazon.com L
Expot |mport Delete all

«  Toremove a domain from the list, click the 3 button beside it.

- Toremove all domains from the list, click the 'Delete all' link and confirm the removal in the 'Confirmation
Dialog'.

+  To save the list of domains in a 'Queue’, click the 'Export' link and save it to your system.
+  Toimport a list of domains, click the 'Import' link. The 'Import' dialog will be displayed:
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Save Close

+  Click the 'Upload' button, browse to the location where the file is saved and click 'Open’.
The file will be added.

&= Upload X Clear Al

CAfakepath\Queue-1.txt
Done

Save Close

«  Repeat the process to add more files.

- Toremove a file, click the 'Clear' link beside it.

«  Toremove all the added files, click the 'Clear All' button at the top right.
«  Toimport the list of domains from the files, click the 'Save' button.

4.2 Manage Domains

«  The 'Manage Domains' area lets you add, edit and view the domains you wish to filter.

+  You can also configure routes and domain 'Smart Hosts', whereby mail is routed to an intermediate/relay
server instead of direct to the recipient server.

To open the 'Domains' screen,
«  Click 'SMTP' > 'Domains' in the left-menu
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System

sMTP

SNTF Sattings
Domaing
SMTP-ALTH
LDARDE
Graylist

RBL

Disclaimer
Relay

DK

Outgoing Limets

Incaming Limits
Maosdulizs
Profile Management
Reports

Ouarantine & Archive

Domains

Filter: |

) Bulk Add

Filter!

Clear

Total: 29 domainis)

| O L]
O  arda.com Ed admin £
] bilisim.ml kA admin 6]
O bubut.mi H adrmin B
[ comodo.ordabirbzhos.com ] =dmin [k
O | example.com O adrmin [
[1  gmail.com (=] =dmin [z
O [ dyas.com O admin (B3
[ mydoemain.com (| =dmin ]
[l  office3ssdomain.com =] =dmin |
O  outlook.com E1 admin £
1 testtest.com [} admin 5
O | yahoo.com E4 admin a
O |yandex.com = admin )
0O |venicom | admin L
1 | yopmail.com L admin o
Eupoid  Deleie

- Manage Domain Names

+  Manage Domain Routes

- Manage Smart Hosts

«  Default Domain Routing

2.1

Click the following the links for more details:

Manage Domain Names
The 'Managed Domain Names' tab lets you view, add and edit your protected domains.

To open the 'Managed Domains' screen,:

+  Click 'SMTP' > 'Domains' > 'Managed Domains' in the left-hand menu

cCOMODO
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Choose Language |v English: %

l KManaged Domains ] Routes

Filter: |

+ ] Bulk Add

S o e ——

Filter! Clear Total: 2 domainis)

.............................. O r
[  arda.com B4 admin -
L1 hilisim.ml kA admin »
O bubhut.ml B adrmn o
[  comodo.ordabirbahce.com A admin P*
[0 | exampbe.com O admin 3%
[1  omail.com FA =dmin o
O dyas.com O aclrmin B
[1  mydomain.com [ =dmin =
[1  office3s5domain.com [ admin o
O outlook.com B4 admin o
] | testbest.com [ admin o
O | yahoo.com [ admin )
1 | yandecom (A admin o

1 | venicom O admin =
] yopmail.com [N admin ]

Suparl [helustaz

Managed Domains - Table of Column Descriptions

Column Header

Description

Managed Domain Name | The FQDN of the protected domain

Generate Report «  Will create a report containing email statistics for the domain. The report will be
available in ‘Domain Reports'

+  Click 'Reports' > 'Domain Reports' to open this interface.

Owner The name of the admin who added the domain.

Actions (%

«  Type the domain you wish to add in the field under the 'Managed
Domain Name' column header.

- Next, click this button to add the domain to the list.

Delete a domain.

Edit domain details.

The interface allows you to:
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- Add a domain name
+  Add multiple domain names
+ Edit a domain owner
+ Delete domain names
+  Export domain names
To add a domain name
+  Click "SMTP' > 'Domains' > 'Managed Domains' in the left-hand menu
+  Enter the domain name in the field under 'Managed Domain Name' column

Domains

[ Managed Domains | Routes Smart Hosts _

Total: 4 domain(s)

(© Bulk Add

| [
] comodo.ordabirbahce.com admin Lo
[]  mail.postmanllc.net admin Lt
[] | mail.vega.com ] admin | s
[]  www.mail.yahoo.com admin | L

«  Select 'Generate Report' if you want to record email statistics for the domain in ‘Domain Reports'. Click
'Reports' > 'Domain Reports' to view this interface.

«  Click the K] button under the 'Action’ column.

The domain will be added and the next step is to define route for the added domain. If left undefined, then the default
route will apply for the domain.
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Domains

Managed Domains Routes Smart Hosts

Successfully Saved.
You must define routing for new added domain(s).

Total: 5 domain(s)

(@ Bulk Add

| O &
[l | comede.ordabirbahce.com i

[] | mail.comodo.net

mzil bastmanlle ne

See 'Managing Routes' on how to add routes.
To add multiple domain names

The most significant feature of this menu is when you add the domain name you can route the domain name at the
same time. For doing this lines must be written in Domain Name; Target IP Address; Port; LDAP name format. If
target IP address is left blank no routing is done for this domain name. If port field left blank, port 25 is used as
default.

+  Click the 'Bulk Add' link in the '"Managed Domains' screen

Domains

Managed Domains Routes Smart Hosts

Total: 5 domain(s)

© Bulk Add

— — -

Managed Domain Name Generate Report  Owner Action

The 'Bulk Add' screen will be displayed.

Comodo Dome Antispam - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 75



Creating Trust Online®

Comodo Dome Antispam- .. coMoDo

.-’/’-

Add domains

“rou must write one domain for each line (max. 500 entries).

Add Cancel

Format: Domain; Destination IP; Port; LDAP Profile Name
examplel.com
example2.com; 10.0.0.1;25
example3d.com; ;2525 ldapName

Copyright® 2008-2018 Comodo Security Solutions, Inc. All rights reserved.
Deme Antispam name and logo are trademarks of Comodo Security Selutions, Inc
Release: 8.7.1.89725932

+  Enter the domain names each per line.

+ You can also define routes, port number and LDAP profile name here for the domains. The items
should be separated by a semicolon as shown in the screen.

+  Click 'Add".

The domains will be added and the next step is to define routes for the added domains if not defined while entering
the domain names. If left undefined, then the default route will apply for the domains.

Comodo Dome Antispam - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 76



Comodo Dome Antispam -Admin G comono

Domains
L Managed Domains | Routes | Smart Hosts _

Successfully Saved.
You must define routing for new added domain(s).

Successfully Saved.
You must define routing for new added domain(s).

2 domains were added successfully.

Total: ¥ domain(s)

@ Bulk Add

Managed Domain Name Generate Report Owner Actior

To edit a domain owner
When you add a domain name, your user name will be displayed in the screen under the 'Owner' column header.

+  To change the name of domain owner, click the button beside the 'Owner' name.

The 'Edit Managed Domain' screen will be displayed.

"
Choose Language |~ English| g

Edit Managed Domain

Managed Domain Mame arda.com

Owner

Save Cancel

+  Select the name that you want to change as the owner from the '‘Owner' drop-down
«  Click 'Save'
To delete domain names

«  To delete domain names one at a time, click the L% button under the 'Action’ column header and confirm
the deletion in 'Confirmation' dialog.
+  To delete multiple domain names, select the check boxes beside them and click 'Delete’ at the bottom.
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Domains
Managed Domains Routes Smart Hosts
Fitter: | | = Filter! Clear | Total: 27 domain(s)
(& Bulk Add

[ k.
arda.com ] admin [
bilisim.mil 1 admin Lt
bulut.ml [+] admin |4 | [
B — = admin | |G |
yeni.com ] admin [
yopmail.com ] admin [

Export Delete

«  Click 'OK'" to confirm the deletion of the selected domains.

Are you sure want to delete selected domain(s)?

[ OK ] ’ Cancel

To export the domain names to a file
+  Click the 'Export' link at the bottom of the screen
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Managed Domain Name Generate Report Owner Action
| [ b

[l  comeodo.ordabirbahce.com admin Lt
] | mail.comodo.net admin L
[] | mail.postmanllc.net admin | L
[] | mail.vega.com ] admin Lot
] www.gmail.com ] admin : By
[l | www.google.com ] admin Lot
[l | www.mail.yahoo.com admin Lo

Delete

«  Click 'OK' to download and save the domains list as a text file to your system.

i

rraman e dnrmaine fe
dhageddomalng o X

Clnen
ipe

=]

You have chosen to open:

D manageddomains.txt
which is: Text Docurment (142 bytes)
from: https://34.203.148.26:8443

What should Firefox do with this file?

i Open with | Notepad (default) -

(@) Save File

] Do this automatically for files like this from now on.

QK Cancel

4.2.2 Manage Domain Routes
«  Click 'SMTP' > 'Domains' > 'Routes' to open this interface.
«  Adomain route is the path that a domain should use to deliver mail after it has been filtered.
« Ifnoroute is defined then the default domain route is applied. See 'Default Domain Routing' for more info.

«  Note. You must already have added a domain before you can configure its route.
+  Click 'SMTP' > 'Domains' > 'Managed Domains' to add new domains. See 4.2.1 if you need more help.
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Domains

l Managed Domains ] Routes i Smart Hosts

[-choose- «| [1Pvd w 25 None v None

5 s
O | eitisim.mi H 217.75.173.102 25 MNone -Mana- k4
] | bulut.ml IPv4 78.31.65.172 23 Mone -Nane- b 4
D comodo.ordabirbahce.com  [Pvd 213.14.70.194 25 None ~None- )
D exampla.com IPva 192.168.1599.21 25 Mona -Nona- 5"
D stevan. com 1PvE or HOSTHAME mizil steven.com 25 LOAPR company LOAD b )
[ |test.com LDAR LDAP E:L’H”IIE - W
D testcustomarncom IPval 213.168.32.78 25 None -None- L*,
I:‘ yahoo.com [PvE or HOSTHAME smitp.mail.yahoo.com |25 LocslUssrDB LocalUserDE " )
O |yepmail.com MX RECORD MySQL o

Smip server examplas;

IPV4 ;152 168.155 31(PV4 address only)

IPVE or HOSTNAME :smip. mail example com (PVE address or Hosiname anly)

MX RECORD :(Mall Exchanger Record, no need 1o Nput any server address)

LOAP :Lightweight Directory Access Prefocol, no need to nput any eenver address)

Export Delete

Domain Route - Table of Column Descriptions

Column Header Description

Managed Domain Name | The FQDN of the protected domain

Routing Type Select the routing type that should be used to send mail to the SMTP server. The
options available are:

- IPv4

+  |Pv6 Hostname
+  MXRecord

- LDAP

SMTP Server Enter the IP address or the SMTP server name

Port Number The port number to which the Dome Antispam should forward the mail

User Verification The type of user authentication that Dome Antispam should use before forwarding the
mails. The options available are:

+  None

+  Local User DB
- MySQL

- LDAP

LDAP/DB Profile This field will be populated depending on the type of 'User Verification' selected. If
'LDAP" is chosen, then the option to choose the LDAP type will be available.
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Action % | After completing all routing details, click this button to save the domain route.

F Check connectivity between Dome Antispam and the SMTP server.

|5 | Delete a domain route from the list.

Edit a domain route.

The interface allows you to:
»  Configure domain route for the added domains
+ Edit a domain route
«  Delete domain routes

«  Export domain routes

To configure a domain route
+  Click "SMTP' > 'Domains' > 'Routes'
+  Click the 'Choose' drop-down
«  Select the domain for which you want to configure a route.
+  Click the 'Managed Domains' tab if you still need to add a domain

Choose Language |~ English g
Domains
[ T T

[Nune vi None LIV
D IEnea 217.79.179.102 25 Nona -Nona- £
O 1Bvs 78.31.65.172 25 lons ~Nane- )
0 1Pvd 213.14.70.194 25 Hone -Nane- w®
O 1Fvd 192.168.1959.31 25 None “Hone- o
D .ID\-E or HOSTHAME mail.stevan.com 25 LDaAR .cnmpan'.r LDaR |
O LDAR LDAR g‘;':::& - %
O 1Pva 213.168.32.78 25 Hone -None- )
O 1PvE or HOSTHAME smtp.mail.yahoo.com 23 LocalUserDE LocallserDE Lot
W} MX RECORD MySQL by

+  Select the routing type that should be used to send mail to the SMTP server.
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---------- Choose Langusge g
Domains

Managed Domains Routes Smart Hosts

[Choose- o] [P =l | B5 ] [MNoe < neme B g
D bilisirm.ml IPv 217.79.179.102 25 MNone “Hone- |
O bulct.mi m FE.21.65.172 25 Mone -Hone- ot
D comodo.ordabirbahca.com . TPw6 or HOSTHAME 213.14.70.194 . 25 Mona -Nona- L]
O | examete.com MURECERE 1s2.168.198.31 25 Hone -Nans- o)
[ | steven.com Low? | mail.steven.com 23 LDAP company LDAP | %
be=t.com LDAP LDAP g‘:':'r:‘,i -

« 'SMTP Server' field - Enter the hostname or IP of the SMTP server to which Dome should forward mails
after filtering
+  Enter the server port number in the next column

+  'User verification' drop-down — Choose the type of authentication that Dome Antispam should use to verify
the recipient.
«  The options available are: 'None', 'Local User DB', 'My SQL' and 'LDAP'.
+  Dome will only forward mails after successful verification. Unless you choose ‘None', of course.

«  The verification database can be configured in the LDAP/DB section. Click 'SMTP' > 'LDAP/DB"' to
open this interface.

«  Depending on the 'User Verification' type chosen, the 'LDAP/DB Profile’ column will be populated. If 'LDAP'
is chosen as 'User Verification' then the LDAP profiles added in LDAP/DB section will be displayed from
the drop-down. Select the LDAP profile from the options.

ll’----.

| 5 | LDAP || | Defa
Mone i
2 LocallUserDB i

MySQL -Nane

+  To check the connectivity between Dome Antispam and the configured remote server, click the # button
under the 'Action’ column header. The connection will be checked and the result displayed at the top.

- To add a domain route to the list, click the K] button under the 'Action’ column header.
The configured domain route will be added for the domain and displayed in the list.

To edit a domain route

. Clickthe  button under the 'Action’ column header for the domain route that you want to edit.

The 'Edit domain route' screen will be displayed.
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Choose Language |- Eniﬁsh ﬁ

Domain | comedo, ordabirbahce com

Edit domain route

Routing Type || Pvé |

SMTP Server |213.14.70.154 :

LOARDE Profile | Mone

Save  Cancel

+  Edit the required parameters. This is similar to the method explained in the 'Add' section.

«  Click the 'Save' button to apply your changes.

To delete domain routes

- To delete domain routes one at a time, click the Lt button under the 'Action’ column header and confirm
the deletion in the 'Confirmation' dialog.

«  To delete multiple domain routes, select the check boxes beside them and click the 'Delete’ button at the

bottom.
" Choose Language |~ English :@
Domains

[ pase i ] fouies ] Smar ests _

[-Choose- | |[1Pvd (] | BE ] |[Mone | None % 7
& Jeiisim.mi 1Py 217.79.179.102 23 Mone -None- [
bBulut.ml [Pvd 78.31.65.172 25 Mone -None- L
D comodo.ordabirbahce.com | IPwd 213.14.70.194 25 Hone -None- Lt
|:| sxampls.com [Bwd 152.168.199.21 25 Mona -Mona- 54
O EevEn.com IPvE or HOSTHAME mzil.stevan.com 25 LDAP company LDAP | |9
Dafault %
O st.com LDAP LDAP OpanLDAR B
D Estoustomenoom [Pva 213.1668.32.78 23 Hone -None- )q
D yahoo.com [PvE or HOSTHAME smtp.mail.yahoo.com | 25 LocalUserDB LocalUserDB 5
D yopmail.com MY RECORD MySOL 5

Smip sarver efamples;

IPV4 2152168418531 (IPV4 nddress only)

IPVE or HOSTRAME :smip. mail. example.com (PVE address or Hostname onby)

MX RECORD :(Mad Exchanger Record, no need to input any server address)

LDAP :(Lightwight Direclory Access Profocol, no nesd 1o inpul any server addrass)

Export Delete

«  Click 'OK' to confirm the deletion of the selected domain routes
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Are you sure want to delete selected domain(s)?

[ OK ] ’ Cancel

To export the domain routes to a file

+  Click the 'Export' link at the bottom of the screen

Domains

Managed Domains Routes Smart Hosts

Port
Mumbe
|-Choose- 25
=] | bilisim.ml | 217.79.179.102 25
11 IPw& or HOSTMAME T
(] | bulut.ml 78.31.65.172 25
| mMxmECORD |

I:l | comodo.ordabirbahce.com 2132.14.70.154 25
[] | example.com [ova [192.168.199.321 25
[l vopmail.com |MX RECORD

Smip server examples;
IPV4 2192 168.199.31 (IPV4 address only)
IPW6 or HOSTHAME :=mtp.mail. example.com (IPV& address or Hostname onhy)
MX RECORD :(Mail Exchanger Record, no need to input any server address)
AP :(Lightweight Directory Access Protocol, no need to input any server address)

@ Delete

+  Click 'OK' to download and save the domain routes list as a text file to your system.
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Opening domainroutes.bd >

You have chosen to open:
domainroutes.txt

which is: Text Document (186 bytes)
from: hitps://34.203.148.26:8443

What should Firefox do with this file?

O Openwith | Notepad (default) -

(@) Sawve File

[ ] Do this autormatically for files like this from now on.

QK Cancel

42.3 Manage Smart Hosts

+  Click 'SMTP' > 'Domains' > 'Smart Hosts' to open the smart hosts screen.

- Smart hosts are intermediate servers that receive mail and, after applying their own policy, forward them to
end user mail boxes.

«  Smart hosts require sender-authentication to verify that they have permission to send mails.

«  This is different to an open mail relay that will forward mails directly to the recipient server without
authentication.

+  Please note that a domain added to 'Managed Domains' cannot be used for smart host routing.

+  The interface also allows you to configure default domain routing. This applies to 'Managed Domains
whose routing has not been configured. See 'Default Domain Routing' for more details.

Choose Language |~ English gm
Domains

Totak 2 domainial

3 Bulk Add

I | | 23 |

[0 comodochennaicaom | maili.comode.chennaicom 25 =xample nams e a——

K- W Lo

| ] comodo.net maill.comodo.met 25 Jahn Ll aas

Delete

Export

Enabie Defaut Domain
Rouling O

Save
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Smart Hosts - Table of Column Descriptions

Column Header Description
Domain Name The name of the domain added to Dome Antispam.
Host Name or IP Host Name or P address of the 'Smart Host'.
Address
Port The port number to which the Dome Antispam should forward the mail.
Action [ To route the domain to a 'Smart Host', click this button after entering all the

routing details. Allows you to delete a domain 'Smart Host' route from the list.

5 |Allows you to delete a domain "Smart Host' route from the list.

The interface allow administrators to:
»  Configure 'Smart Host' route for domains
« Delete 'Smart Host' routes for domains

«  Export 'Smart Host' routes list for domains

To configure 'Smart Host' route for domains
+  Enter the domain whose mail you wish to route to a Smart Host in the 'Domain Name' column
+  Enter the host name or IP address of the 'Smart Host' you wish to use for that domain
+  Add the port number to which Dome Antispam should forward the mail

- To add the 'Smart Host' route to the list, click the K] button under the 'Action’ column header.
To delete 'Smart Host' route for domains
«  To delete 'Smart Host' routes one at a time, click the L% button under the 'Action’ column header and
confirm the deletion in 'Confirmation’ dialog.

- To delete 'Smart Host' routes, select the check boxes beside them and click the 'Delete' button at the
bottom.
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Domains

Managed Domains Routes Smart Hosts

Total: 2 domain(s)

© Bulk Add

|| || 25

maill.comodo.chennai.com 25

maill.comodo.net 25

Enable Default Domain
Routing

[

Save

«  Click 'OK" to confirm the deletion of the selected 'Smart Host' routes

Are you sure want to delete selected domain(s)?

[ OK ] ’ Cancel

To export 'Smart Host' routes list for domains

+  Click the 'Export' link at the bottom of the screen
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Domains

| Managed Domains | Routes i Smart Hosts ‘

Total: 2 domain(s)

© Bulk Add

- Host Name or IP

| || | 25

comodo.chennai.com maill.comodo.chennai.com 25

comodo.net maill.comodo.net 25

Delete

Enable Default Domain [
Routing

Save

+  Click 'OK" to download and save the 'Smart Host' routes list as a text file to your system.

Opening smarthosts.bed >

You have chosen to open:

=| smarthosts.txt

which is: Text Document (135 bytes)
from: https://34.203.148.26:8443

What should Firefox do with this file?

) Open with | Notepad (default) ~

(@) Save File

[] Do this automatically for files like this from now on.

QK Cancel
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424 Default Domain Routing

+  Dome Antispam lets you configure routing for Managed Domains that are protected by its filtering engine.
See 'Managing Domain Routes' to find out how to configure routing for managed domains.

+ Ifnorouting is configured, then the default domain routing will be applied. This default route can be
configured in the 'Smart Hosts' section.

+  Click 'SMTP' > 'Domains' > 'Smart Hosts' to open this interface.

M~

Chooss Language = e
Domains

Tolat 2 domaings)

& Bulk Adel

| 1 BE I I I |

comodo.chennai.com | maill.comodo.chennai.com 23 example name AL aAd b

comado.nat maill.comoda.nat 25 Jahn Lol aal =

Export Delete

Enable Defaull Domain D
®outing

Save

«  Select the 'Enable Default Domain Routing' check box
«  The will open the route configuration section:

Export Delete

Enable Default Domain

Routing
SMTP Server
SMTP Port | 25
LDAF Profile | -Mone- -

Save

«  SMTP Server: Enter the host name or IP address of the SMTP server to which Dome should forward
email.

«  SMTP Port: Enter the port number to which Dome should forward mail.

«  LDAP Profile: Select the LDAP profile that Dome should use to verify users before forwarding mail.
LDAP Profiles are configured in the LDAP/DB section.

+  Click 'Save' to apply your changes.
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4.3 Dome Antispam SMTP AUTH Connector

The 'SMTP-AUTH' section lets you configure authentication settings for outgoing mails, to block users, and to

configure 'Anomaly Detection'. Anomaly detection lets you track the IP addresses used to send mail for an email
address.

+  Click 'SMTP' > 'SMTP-AUTH' to open this interface.

| Choose Language |~ English| —SP—
SMTP-AUTH =

COMODDO0 DOME T P - 77 i :
AmT LI AS || st auhenncaton serings | miock users | momaty Detection |

Erabie SWTP Authentication &

Orly aliow SMTR AUTH with TLS B4
¥ System ¥ : e
Fake Sender Cantnal B4
SMTR E
B Authentication method || LDAP S AD I
SMTP Selbngs Conneclion Timeoul 5 i
Clomainz LOAPProfie | Defaull OpenlDAF AUTH
SUTP-AUTH .
LDARTE
Greyisl
Cooyright® 2008-2012 Comodo Securry Sclutions, Inc. All nights reserved.
RBL Dome Antispam name snd logo see fademarns of Comodo Seaurity Solutions. Inc
Ralssss: 8.7.1 573932
Declaimer
Relay

Click the following links for more details:
«  SMTP Authentication Settings
- Block Users

+  Anomaly Detection

4.3.1 SMTP Authentication Settings

«  This area lets you choose the method of user authentication that Dome should use on outgoing mail.
+  User authentication verifies that the sender is entitled to send mail from a specific domain.
+  Click 'SMTP' > 'SMTP-AUTH' > 'SMTP Authentication Settings' to open this interface
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= Choose Language m%- Lo J
SMTP-AUTH

[
* SMTP Authentication Settings I Block Users | Anomaly Detection M

Enable SMTP Authentication |[]
Only allow SMTP AUTH with TLS
Fake Sender Control | []

Authentication method | POF2 / MAP

Connection Timeout | 5

Authenticaton Connection

SHTP-AUTH server list mathad S

Drag and drop to change server
order. | 'pop3 .|  [Plan .| | b 2

Hostname Port Enabled Action

Save

SMTP Authentication Settings - Table of Parameters

Parameter Description
Enable SMTP If enabled, admins can configure an SMTP authentication method for senders. This
Authentication option is disabled by default.
Only allow SMTP AUTH | If enabled, authentication must be conducted over a secure TLS connection.
with TLS
Fake Sender Control Will prevent outgoing mails that have a spoofed 'from' address. By default this option is

disabled

Authentication Method Select the user authentication method from the drop-down. The options available are
POP3/IMAP and LDAP/AD. The settings fields depend on the options chosen. See
'POP3/IMAP Authentication Method' and 'LDAP Authentication Method' for details
on the respective settings.

Connection Timeout Enter the time in seconds during which authentication between the client and the
POP3/IMAP/LDAP server must be completed. The user will be prompted to enter
credentials again if the time elapses.

POP3/IMAP Authentication Method

SMTP-AUTH server list | Authentica | Select authentication method - either POP3 or IMAP.
tion
method

Connectio | Select the type of connection (clear text or encrypted SSL/TLS).
n type

Hostname | Enter the server name or IP address of the SMTP-AUTH server.

Port Enter the port of the server to which Dome Antispam should connect to.

Enabled |Activate or disable the server.

Action |% | Click this button to add an SMTP-AUTH server to the list after
configuring all parameters.
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|5 | Allows you to delete an auth server from the list.

Allows you to edit the parameters of an auth server.

LDAP/AD Authentication Method

LDAP Profile Select the type of LDAP profile from the drop-down. The profiles available are
configured in LDAP/DB section.

To configure SMTP authentication settings
+  Select the 'Enable SMTP Authentication' check box
«  Select the 'Only allow SMTP AUTH with TLS' check box to allow only encrypted SMTP AUTH sessions
«  Select the 'Fake Sender Control' to block fake sender email address in the SMTP Server.

«  Select the type of authentication method from the 'Authentication method' drop-down. The options available
are POP3 / IMAP and LDAP. See 'POP3/IMAP Authentication Method' and 'LDAP Authentication
Method ' for details on the respective settings.

- Enter the time in seconds after which the SMTP Auth session will end.
POP3/IMAP Authentication Method

+  Authentication method - Select the POP3 or IMAP type of authentication method from the drop-down.

«  Connection type - Selection the type of connection, whether it should clear text or encrypted. The
options available are 'Plain’, 'SSL' and 'TLS'".

«  Hostname - Enter the IP address or the server name of the SMTP AUTH server.
+  Port - Enter the port of the server to which Dome Antispam should connect.

- Click the ™ button to add the server to the list.
+  Repeat the process to add more auth servers.

Authentication Connection

emod fype Hostname Port Enabled Aclion
SMTP-AUTH serverlist  [POP3 |  [Plain - P | &
Dirag and drop 1o change sener order .
POP3 85L 182 168.199.31 25 Yes "
IMA&P TS 192 168.199.30 25 Yes ]

Save

+  You can change the server order by dragging and dropping them.

« To edit the details of an auth server, click the button.
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Authentication method
Connection type
Hostname * [192.168.199.31 |
Port * 25 |

+  Edit the parameters as required and click 'Save'.

+  To delete an auth server from the list, click the 15 button and click 'OK' in the confirmation dialog.
+  Click 'Save' to apply your changes.

LDAP Authentication Method

«  LDAP Profile - Select the type of LDAP profile from the drop-down. The profiles available here are
configured in LDAP/DB section.

Choose Language g
SMTP-AUTH

i SMTP Authentication Settings I Block Users Anomaly Detection —

Enable SMTP Authentication @
Only allow SMTP AUTH with TLS E
Fake Sender Control E

Authentication method | LDAP/AD -~

Connection Timeout [5 |

LDAP Profile | | Default OpenLDAP AUTH [« |
Default AD
Default OpenlDAP

Copyright® 2008-2018 Caomads Security Sof Default AD ALTH
Doma Antispam name and logo are trade marks company LDAP a
Release: 8.7 188 . au

+  Click 'Save' to apply your changes.

4.3.2 Block Users

«  The 'Block Users' area lets you block outgoing mail that is routed through Dome Antispam. You can block
individual users or entire domains.

«  The interface lets you view existing blocks, add new block rules, and search users by name and domain.
+  Click 'SMTP' > 'SMTP-AUTH' > 'Block Users' to open the interface
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Chooee Language |~ English i
-
DOME
COMDO0D
“ N T8 F AN I SMITP Authentication Seltings I Black Users Anomaly Detection
Saarch
k. Sysilem Search Clear
SMTP
Blocking Lifetime || Unimibsd ..
SMTP Saflings [——
Domaing
SMTR-&UTH
' Starts With - JAice @
LOARDE
2001 E0AT 15:35:47 Contains: faxs L
Greyist
= 18/07/2041E DE:30:53 Contains: sxample.domain.com Lk
; 18/07/3018 DB:31:23 Equals Ta: Bab@Bdomain.com Lt
Dizclamer
18/07/201E DB:31:a4 Skarts With: Semith ok
Reby
18/07/2018 DE:32:03 Starts With: &lic= L
DO
Qutgoing Limis
Incoming Lmes Spord meod - Delete all
k |
WModubes Copyright® 2006-2018 Comodo Seawity Soilutons, inc. All nighss ressnved
Diomes Arrlispam name and logo ane trademads of Comodo S=awity Saluticrs. Inc
¢ Profile Management = . m.7T 18972933

The interface allow administrators to:
+ Add blocked users
+  Blocking Lifetime
+  Remove users from the blocked list
+  Search for blocked users
«  Export lists of blocked users

« Import lists of blocked users from file

To Add a Blocked User

Type the username (or part of the username) of the user you wish to block in the 'Username' field. You can then set
how the rule should be applied using the drop-down menu:

- Starts With - Blocks users whose names begin with the entered text
«  Equals To - Blocks users whose names exactly match the entered text

«  Contains - Blocks users whose names contain the entered text somewhere in their name. Will also block
exact matches

Contains |~ |examp|e.dumain_cum

arts With: Alice L

arts With: Smith ¢

13.04.2017 10:17:10 Equals To: Bob@eample.com Lﬁ
13.04.2017 10:17:25 Contains: example.domain.com L
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- Click the 'Add" button [ ™ to apply your choice. The item will be added to the list with the category type
displaying on the left side.

Choose Language 5
SMTP-AUTH

SMTP Authentication Settings Block Users Anomaly Detection _

Search

Blocking Lifetime || Unlimited -

Save
| Starts With . [Alice | L]
20/10/2017 15:35:47 Contains: fake I_ﬁ
ig8/07/2018 08:20:53 lCnnta'ms: example.domain.com Lx
18/07/2018 08:31:23 lEquaIsTn: Bob@domain.com |3
18/07/2018 08:21:44 .S‘I:arISWI‘I:ll: Smith Lx
18/07/2018 08:32:03 .S‘I:ar|3 With: alice Lﬁ

Export Import = Delete all

Blocking Lifetime

The 'Blocking lifetime' refers to the number of hours the email address will remain blocked at the SMTP Server. The
available intervals are 'Unlimited’, "1 hour', '6 hours', 12 hours' and 24 hours'.

SMTP-AUTH

SMTP Authentication Settings Block Users Anomaly Detection

Search

[riimited ] |

Blocking Lifetime

l Unlimited
1 hour
6 hours

" 24 hours

[ . ] .
Contains ~ |lexample domain_com

To remove users from the blocked list

«  Toremove users one at a time, click the 2 button under the 'Action’ column header and confirm the
deletion in the 'Confirmation' dialog.

- To delete all the blocked users in the list, click the 'Delete all' button at the bottom.
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Are you sure you want to delete all entries?

[ OK ] ’ Cancel

«  Click 'OK' to confirm the deletion of all blocked users.
To search for blocked users

«  Click the 'Search' link at the top of the interface

SMTP-AUTH

SMTP Authentication Settings Block Users Anomaly Detection

Ceara)

| | Search Clear

Blocking Lifetime | | Unlimited -~

Save

Contains  ~ |examp|e.dumain.cum h
13.04.2017 10:16:40 Starts With: Alice Lﬂ
13.04.2017 10:16:48 Starts With: Smith

« Inthe search field, enter a full or partial name and click 'Search'.
The items that contain the entered search text will be displayed.
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Choose Language |+~ English Logout
SMTP Authentication Settings Block Users Anomaly Detection _
Search
|£=xﬂrn|:|le | Search Clear
Blocking Lifetime || Unlimited .-
Save
| Starts With . [Alice | K]

18/07/2018 08:20:52 Contains: example.domain.com %3

Export Import  Delete all

Todisplay all the items again, click 'Clear'.
+  Toremove the search field, click the 'Search'’ link again.
To export blocked users to file

+  Click the 'Export' link at the bottom of the screen

Blocking Lifetime | | Unlimited

Starts With - [Alice K]
20/10/2017 15:35:47 Contains: fake [
18/07/2018 08:20:52 Contains: example.domain.com [
18/07/2018 08:21:23 Equals To: Bob@domain.com [
18/07/2018 08:31:44 Starts With: Smith Lx
18/07/2018 08:32:03 Starts With: Alice [

@ st Delete all

«  The user list will be exported as a .txt file. Save the file as required.
To import blocked users from file

«  Click the 'Import' link at the bottom of the screen
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Contains  ~ |examp|e.dnmain_cum b
13.04.2017 10:16:40 Starts With: Alice |__*
13.04.2017 10:16:43 Starts With: Smith L'R
13.04.2017 10:17:10 Equals To: Bob@eample.com |_*
13.04.2017 10:17:25 Contains: example.domain.com 3

Delete all

The 'Import' dialog will be displayed.

&= Upload

Save Close

+  Click the 'Upload' button, navigate to the the location where the file is saved, select it and click '‘Open'.

=k Upload X Clear Al

C\fakepath\smipauthblockbusters. txt
Done

Save Close

«  Repeat the process to add more files.
- Toremove a file, click the 'Clear' link beside it.
«  Toremove all added files, click 'Clear All' at top right.
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+  Tofinalize the import, click 'Save'.

4.3.3 Anomaly Detection

+  'Anomaly Detection' will alert you if a user has sent messages from multiple IP addresses within a set time
period.

+  You can choose to block these users if the outgoing mail IP addresses exceed the number set in this tab.

- This value cannot be '0". Set a value between 1 and 10,000 to block users, IP addresses or SMTP auth
requests.

+  Click 'SMTP' > 'SMTP-AUTH' > '‘Anomaly Detection' to open this area.
7 Choose Language 'Tgllsh &
SMTP-AUTH

i SMTP Authentication Settings | Block Users E' Anomaly Detection M

Enable Anomaly Detection
Enable Monioring Mode | k]

Interval{min) En |

Number of faded SMTP-AUTH reguests |5
from a same IP to block that IP

Number of users from the same IP that 0
makes faled SMTP-AUTH requests

Number of different P addresses that
makes successful SMTP-AUTH | 2 |
requests with same username

Save

Anomaly Detection Settings - Table of Parameters

Parameter Description
Enable Anomaly Enable the feature with the parameters listed directly below this setting. Anomaly
Detection detection is disabled by default.

Enable monitoring mode | If enabled, the SMTP-AUTH controller monitors authorization requests from the
specified IP addresses. By default this setting is disabled.

Interval (min) The auditing time period for anomaly detection. To use the default settings as an
example, a user will be blocked if detected IP addresses exceed 100 in any 30 minute
period. Administrators will receive an alert if more than 30 IPs are detected in 30
minutes.

Number of failed SMTP- | Number of failed SMTP-AUTH requests from a particular IP before it is rejected.
AUTH requests from a
same IP to block that IP

Number of users from the | The minimum number of users with same IP address that can make failed SMTP-
same IP that makes failed | AUTH requests. Any request beyond the threshold set will not be processed
SMTP-AUTH requests

Number of different IP The minimum number of different IP addresses that can make successful SMTP-AUTH
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addresses that makes requests with the same username. Any request beyond the threshold set will not be
successful SMTP-AUTH | processed

requests with same

username

+  Click 'Save' to apply your changes.

4.4 LDAP/Local DB/My SQL User Database

- Dome Antispam can be configured to check the validity of a recipient before filtering begins. This helps
ensure resources are not wasted on invalid recipients.

+  If the email servers behind Dome Antispam are integrated with LDAP, Local DB or MY SQL Database, then
Dome Antispam will check the validity of recipients. If they are not valid then it will reject the emails at the
SMTP level.

«  To open the 'LDAP/DB' screen, click the 'SMTP' tab on the left menu and click 'LDAP/DB".
- Choose Language @ g
LDAP/DB

& Add LDAP profile

Default AD 2 Lt
Default OpenLDAP 2 3
Defzult OpenlDAP AUTH @ =
Default AD AUTH 3 £
company LDAP i i

See the following sections for more details:
+ LDAP (Lightweight Directory Access Protocol)
+ Local DB Users
«  MySQL User Database

441 LDAP Profile

«  The lightweight directory access protocol (LDAP) is a protocol for querying and modifying data using
directory services running over TCP/IP.

« If you integrate LDAP database with Dome Antispam then the service can check whether a recipient is a
valid

+ Ifthe recipient is not a valid user then the email is rejected.

+  This avoids wasting resources by filtering mail for invalid recipients. The LDAP profiles added here are
available for selection in interfaces such as 'Manage Domains' > 'Routes' and 'SMTP AUTH > SMTP
Authentication Settings'.

+  Click 'SMTP' > 'LDAP/DB' > 'LDAP", to open the configuration screen.
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= Choose Language @ 5 ;
LDAP/DB

H LDAP | LocalDBUsers | MySGL User Databsse “

& Add LDAP profie

L ADAP ProfileName. ... Adion

Default AD 2 X
Default OpenlDAP 2 5
Defzult OpenlDAR AUTH 2 o
Default AD AUTH LT b
company LDAP -:*:ﬂ - 4

LDAP Profile - Table of Column Descriptions

Column Header Description

LDAP Profile Name The label provided for the custom LDAP policy. Each profile contains connection
information and search settings to query the database.

Action | Edit the details of a profile

e Copy a profile so it can be used as the basis for a new profile.

5 |Delete the profile from the list.

From this screen administrators can:
« Create and add a new LDAP profile
+  Edit a LDAP profile
«  Delete a LDAP profile
To create a new LDAP profile
You can create a new LDAP profile in two ways:
« By clicking the copy button a beside an LDAP profile. This will open the 'New LDAP Profile’ screen with
details pre-populated for the copied profile.
+ By clicking the 'Add LDAP profile' link at the top

Comodo Dome Antispam - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 101



CcCOMODO

Creating Trust Online®

Choose Language g
New LDAP Profile

Profile Name * |

Host Name or IP Address * |
Port = | [389

Host Name or IP Address (Secondary) |

Port (Secondary) |EI

Search Type | Reakime -~

Cache Time (mnutes) * |0

Anonymous Access [
Login DN = |
Password * |

Enable catch-all for this profie [ ]
Search Base * |

Search Pattern *

%eu = "user” for "userf@domain.com™

%d = "domain.com” for “user@domain com™  [[mail=%m}
%m = Whole e-mail address

Test E-mail Address |

Emai host attribute name |

Check Local DB Users Also D

Save Verify = Cancel

LDAP Profile -Table of Parameters

Parameter Description
Profile Name Enter the name of the new LDAP profile
Connection type Determines how Dome Antispam should connect to the LDAP server. The options
available are:

+  Plain (Not encrypted)
+  TLS (Encrypted with the TLS protocol. Recommended)

+  SSL (Encrypted using the SSL protocol. Use if your systems have compatibility
issues with TLS)

Host Name or IP Address | Enter the hostname or IP address of the LDAP/Active Directory. Dome Antispam will first
check the primary server and will check the secondary server if the primary is not
available.

Port Specify the LDAP server port number. If you use 'Active Directory' then, instead of the
default LDAP port 389, port 3826 must be used as Active Directory Catalog port.

Search Type Select the type of search from the drop-down. The options available are:
+  Realtime - Checks the AD server each time for user validity

«  Cache - Checks the user validity from the system's cache memory and if not
available checks the AD server.

Cache Time (minutes) | If the 'Cache’ option is enabled as 'Search Type', this field becomes active. Enter the
time in minutes the details of users are cached after which they are wiped out.
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Anonymous Access If this feature is enabled, the connection to LDAP server will be created anonymously so
that username and password are not required.

Login DN LDAP username to connect LDAP / Active Directory server.

Password Enter the LDAP user password.

Enable catch-all for this
profile

When this feature is enabled, if the recipient's address is value1-value2-
value3@domain.com then Dome Antispam first checks whether this address is
registered in LDAP. If it does not find it, it deletes value1 and checks the remaining
value2-value3@domain.com address. If it does not find it again then it delete value2 and
checks value3@domain.com

Search Base

Specify the search starting criteria to be used in LDAP tree.

Search Pattern

Determines which LDAP attributes will be searched in search base.

Test E-Mail Address

Enter the email address to test the LDAP connection.

Email host attribute
name

Enter the mail host attribute name for the LDAP / Active Directory server.

Check Local DB Users
Also

Checks for users in Local Data base users list as well.

«  Click 'Verify' to check the entered parameters and connectivity are correct. If verification fails, the error
message will be displayed.

- Click 'Save' to apply your changes.

To edit a LDAP profile
+  Click the

“button beside a LDAP profile that you want to edit.
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Choose Language |- English_&

Edit LDAP profile

Profile Name * | (Comodo Open LDAP

Cennection type | | Plain V:

Host Name or IP Address * | [192.188.193.31

Port * | 389

Host Name or IP Address (Secondary)

Port (Secondary) | 0
Search Type || Realtime -
Cache Time (minutes) * 0

Anonymous Access | [ ]

Login DN * | \comodo

Password* (essese

Enable catch-al for this profie E

Search Base * | Support de=comado

Search Pattern *
%u = "user” for "usen@domain. com”

%4d = “domain.com” for “uzer@domain.com” | |(mail=Y%m})
%m = Whole e-mail addreszs

Test E-mail Address

Email host attribute name

Check Local DB Users Also [:]

Save Verify  Cancel

«  Edit the required parameters. This is similar to the method explained in the 'Add' section.
+  Click 'Save' to apply your changes.
To delete a LDAP profile

- Click the delete button " beside a LDAP profile that you want to remove.

Are you sure you want to delete this entry?

[ OK ] ’ Cancel

«  Click 'OK' to confirm the deletion.

442 Local DB Users

+  Dome Antispam allows you to add users to its local database for managed domains.

+  This helps to ensure mails to invalid recipients are rejected before filtering begins.

«  The users added here are available for selection in interfaces such as 'Managed Domains > Routes'".
«  Click 'SMTP' > 'LDAP/DB' > 'Local DB Users' to open this interface.

Comodo Dome Antispam - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 104



Creating Trust Online®

Comodo Dome Antispam-Adr’ninG_ coMoDO

Choose Language |- English ﬂ

LDAP/DB

| | Search Clear
& Bulk Add

giExport

D slice@example.com
D john@example.com x
Aclions -~ | Dol Page 1150 - |Records per page

Local DB Users - Table of Column Descriptions

Column Header Description
Email The address of the user added to Dome Antispam
Actions % | Add a user. Enter the user's email address in the field provided then click this
button.

B~ Delete a user from the list. Use the check-boxes on the left to select users.

The number of users to be displayed on the screen can be set from the 'Records per page' drop-down field.

Fage|l 110 |L]Recnrds per page
: 0

SN (RN NN [

Click the 'First, Previous, Next and Last' buttons to view all the items in the list.
The interface allows administrators to:

« Add auser

«  Add multiple users

+  Search for users

+ Delete users

«  Export user list
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To add a user

- Enter the user's email address in the field under 'E-mail' column

me LDEHI DE Users HTS‘QL user Datﬂhase _

| | Search Clear

@ Bulk Add
[&Export

erG@example.com

alice@example.com
john@example.com
userl@example.com
user2i@example.com
userli@example.com

userd@example.com

Oo|oooo o
288 248 "2 "2l 2 2 T

userSi@example.com

Do! : evin Pagell |11/50 . |[Records per page

«  Click the [ button under the 'Action’ column.

‘ Note: You can add users for managed domains only.

The user will be added and displayed in the list. You can also add multiple users at a time. See 'To add multiple
users' for more details.

To add multiple users
- Click the '‘Bulk Add' link in the 'Local DB Users' screen

| Search Clear

""'-?-q‘-\:-.":'*'urﬂl.:_- Com | | i-

The 'Bulk Add' screen will be displayed.
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Add Local DB Users

You must write one user for each line (max. 500 entries).

Add Cancel

«  Enter the users' email addresses each per line. The maximum allowed at a time is 500 users.
+  Click 'Add".
Note: You can add users for managed domains only.

The users will be added and displayed in the list.
To search for users

+ Inthe search field, enter a full or partial name.
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LDAP/DB

jLDAP LDCHI DE Users | MYSQL user Dﬂtﬂhﬂse _
e— R

(&) Bulk £33
[ &Export

alice@example.com
john@example.com

userl@example.com

10|00
J & || i | (@

userz@example.com

+  Click 'Search'.
The items that contain the entered search text will be displayed.

Choose Language |~ English

LDAP/DB

|user | Search Clear
€ Bulk Add

" gjExport

D user2@example.com b4

D userdfaxample.com ot

| userdFexample.com =

D . userjRexample.com . 5y
Actions ..| Dot g - Pagei  |i 1F{emrds per page

+ Todisplay all the items again, click 'Clear".

To delete users

- To remove users one at a time, click the L button under the 'Action’ column header and confirm the
deletion in the 'Confirmation’ dialog.

+  To delete multiple users in the list in one go, select the check boxes beside them.
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[ LDAP | Local DB Users | My SQL User Database _

| | Search Clear
© Bulk Add

ﬁﬂ

userl@example.com

user2@example.com
user3@example.com
userdi@example.com

users@example.com

HEEE O E

userc@example.com

user7@example.com
userf@example.com
userd@example.com

userlZ2@example.com

Page

4 Delete

«  Select 'Delete’ from the 'Actions’ drop-down and click the 'Do!" button.
The selected users will be deleted from the list.
To export the user list to a file
+  Use the check-boxes on the left to select specific users OR click the "All" link
+  Click the 'Export' link at the upper-left
«  The exported file in in .txt format. Save the file as required
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LDAP/DB

LBAR Local DB Users MYSQL NearDatabaza _

[ | Search Clear

alice@example.com
john@example.com
userl@example.com
user? @example.com
userd@example.com
userd@example.com

userS@example.com

&G R AR R A
224 2 2 "2 2 2 2

users@example.com

Do! E 5 PagHRecurdsperpage

443 My SQL User Database

«  Dome Antispam is capable of verifying the validity of users by referring to a '"MySQL User Database' located
on a remote server.

+  Ifthe recipient is not a valid user then email is rejected at the SMTP level. Since the filtering process is not
engaged for invalid recipients, Dome Antispam's resources are not wasted.

«  The 'MySQL User Database profiles' added here are available for selection in interfaces such as 'Managed
Domains > Routes'.

«  Toopen the 'MySQL User Database' screen,
+  Click 'SMTP' > 'LDAP/DB' > 'MySQL User Database":

Choose Language g
LDAP/DB

e Add MySQL User Database

Dome Antispam  192.168.192.31 25 DAS_DB mail="%m' o

DAS 10.51.108.202 25 DAS_DB mall="%m' Lt

Copyright® 2006-2018 Comodo Security Solutions, Inc All rights reserved.
Dome Antispam name and logo are trademaris of Comodo Security Solutions, Inc.
Relesse: §.7.1.8972832
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MySQL User Database Profile - Table of Column Descriptions

Column Header Description
Profile Name The name of the MySQL User Database profile added to Dome Antispam
Host Name or IP Displays the address of the system where the 'MySQL User Database' is located.
Address
Port Displays the port number to which Dome Antispam connects to.
Database The name of the 'MySQL User Database'.
SQL Clause The 'SQL clause' used to fetch the users' details.
Action | Allows you to edit the details of the 'MySQL' profile
5 |Allows you to delete a 'MySQL' profile from the list.

From this screen administrators can:
+  Add a new MySQL profile
Edit a MySQL profile
+  Delete a MySQL profile
To add a new MySQL profile
+  Click 'Add MySQL User Database' link at the top of the screen.

Choose Language @ %
LDAP/DB

[ LAAR | iesiBNanen | MysQL tisar Datsbass “

Lo Add MyS01 User Databaze

Dome Antispam | 192.168.199.31 25 DAS_DB mail="%m' w
X

DAS 10.51.108.202 25 DAS_DB mall="%m’

Copyright® 2006-2018 Comode Security Selutions, Inc All rights reserved.
Dome Antispam name and loge are trademarks of Comodo Security Soluticns, Inc.
Relesse: 8.7.1.8972332

The 'New MySQL User Database' screen will be displayed.
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Choose Language |~ English %

New MySQL User Database

Profile Name *| [Dome Anfispam

Host Mame or IP Address *| [192.168.199.31
Port* 25 |
Search Type
Cache Time (minutes) * 0
Database * [DAS_DB ]

Username * [DAS1

Password * [sessssse

500 Clause *
%m = Whole e-mail address

Check Local DB Users Also

[mai="%m

E-mal address for Testing * | [exampe@comedo.com |

Save Verify  Cancel

MySQL User Database Profile -Table of Parameters

Parameter Description

Profile Name Enter the name of the MySQL profile

Host Name or IP Address | Enter the hostname or IP address of the system where MySQL database is located.

Port Enter the port number to which Dome Antispam should connect to.

Search Type Select the type of search from the drop-down. The options available are:
+ Realtime - Checks the MySQL server each time for user validity

«  Cache - Checks the user validity from the system's cache memory and if not
available checks the MYSQL server.

Cache Time (minutes) | If the 'Cache’ option is enabled as 'Search Type', this field becomes active. Enter the
time in minutes the details of users are cached after which they are wiped out.

Database Enter the MySQL database name

Username The username to access the MySQL server

Password Enter the password to access the MySQL server

SQL Clause The SQL clause to fetch the users' details

Check Local DB Users | Checks for users in Local Data base users list as well.

Also

tE-I\:!ail address for Enter the email address to test the MySQL database connection.
esting

+  Click 'Verify' to check the entered parameters and connectivity are correct. If verification fails, the error
message will be displayed.

+  Click the 'Save' button to apply your changes.
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To edit a MySQL profile
. Clickthe  button beside a 'MySQL' profile that you want to edit.
- Choose Language v_a_gli?h %

Edit MySQL User Database

Profle Nams * [Dome Antispam

Host Name or IP Address * [192.168.195.31
Port * ES

Cache Time (minutes) = |0

Database * [DAS DB

Username * [DAS1

Password * |Ir-—ll—ll1-

501 Clause *
%m = Whole e-mai address

Check Local DB Users Also E

E-mail address for Testing * |mtarnp|s@|:nmodu com

|mail="Gm

Save Verify  Cancel

Edit the required parameters. This is similar to the method explained in the 'Add' section.
+  Click 'Save' to apply your changes.

To delete a MySQL profile

- Click the delete button % beside a 'MySQL' profile that you want to remove.

The page at https:/i/demo-das.cdome.net:8443 says:

Are you sure you want to delete this entry?

Cancel

«  Click 'OK' to confirm the deletion.

4.5 Greylist

+  Click 'SMTP' > 'Greylist' in the left menu.

+  Greylisting is another form of spam control whereby Dome Antispam will temporarily reject mail from
senders it does not recognize. Instead, it will send a 'try again later' message to the sending mail server.

«  Upon receiving this message, legitimate mail servers will try to resend the mail after a delay. Dome
Antispam will accept the resent mail providing it does not fall foul of its other filters.

«  However, because of the prohibitive cost of re-sending millions of mails, spam servers are unlikely to
perform this simple resend This means greylisting can be very effective at blocking large amounts of spam
at source.

Comodo Dome Antispam - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 13



cCOMODO

Creating Trust Online®

+  You have the option to disable greylisting entirely, or you can specify IP addresses/domains as exceptions
(so CDAS will accept mail from them on first contact).

Greylist

The record is added successiully.

“ou can create greylist ignore record here for P, Network and domains.

IP or Network Address ~| | | |

IP or Network Address 10.0.0.1 by

Damain teest.com L
Export

Copyright8 2008-2018 Comodo Security Solutions, Inc. All rights reserved.
Dome Antispam name and logo are tredemars of Comodo Secunty Solutions, Inc.
Release: 8.7.1.8972932

See 'Greylist Ignored IP Addresses/Domains' for how to add domains, networks and IP addresses to the ignore
list.

4.5.1 Greylist Ignored |P Addresses/Domains
«+  Click 'SMTP' > 'Greylist' to open the greylist screen.
«  You can add IP addresses and domains as exceptions to the greylist policy.

«  Mail from these addresses will be accepted immediately, without requiring the source mail server to resend.
See 'Greylist', if you'd like to read a description of greylisting.

Greylist

The record is added successfully.

Wou can creale greylist ignore record here for P, Network and domains.

IP or Network Addrass | | | | -
1P or Network: Address 10.0.0.1 "
Damain teest.com =

Export

Copyright® 2008-2018 Comodo Security Solutions, Inc All rights reserved.
Dome Antispam name and logo are tredemars of Comodo Secunity Solutions, Inc.
Release: 8.7.1.8972832

Greylist Ignored Record List - Table of Column Descriptions

Column Header Description
Greylist Type The type of Greylist whether domain name or IP address added.
Greylist Value The domain name or the IP/Network address added.
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Action [ To add an email source to Greylist ignore record, click this button after

selecting and entering the details in the fields under 'Greylist Type' and
'Greylist Value' columns respectively.

5 | Allows you to delete a record from the list.

The interface allows administrators to:

Add an IP address/domain name to Greylist ignore list

Delete an IP address/domain name from Greylist ignore list
«  Export Greylist ignore list to a file

To add a domain name or IP address to Greylist ignore list

«  For'Greylist Type' select whether you want to create an exception for a domain or an IP address:

Choose Language |V_Eﬂﬂ§ﬂ %
Greylist

The record is added successhully.

ou can create greylist ignore record here for P, Network and domains.

IP or Network Address | | | |

*

IP or Network: Address 10.0.0.1 w

Damain teest.cam o
Export

Copyright® 20068-2018 Comodo Security Solutions, Inc. All rights reserved.
Dome Antispam name and logo are tredemarks of Comodo Secunity Solutions, Inc.
Release: 8.7.1.8972532

+  Type the specific domain name or IP address in the 'Greylist Valuge' field.
- Click the ™ button under the 'Action' column.

The domain name/IP address will be added and displayed in the list.
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Choose Language
Greylist

The record is added successfully.

You can create greylist ignore record here for IP, Network and domains.

IP or Network Address ~| | | -

IP or Network Address 10.0.0.1 L

IP or Network Address 10.108.51.202 5

Domain teest.com Lo
Export

To delete a domain name or IP address from Greylist ignore list

+  To delete a domain name/IP address from the Greylist ignore list, click the 1% button under the 'Action’
column header.

Are you sure you want to delete this entry?

[ OK ] ’ Cancel

«  Click 'OK" to confirm the deletion.
To export Greylist ignore list to a file
+  Click the 'Export' link at the bottom of the screen

IF or Network Address 10.0.0.1

| IP or Network Address V|

Cromain notsuredomain.com

+  Save the exported file to your system.
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4.6 Manage RBL Servers

+  Click 'SMTP' > 'RBL' to open this screen.

«  Arealtime blackhole list (RBL) is a list of mail servers that send spam, act as spam relays, or have sent mail
containing viruses.

«  Dome Antispam can block connections from addresses found in the realtime blackhole lists.
+  You can add as many RBL servers as you wish. You can also enable or disable individual lists as required.

Choose Language |~ English

RBL

&) Add RBL server

Return Path Reputation REL

bl.score.senderscore.com Network Blacklist Yes L
Zen.spamhaus.org spamhaus RBL | Yes Lo
psbl.surriel.com Passive Spam Block List RBL | Yes 5%
bl.spamcop.net spamcop RBL | Yes 5%

Export

RBL Servers - Table of Column Descriptions

Column Header Description

Server Host Address The address of the RBL server.

Description The description provided at the time of adding the RBL server.

Type The type of block list selected.

Enabled Indicates whether the RBL server is enabled or not for the 'Profiles'.
Action 5 |Allows you to delete an RBL server from the list.

The interface allow administrators to:
+ Add aRBL server
« Enable/disable a RBL server
« Delete a RBL server
- Export RBL server list to a file

To add a RBL server
«  Click the 'Add RBL Server' link at the top
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RBL

& Add REL server

Retum Path Reputation REL |Yes

bl.score.senderscone.com

Metwork Blacklist -
zen.spamhaus.org spamhaus REL | Yes ot
psbl.surriel.com Passive Spam Block List REL | Yes B
bl.spamcop.net sSpamcop REL Yes o

Emon

The 'Add RBL server' screen will be displayed:

A

Choose Language |~ English

Add RBL server

Server Host Address * | |

Description || |

Type

Enable this RBL all profiles | []

Save Cancel

«  Server Host Address: Enter the address of the RBL server
+  Description: Enter an appropriate description for the server
«  Type: Select the type of block list from the options.

«  RBL - Realtime Black Hole Lists
+  SBL - Spamhaus Block List

«  XBL - Spamhaus Exploits List

«  SMTP - Email server List

+  Enable this RBL for all profiles: If selected, the server will be enabled for all the profiles in Dome Antispam.
See 'Profile Management' for more details about profiles.

«  Click 'Save' to add the new RBL server.

To enable/disable a RBL server

«  Click the 'Yes/No' link under the 'Enabled' column
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RBL

ks Add BEL serva

Retum Path Reputation

bl.score senderscore.conm Netwark Blacidist

zen.spamhaus.org spamhaus
psbl.surriel.com Passive Spam Block List
bl.spamcop.net SpaMmCcop

Emon

+  Click 'Yes' to enable the server for all the profiles.
+  Click 'No' to enable the server for the current profile.

f
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The RBL servers can be enabled/disabled independently also for the profiles available in Dome Antispam. Refer to

the section 'Profile Management' for more details.

= 3

Do vou want to apply thizs change for all profiles?

Yes Ho Cancel

To delete a RBL server

- To delete a RBL server from the list , click the L putton.

Are you sure you want to delete this entry?

[ OK ] ’ Cancel

«  Click 'OK' to confirm the deletion.

To export RBL server list to a file

+  Click the 'Export' link at the bottom of the screen
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checking ro

bl.score.senderscore.com Return Path Reputatic
5 .5 = . Metwork Blacklist

zen.spamhaus.org spamhaus

+  Download and save the list as a text file to your system.

4.7 Disclaimer

+  Dome Antispam allows you to insert disclaimers in outgoing mails for managed domains.
«  The screen has two sections - 'Text Footer' and 'HTML Footer'.

«  The Text Footer' is for the disclaimer content, and the 'HTML Footer' can be used for corporate
messages.

+  Click 'SMTP' > 'Disclaimer' to open this screen.

Disclaimer u

Managed
Domain |—Chunse— |v|
MName *

Enabled []

Text
Footer

HTML
Footer

Save Cancel

« Managed Domain Name: Select the managed domain from the drop-down for which you want to add a
disclaimer.

- Enabled: If selected, the messages will be inserted in the outgoing mails of the domain.
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«  Text Footer: Enter the disclaimer content in this field.
«  HTML Footer: Enter content such as corporate message and so on in this field.
+  Click 'Save'

To edit the disclaimer, open the screen, select the domain from the drop-down, edit the messages and click 'Save'.

48  SMPT Relay

+  Click 'SMTP' > 'Relay" in the left-menu to open this interface.

+ Adding endpoint details to relay list lets recipients not added to managed domains also send mails.

Choose Language
Relay

b i | @

192.168.2.1
192.168.

192.168.1.1

Range Examples

192.168.2.1 (only one IP address)

192.168.2.2-5 (IP addresses in the range 192.168.2 2 to 192.168.2.5)
192.168.2. (whole 192.168.2.0/24 C class)

192.168. (whole 192.168.0.0/16 B class)

® e e

The screen allows you to add a single IP address, a range of IP addresses or a IP address class range.

« Toadd an IP address, range or class, enter the details in the field under 'IP Range' and click the ® button.
The IP address will be added and displayed.

- Toremove an address, click the Lt button.

Are you sure you want to delete this entry?

I Ok I ’ Cancel

«  Click 'OK'" to confirm the deletion.

Office 365 Check
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Dome Antispam supports Microsoft Office 365 and you can integrate it with Dome AS. Click here to know how to
integrate and deploy Dome AS protection.

4.9 DomainKeys Identified Mail (DKIM)

«  Click 'SMTP" > 'DKIM' to open this interface.

- DomainKeys Identified Mail (DKIM) is a method of authenticating outgoing mail. It allows senders to
associate a domain with an outgoing mail.

«  An electronic signature is inserted into the header of an outgoing mail to identify the mail source.
+  Dome Antispam lets you create a new domain key for managed domains to authenticate outgoing mails.

+  After the domain key is generated, it has to be entered in the DNS record. Please refer to your domain or
web hosting documentation to add DKIM records for your domain.

Choose Language |~ English | B

DKIM

Managed

Domain |—Chunse— ~
Mame *

Enable

DKIM [

Create MNew ]

Domainkey ek

Private
Key(Flease
just upload

file which
has format
.pem || key
[
publickey)

Download private key  |mport

Public
Key(Please
Just upload

file which
has format
-pem || key
Il
-publickey)

Download public key |mport

Save  View DNS register text Cancel
+  Select the domain from the drop-down for which you authenticate with DKIM
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DKIM

Managed
Domain
Mame *

Enable
DRI

Create New
Domainkey

Private
Key(Please
Just upload

If you have the domain key that needs to be associated with your mails, then follow the steps below:

5
-Choose- w
My
arda.com
bilisim.ml
bulut.ml

comodo.ordabirbahce.com
example.com
gmail.com

ilvas.com

- Leave the 'DKIM' check box, unchecked.

+  Click the 'Import' link

e

&= Upload

Save

+  Click the 'Upload' link, navigate to the location where the private key for the selected domain is saved and

click 'Open’

Close
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== Upload X Clear All
C\fakepath\Private Key. txt

Clear
Done

Save | Close

- Toremove the selected file from the field, click 'Clear’

+  To upload the private key, click the 'Save' button.

+  Repeat the above steps to upload the public key.

«  To download and save the private and public keys, click the respective download links.
If you do not have the domain key, then follow these steps:

«  Select the 'Create New Domainkey' check box.

+  Click 'Create' to generate a new domain key for the selected domain.
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Choose Language §'| : IJ
DKIM

Managed
Domain |cnmndn_nrdahirbahce_com ~
Mame *

Enable
DKIM

Create Mew ]

Domainkey Coealn

----- BEGIN RSA PRIVATE KEY-—
MIICXglBAAKBgQCwNEd4uE/od2wChdhgfulWSuNFLWBHg/RMS+Jfiok10/Qpi/f
Private | n m35Rmc9ZrkY boKFWVKEMkhXuTenT8QV2kHFbFfle JFRAZ s AJuI 1KY JTKDIOCEFR
Key(Please | VAOTwu7mF5pDzE42glwSTihgBHgRA5XS3+GaygunC+g3NY 3bFuPXRixuPwlDAQAB
just upload | AoGBAKOfecSxMN5+UedbfSVIRZBMXZEWNgOCe2NeDWrY mFIPAJCWiztFidPTEF Tu
file which | JASZgy6EfGrYaT6z4 OLHKSa1W31f0QpPWdARIUWUK g9HCBEKNAEXOrdde78rd ZuGO
has format | NgKAEMDjWidfufCQBAIGEnv1 meOQeqvoHWWills+7pritDeMel AKEAZIZzyInMNxEQH
-pem || key | (WHQRRNPXsasEY CL2ksE4DJPPagulETChaBtp39H+QiHIY1leus0m+ TCASPFjaMHF
[| | rPQRM/X3dQIBAMEThAMamnIRGWHKwDOkgSIfOjEklodL4 m2/4UgRBXmQmMeNBPJ2)
-publickey) | cP+TDibbgxMa2GWISInQmOLbio2WATD+gmMCQGSskqaOLx5nFgRHWGtGCWxUIrKE
dMF1swdst9peaVRKs2QrK+wHERGY GaAjKl0acUyuUAIQR O} 3Wy+yuEKMLECQACK
Download private key [mport

----- BEGIN PUBLIC KEY-—
MIGANAIGCSgGSIb3DAEBAQUAALGNADCBIQKBgQCwWNEd4uE/od2wChdhgfulV Sul
Public | FLWBHg/EMS+Jfiok10/Qpifnm3sRme9ZrkY baKFWVKENkhXuTernT8QV2kHFbF
KeyiPlease | eJFFAZsAJUITK]YJTRDIOcEFVAOT wuTmF5pDzE42glwSTihgBHgREXS3+Gaygun
just upload | C+g3NY3bFuPXRixuPwiDAQAB
file which | —- END PUBLIC KEY—
has format
-pem || key
Il
-publickey)

Download public key Import

Save Wiew OMS register text Cancel

The domain key will be generated and the same must be entered in the DNS register for authenticating the domain.

wagnme &

YU MUst entry following DNS registen

TAT record for BIND: dkim._domainkey.comodo.ordabirbahce.com. IN TAT “v=DKIN1, k=iga; =y,
p=MIGMAIGCSgGSIbADOEBADUASLGNADCBIOKE g DAAIWEFOYHGIP g 3hat gERZWnd 1AKL 8 eymDEutTBEERY mme mnxb 3t 3R 3y kel sxSUVm e W2 SxEfdHY
T0iqaRIrCHICESgWanl dAINIMOIDARAR"

Close

You can view and copy the details of domain key anytime by clicking the 'View DNS register text' link at the bottom.
For more details about how to update the DNS record, refer to your domain or web hosting documentation.
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410  Outgoing SMTP Limits

+  Dome Antispam lets you limit how many outgoing mails can be sent by a user, or sent from a specific
domain.

+  You can configure the system to allow a certain number of outgoing mails per hour and per day.
«  The interface lets you add domains or usernames individually or in bulk.

To open the 'Outgoing Limits' screen,
+  Click the 'SMTP' tab on the left menu, then click 'Outgoing Limits'.

Choose Language
Outgoing Limits

General Settings Usage

Default Template Loaded
) Add new limit () Add bulk domain limit ) Add bulk user limit

There are no available records.

The interface allows administrators to:

»  Set outgoing limits for domains and users
+  Configure outgoing limits settings
- View outgoing mail usage details for domains and users

Configuring outgoing limits for domains and users
To configure outgoing limits for domains and users:
«  Click the 'General' tab

7 Choose Language it

Outgoing Limits

& Add new limit () Add bulk domain limit ) Add bulk user limit

Domain example.com test 20 100 Lﬁ
Username 10.51.108.202 comado user 200 1000 L_ﬂ
Username 10.202.51.203 userl 40 400 s
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Outgoing Limits: General - Table of Column Descriptions

Column Header Description
Limitation Type Indicates whether the limitation is for a domain or user
Limitation Object The details of the domain or the user
Description The description for the limitation
Limit per-hour Indicates the number of outgoing mails allowed per hour
Limit per-day Indicates the number of outgoing mails allowed per day
Action 5 | Allows you to delete a limitation set for a domain or user
Allows you to edit a limitation set for a domain or user

+  To set a limitation for a domain or user individually, click the 'Add new limit' link at the top

Choose Language |+ English y

Outgoing Limits

@ Seftings | Usage

© Add new limit () Add bulk domain limit &) Add bulk user limit

Damain example.com test 20 100 5
Username 10.51.108.202 comodo user | 200 1000 5]
Username 10.202.51.203 userl 40 400 %

The 'Add outgoing SMTP limit' screen will be displayed.

Choose Language |~ English si t

Add outgoing SMTP limit
Limtation type * [Domain |

Limitation object * | |

Descripton: |

Limi per-hour * |

Limit per-day * |

Save Cancel
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Limitation type: Select whether you want to configure the limit for a domain or user from the drop-
down

Limitation object: Enter the name of the domain or username depending on your 'Limitation type'
selection

Description: Enter an appropriate description for the limitation

Limit per-hour: Enter the number of outgoing mails allowed per hour for a domain or user

Limit per-day: Enter the number of outgoing mails allowed per day for a domain or user

Click 'Save'. The newly added limitation will be displayed in the list.

+  To set a limitation for multiple domains at a time, click the 'Add bulk domain limit' link at the top

Choose Language |+ English | B8

Outgoing Limits

| General

& Add new limit 3 Add bulk domain limit } ) Add bulk user limit

Settings Usage

Domain example.com test 20 100 L
Username 10.51.108.202 comodo user 200 1000 I_;}
Username 10.202.51.203 userl 40 400 [

The 'Add Bulk outgoing SMTP limit' screen will be displayed.
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Choose Language g
Add Bulk outgoing SMTP limit

You must write one domain for each line (max. 500 entries).

Save Cancel

+  Enter the limitation for each domain per line as per the format shown in the screen..
+  Click 'Save'.
The limitations for the added domains will be displayed in the 'General' screen.

+  To seta limitation for multiple user at a time, click the 'Add bulk user limit' link at the top

Choose Language

Outgoing Limits

| General Settings Usage

& Add new limit 3 Add bulk domain limit (&3 Add bulk user limi

1 |

Domain example.com test 20 100 L%
Username 10.51.108.202 comodo user | 200 1000 I_Q
Username 10.202.51.203 userl 40 400 Lﬁ

The 'Add Bulk outgoing SMTP limit' screen will be displayed.
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Add Bulk outgoing SMTP limit

You mustwrite one user for each line (max. 500 entries).

Save Cancel
Format: Domain; description; limit-per-hour

example1; ex 10

+  Enter the limitation for each user per line as per the format shown in the screen.
+  Click the 'Save' button to apply your changes.
The limitations for the added users will be displayed in the 'General' screen.

Choose Language

Outgoing Limits

| General Settings Usage

& Add new limit 3 Add bulk domain limit (&3 Add bulk user limi

]
1
| | ‘it perhox, Linitgeraday, Acten
Domain example.com test 20 100 Lok |
Username 10.51.108.202 comodo user | 200 1000 I_Q
Username 10.202.51.203 userl 40 400 Lﬁ

«  To delete a limitation from the list, click the Lt button under the 'Action’ column and confirm it in the
confirmation screen.

- To edit a limitation, click the button under the 'Action’ column.

The 'Edit outgoing SMTP limit' screen will be displayed.
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Edit outgoing SMTP limit
Limitation type

Limitation object * |example.c0m

Limit per-hour * | [20

|
Description: | fest |
|
|

Limit per-day * | 100

Save Cancel

The screen is similar to the 'Add outgoing SMTP limit' interface. Refer to the section for 'Configuring outgoing
limits for domains and users' for more details.

Configuring outgoing limits settings
The 'Settings' tab allows you to customize the limitations added in the 'General' tab.

«  To configure outgoing limit settings, click the 'Settings' tab
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[ General | Settings | Usage W

SMTP AUTH is enabled by user |
name limit for outgoing e-mail *

Enable the Limit for From Addresses =

#

Default hourly limit * | [100 |

Default daily limit | 500 |

Envelope sender must match SMTP- %
ALUTH usemame

Default domain [10.108.51.202 |
[ Username
SMTP-AUTH username format * | ] Domain:

® yser@domain.com O users%domain.com

Enable System Admin e-mail =l
nofification for exceeded limits

Mail Subject [Outgoing Limits Notifi{

Mail From | [korumail@comodo.cd

<IDOCTYPE HTML PUBLIC “-/IW3CHDTD HTML 4.01 TransitionalfEN" A
“hitp:ihwann w3 org/ TR/htmIdAoos e did™
=himmil=
<head=
<meta hitp-equiv="Content-Type™ content="texthtml, charset=UTF-8" />
=shyle=
pody { ront-ramily. Anal, Helvetca, sans-sen, }
a { text-decoration: none; }
h1 { font-size: 100%; }
.mail { font-weight: bold; }
Mail Template || #listthead { background-color: #8AAEAS; color: #FFFFFF; }
#list trodd { background-color. #FFFFF; }
#list tr.even { background-color. #EEEEEE: }
#ooter { font-size: 11px; text-align: center; }
=fslyle=

<head=
<body>

Mernaba =span class="mail"=%{sysAdmin}=/span=, W
=p>Giden e-posta limitini gecen hesap listesi</p=

Save Defaults

Outgoing Limits: Settings - Table of Parameters

Parameter Description

SMTP AUTH is enabled | If enabled, SMTP AUTH is required for outgoing mails sent by users who are
by user name limit for configured in the 'General' tab to send limited mails.
outgoing email

Enable the Limit for From | If enabled, the limit configured in the 'General' tab will apply. Otherwise, the default
Addresses hourly and daily values below will apply.
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Default hourly limit The maximum number of outgoing mails that can be sent by users per hour
Default daily limit The maximum number of outgoing mails that can be sent by users per day
Envelope sender must If enabled, the address of the sender must match the SMTP-AUTH username
match SMTP-AUTH

username

Default domain The default domain of the outgoing emails.

SMTP-AUTH username | Method of authenticating the user. Choose from username or domain methods.
format

Enable System Admin e- | Will send a notification if the number of mails sent by users who are configured in the
mail notification for 'General' tab exceeds the limit.
exceeded limits

Mail subject Subject of the notification mail mentioned above.
Mail From The email address from which the notification mail is sent
Mail Template The template of the notification mail.

+  Click 'Save' to apply your changes.

Viewing outgoing mail usage details for domains and users

The 'Usage' tab allows you to view outgoing mails from users and domains covered by outgoing limits.

Choose Language |~ English

Outgoing Limits

| General Settings i Usage §

2018-07-24 ZD1E-07-24

teslBtestcustomencom 10:00-00.0 12 o lestoustomencom 10-00:00.0 12 o

Outgoing Limits: Usage - Table of Parameters

Parameter Description
User Name Displays the email address of the sender
Time The time at which the mail was sent.
Total (Hourly) The total number of mails sent in an hour.
Total (Daily) The total number of mails sent in a day.
Domain Name Displays the email address of the sender on the limited domain
Time The time at which the mail was sent.
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Total (Hourly) The total number of mails sent in an hour.

Total (Daily) The total number of mails sent in a day.

To search for a particular recipient, enter the first few letters of the recipient's name in either the 'User' or 'Domain'

search field:
Choose Language |~ English
Outgoing Limits

2018-07-24 -
testgtestcUstomeEncom 10:00:00.0 1: a

«  Clicking the " * button in a column header will sort the table in ascending or descending order of the items
in the column.

411 Incoming SMTP Limits

Dome Antispam lets you set limits for incoming mails for users as well as for domain names. Dome Antispam can be
configured to allow only a certain number of incoming mails per hour and per day. You can add domains/usernames
individually or in bulk.

Choosa Lanquaga g 1

Incoming Limits

cCOMOOOD v
e caees

& fad new Ami

e Dmain enmodo. com Eaxt usmr a0 ELL 5]

Comain swarrgle.cam B BOO00 [£*)
BNTF Salinge Cemain awarpla.cam inooenirg acarple 10 100 [
Domains
ENTP-AUTH

Coppnghia F06 I01E Comeds Securty Schriara, ne A0 ngris reeered
LOAFDB Dorme A pam rames a3 g ire rasemnans o Comode Gecurty Sohiong, inc.
Feiease: 5.7.1.0872912

Gragkal
REL
Disclaimsr
Relay
DEIN
Dutgcing Lomits

wznming Limis
+ Moduies
+ Prefla Managamant

» Reports

+ Cwiarantieg & Anchive

+  Click 'SMTP" > 'Incoming Limits' to open this screen
The interface allows you to:

+  Configuring Incoming limits for domains and users

«  Configure Incoming limits settings
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+  View Incoming mail usage details for domains and users
Configuring Incoming limits for domains and users

Click "SMTP' > 'Incoming Limits' then click the 'General' tab

T choose Lancuase. [~ Engian] BE=UNY

Incoming Limits

() Add new Nmit

Domain comaodo.com test user 20 200 |k
Domain example.com 600 G000 L
Damain example.com incoming example | 10 100 £+

Incoming Limits: General - Table of Column Descriptions

Column Header Description
Limitation Type Indicates whether the limit is for a domain or user
Limitation Object The domain or user to which the limit applies
Description Text summary of the limitation
Limit per-hour The number of incoming mails allowed per hour
Limit per-day The number of incoming mails allowed per day
Action L5 | Delete alimitation

Edit a limitation

+  The 'Add Incoming Limit' screen will open:

Choose Language |~ English | M=

Incoming Limits

) ADd new imit

Comain comaodo.com test user 20 200 L
Domain =xample.com &00 60000 Lt
Domain example.com incoming example | 10 100 L

The 'Add Incoming Limit' screen will be displayed.
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- Limitation type: Select whether you want to configure the limit for a domain or a user

+  Limitation object: Enter the name of the domain or username depending on your 'Limitation type'
selection

+  Description: Enter an appropriate description for the limitation

«  Limit per-hour: Enter the number of outgoing mails allowed per hour for a domain or user

+  Limit per-day: Enter the number of outgoing mails allowed per day for a domain or user
Click 'Save'. The newly added limitation will be displayed in the list.

The limitations for the added users will be displayed in the 'General' screen.

«  To delete a limitation from the list, click the L putton under the 'Action’ column and confirm it in the
confirmation screen.

- To edit a limitation, click the button under the 'Action’ column.

The 'Edit Incoming Limit' screen will be displayed.

Choose Language |~ English &

Edit Incoming Limit
Limitation type | Domain |

Limitation objact * comodo.cam

Description: tesi user

Limit per-hour * 20

Limit per-day * 200

Save Cancel

The screen is similar to the 'Add Incoming Limit' interface. Refer to the section for '‘Configuring incoming limits for
domains and users' for more details.

Configuring Incoming limits settings

The 'Settings' tab in the 'Incoming Limits' screen allows you to configure the settings such that the Dome Antispam
server sends an automated email when the incoming limits exceed the set limitations added in the 'General' tab.
Please note that the email content will be available in the Dome Antispam console by default.

+  To configure incoming limit settings, click the 'Settings' tab
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Incoming Limits

{ General jl Settings i Usage

Default Template Loaded

Enable System Admin e-mail notification for exceeded
limits D

Mail Subject  Bender Limits Notifica

Mail From | orumali@ip-172-31-

<IDOCTYFE HTML PUBLIC “-AW3CHVDTD HTML 4.01 TransitionalfEN" -
“hittp w3 orgiTRMtmldloos 8 did™

=<htmi=

~head=

=meta hip-equiv="Content-Type™ content="1lextmimi; charset=UTF-8" 1=

-:stllle:-

pody { font-family: Arial, Helvetica, sans-serif, }

2 { texkdecoralion: none, }

hi { font-size: 100%; }

.mail { font-weight bold; §

Mail Template #list thead { background-color: #3AAEAR, color #FFFFFF, }
#list irodd { background-color: #FFFFFF; }

#list reven { background-color. #EEEEEE, }
#footer { font-size: 11px test-align: center: }

liatyle=

<head>
=Dady=

Merhaba =span class="mail™>${sysAdmin}=</span>, ™
lp=Gelen e-posta limitini gecen hesap listesi<ip=

Save Defaulls

Incoming Limits: Settings - Table of Parameters

Parameter Description

Enable System Admin e- | Will send a notification if the number of mails sent by users who are configured in the
mail notification for 'General' tab exceeds the limit.
exceeded limits

Mail subject Subject of the notification mail mentioned above.
Mail From The email address from which the notification mail is sent
Mail Template The template of the notification mail.

+  Click 'Save' to apply your changes.
Viewing incoming mail usage details for domains and users

The 'Usage' tab in the 'Incoming Limits' screen allows you to view the emails details of the 'Users' and 'Domains'.
The parameters that can be viewed via the usage screen for 'Users' and 'Domains' are '"Name'(Name of the
recipient), 'Time'(The time and date of the incoming email) and Hourly and daily based count of incoming emails.
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T Choose Language |~ English ﬂ
Incoming Limits

I—E—IGEDEFM R i _

Delaul Template Loaded

test@testcustomerncom fgl‘fﬂﬂ:‘n—!sd- 12 1] besti@korumanl fg lgéngn_z: 9 o

testPaxampbe.com Jbara 7 0 test@axample.com Joumaea 7 o
f 201E-07-24 2018-07-24

test@korumail.tk 10-00:00.0 5 a testBtestousomer.com 10:00:00.0 1z v

<changed image>

Incoming Limits: Usage - Table of Parameters

Parameter Description
User Name Displays the email address of the recipient.
Time The time at which the mail is received.
Total(Hourly) The total number of emails received in an hour.
Total(Daily) The total number of emails received in a day.
Domain Name Displays the email address of the recipient on the limited domain.
Time The time at which the mail is received.
Total(Hourly) The total number of emails received in an hour.
Total(Daily) The total number of emails received in a day.

To 'Search' for a particular incoming recipient,
«  Enter the first few alphabets of the recipient's name, in the usage details of 'User' and 'Domain'.

i Choose Language m
Incoming Limits

(o e T o

Delaull Template Loadeod

[ —
2018-07-24 2018-07-24
test@example.com 10:00:00.0 7 a Lest@korumail.tk 10:00-06.0 g 0

The intended recipient name will be displayed.

«  Clicking the " * button, you can view the bottom-most or top-most recipients.
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5 Modules

«  The 'Modules' area lets you configure the core security components of Dome antispam's email defense
system.

«  The 'Anti-spam' module lets you configure anti-spam settings, containment, auto-whitelists, authorized
trainers, content filters and more.

- See the links under the screenshot for more information on each module

Chowse Lamjisage |~ Enghsh E Loosgpast
Anti-spam

—
COMODO DOME
A N

TIEF AN

Ant-spam Authorized Trainers Advanced Sevings Bayesian Trabning Conent Filer Slgnarune Whizelisc Arachment Filier

Enalile Anti-spam [
Enable Image Spam Fiter 7]

Enabde Fam Mail Aute Training 0

Disk backup apoan must be erabisd
Sanve
Traiming Destination Addresses
Andi-yingg _
SPAM Training Address spamrairn | Fdems das. cdome met

ERME L

CLEAN Training Addiass hamnrae | @demo-das cdoms men
Anti-spoofing

Update

SMTE IPS/FW e
At Whitelist The crigiral e-mail subject to spam trasming =hould be sent 22 an sttachmens
; [amachrsaT nams shiuld anly conian Erglish characrarss
Comtainmant System
OLP Preerse refer i e velned Profie Setlag for more oetied oo
Antachment YVerdict System Tapyrghti 2206-71 16 Comada Sacunty Sogtons, ins A1ngs reasansd

Tama Artispam narw aad bge ere rademrans of Comode Securly Sautions,
Felsums: 6 7 5 T2
+ Fraofile Management

b Raporns

b Cuarantine & Archive ( ?

Click the following links for more details:
+  Anti-spam
«  Anti-Virus
+  Reputation Network (KRN)

+  Anti-Spoofing

«  SMTP IPS/FW

«  Auto Whitelist

- Containment System

« Data Leak Prevention (DLP)
«  Attachment Verdict System

5.1 Anti-spam

«  The anti-spam module lets you configure general and advanced settings, define authorized persons who
can submit mail for spam training, upload material for Bayesian spam and HAM training, and add content
filters.

+  Dome Antispam uses our huge anti-spam database to accurately assign a spam-probability score to each
message.

+  Depending on this score, the email is categorized as 'OK’ (default = 40 points or below), ‘Probable
Spam’ (default = 40-50 points), ‘Spam’ (default = 50-100 points) or ‘Certainly Spam’ (default = 100
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points and above).

+  The anti-spam module must be enabled in order to activate the parameters in the profile settings. See
'Profile Management' for more details about profile settings.

+  Click 'Modules' > 'Anti-spam' to open the interface.

A

Cheose Lasguegs
Anti-spam

T

I Anti.spam { Authorized Trainers | Advanced Settings

Bayesian Training | ContentFilter | Signature Whitelist

Attachment Filter

Enable Anfi-spam b
Enable Image Spam Filter | [-]

Enable Ham Mail Auto Training 0
Disk backup optien must be enabled.

Save
Training Destination Addresses

SPAM Training Address: spamirain| @ip-172-31-25-154
CLEAN Training Address: hamirain| @ip-172-31-25-154

Update

The ariginal e-mail subjed to spam raining should be sent as an atachmen!
(attachment name should only contain English characters)

Please refer to the related Profie Setlings Tor more detailed oplions.

See the following sections for more details:
+  Anti-spam General Settings
+  Authorized Trainers
+  Advanced Anti-spam Settings
- Bayesian Training
+  Content Filter

+  Signature Whitelist

2.1.1 Anti-spam General Settings
+  Click 'Modules' > 'Anti-spam' then the 'Antispam' tab
+  From here, you can enable/disable the anti-spam engine, the image spam filter and the Ham trainer.

«  The anti-spam module must be enabled in order to activate the anti-spam parameters specified in profile
settings. See 'Profile Management' for more details about profile settings.
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Choose Language g o E
Anti-spam

i Antl-spam Authorized Trainers Advanced settings Bayesian Training | Content Filter Slgnature Whitalist

Attachment Filter

Enable Anti-spam | [
Enable Image Spam Filter k]

Enable Ham Mail Auto Training 0
Digk backup optien must be enabled.

Save

53PAM Training Address: spamirain @ip-172-31-25-154
CLEAN Training Address: hamirain| @ip-172-31-25-154

Update

The ariginal e-mail subjed to spam Iraining should be sent 25 an altachmen!
(attachment name should only contain English characters)

Piease refer to the relaled Profie Setlings for more detalled oplions

Anti-spam General Settings - Table of Parameters

Parameter Description

Enable Anti-spam «  Select this to activate the anti-spam filtering engine.

«  The anti-spam parameters specified in the profile settings will be activated
only if this setting is enabled here.

See 'Profile Management' for more details about profile settings.

Enable Image Spam Filter Image based spam mails is when spam messages are embedded into
images. This is designed to bypass text-based filters.
«  Dome Antispam is capable of filtering image based emails also. Select this

check box to activate the image spam filter.

Enable Ham Mail Auto « Hamiis the opposite of spam. They are legitimate mails that you wish to allow.

Training «  Dome Antispam can be trained to identify safe emails to accuracy/reduce
false positives.

«  Select this check box to activate the clean email training feature.

Training Destination Addresses

SPAM Training Address +  The address to which junk mail should be sent to train the engine.

+  Enter the username part of the address. Mail you forward to this address will
be analyzed by CDAS as an example of spam.

CLEAN Training Address «  The address to which safe emails should be sent to train the engine.

+  Enter the username part of the address. Mail you forward to this address will
be analyzed by CDAS as an example of legitimate mail.

+  Click 'Save' and 'Update' to apply your changes.
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Authorized Trainers

9.1.2
+  Click the 'Authorized Trainers' tab in the Anti-spam interface, to open the 'Authorized Traines' screen
+  Allows you to define the sources from which spam training emails can be sent.
+  Submitting sample junk mail to Dome Antispam allows the system to learn, adapt and protect against new
spam types.
«  Training content will only be accepted from the sources you specify here.
~ e — vEnghsh g
Anti-spam

Anti-spam ] Authorized Trainers

Attachment Filter

¥

T Y
Bayesian Training | ContentFilter | Signature Whitelist

Advanced Settings |

[E-mail Il 4
E-mail example@comodo.com =='
E-mail hamtraining@comedo.com -

IPvd 10.162,198.0 =

Please refer lo the relaled Profie Seltings for more detaied options.

Authorized Trainers - Table of Column Descriptions

Column Header Description

Type Indicates the type of source of authorized trainers. The options available are Email, IPv4
and IPv6.

Value The details of the source ID

Description The description for the authorized trainer

Add ar Allows you to add a source ID after filling the fields in the row

= Allows you to delete an authorized trainer from the list

Send Information Message: If enabled, will send a notification to the new trainer to inform them they have
been added as a trainer.(Default - Disabled)

To add an authorized trainer

Select the type of source from the options - Email, IPv4 or IPv6.
Enter the source ID in the 'Valuge' field. This depends on the 'Type' selected.
Provide an appropriate description for the authorized trainer in the 'Description’ field.

Click the = button.

The authorized trainer will be added and listed in the table.
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To remove an authorized trainer

+  Click the = button beside an entry that you want to remove.

Are you sure you want to delete this entry?

[ OK ] ’ Cancel

«  Click 'OK' to confirm the removal of an authorized trainer.

9.1.3 Advanced Anti-spam Settings
+  Click 'Modules' > 'Anti-spam' then the 'Advanced Settings' tab
«  The 'Advanced Settings' screen lets you to configure language settings.
« Languages you select here will be ?nalyzed for spam using the Bayesian spam classifier.

Choose Language |+ English

Anti-spam

| Anti.epam | Authorized Trainers Advanced Settings |  Bayesian Training Content Filter | Signature Whitelist

Attachment Filter

Available | anguages Selected Languages

Afrikaans i
Abanian W Copy al
Amharic ol

Arabic

Accepled Languages
4 Remove

Armenian
i Bewcywe L

Basque W
£ 3

Save

Please refer o the refated Profile Setlings for more detaled options.

Accepted Languages:
«  The languages for which the Bayes spam engine should analyze the emails for spam.
+ By default, a set of predefined languages is selected.
+  Toremove a language from the list, select it and click 'Remove All'.
«  To move a language to the right side, select it and click 'Copy All'.

Click 'Save' to apply your changes.

9.14 Bayesian Training
+  Click 'Modules' > 'Anti-spam' then the '‘Bayesian Training' tab
+  The Bayesian engine analyzes emails for patterns which may indicate that the mail is spam.
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+  You can upload sample spam and HAM (legitimate) emails in order to 'train' the engine to provide more
accurate verdicts.

Anti-spam

Anti-spam | Authorized Trainers

Bayesian Training Content Fifter Signature Whitelist

Advanced Settings

Attachment Filter

SPAM Training  Browse

HAM Training Browse

«  SPAM Training: Allows to upload spam content to train the Bayesian spam engine
«  HAM Training: Allows to upload safe content to train the Bayesian spam engine

To upload content
«  Click 'Browse'

&= Upload

(Supported Types: .eml, .gz, .Zip)

Save Close

- Click 'Upload', navigate to the location where the content is saved and click 'Open’. (Note: Only .eml, .gz
and .zip file formats are supported)

Soeame

== Upload X Clear All
C:Afakepathiruleset zi

akepathiruleset. zip Clear
Done

(Supported Types: .eml, .gz, .Zip)

Save Close

+  Repeat the process to add more files
- To remove a file from the list, click the 'Clear' link beside it
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«  Toremove all the files from the list, click the 'Clear All' button at the top
«  To upload the files, click the 'Save' button

51.5 Content Filter

The content filter can detect words and patterns of words in an email then mark those messages as spam.
+  Click 'Modules' > 'Anti-spam' then the 'Content Filter' tab:

Choose Language |~ English g '

Anti-spam

Advanced Settings Bayesian Training Content Filter Signature YWhitalist :

Attachment Filler

& Add Content Filter o Delete All

unparliamentary words Offensive worde  Test Filter | Descriminatory worde | g

Please refer to the related Profie Settings for more defaied options.

Content Filter - Table of Column Descriptions

Column Header Description
Active Shows whether the content filter is enabled or disabled
Filter Pattern The content type which will be detected.

Action (5 Delete the filter
Edit the filter

The interface allows administrators to:
« Add a new content filter
- Edit a content filter
« Delete a content filter

To add a new content filter
+  Click the 'Add Content Filter' link at the top.
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Choose Language |~ English g '

Anti-spam

Antl-spam Authorized Trainers Advanced Settings Bayesian Training Content Filter swgnature ¥Whitelist

Aftachment Filter

3 Add Content Filtegh Delete All

Unparliamentary Words Offensive Words | Test Filter | Descriminatory words | [

Please refer to the related Profie Settings for more defaied options.

The 'New Content Filter' screen will be displayed.

New Content Filter

Active | ]

| | AND
Filter Pattern =
You must define at least one pattern. [ | L
| |

Description = ||

Save Cancel

«  Active: Select the check box to enable the content filter

- Filter Pattern: Enter the words or combination of words that should be checked and mark the email as
spam.

- Description: Enter an appropriate name for the content filter
Click 'Save'. The newly added filter will be listed in the screen.

To edit a content filter

. Clickthe  button beside a filter that you want to edit.

Choose Language |~ English

Active | B

New Content Filter

[Unpaniamentary wWords AND

f *
Fiter PRRErn o sive Words AND

You must define at least one pattem

[Test Filter

Description * Descriminatorywords

Save Cancel

The 'Edit Content Filter' screen will be displayed.

+  Edit the content filter as required and click 'Save'
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To delete a content filter

. Click the “# button beside a filter that you want to remove

The page at https://demo-das.cdome.net:8443 says:

Are you sure you want to delete this entry?

Cancel

«  Click 'OK" to confirm the deletion of the filter

5.1.6 Signature Whitelist

+  Click 'Modules' > 'Antispam' then click the 'Signature Whitelist' tab.
«  Dome uses a blacklist of spam signatures to detect junk mail and spam.
- Dome will block messages that have a signature which matches a signature on the blacklist.

+ If don't want this system to apply to a specific email address or domain, then you can add the signature to
the whitelist.

«  Mails with whitelisted signatures will be allowed through.
+  You need to go into the mail logs interface to add signatures to the whitelist.

Cnoose Language |~ Engish |

-
Anti-spam
E{JNM?'IK:- qu.ME Anti-spam Authorized Traimers | Advanced settings l- Bayeslan Tralming | Comentrmer ;.c—na:ua'.n'lr.mu."'-
Attachment Filter -
b System
. SHTP Bt fwwwemanrgald com! ]

Modules Flzase refer to the reisied Profies Sefiings Jor more detallzd opbons

) Copynghié 2006-2018 Comodo S=osrty Solubons, inc. Al nighls reserved.

Anli-spam Do Anliagam same a0 logo sre rademarts of Comadn Securily Soltiens, ne
. Release. £7.1.8872032

Aatliirus

KRMNE

Antl-speofing

SMTP IPSFW

Aarlo Whatnlist

Containment Svsiem

DLP

Prosnolional

Azachment Verdict

Syslem

v Profie Management
+ Reports.

+ Gaarantine & Archive
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To whitelist emails in 'Mail Logs":

+  Click 'Mail Logs' from reports menu.

chosze Languape |~ Enginh | [l m
Mail Logs

| Laarch Chal  Agvanzed saacch ¥ ks = e 8,
% Lastworen 2 Lamt 7 wortss O Lamamarrs O Lamed vorre O snTmas
O suema

[0 ansar [ mecpmst e

i . Pecorisperpegs Rt | Las

[acters Do Fugml

OLE 23103131 scarmanPhiscab,

[ ALY EER FramanFlisak & L]
=) auv BRR R 22300 1R spaneanBlisak.n apairianBiisak. 8 a2
(=] ALY BRR cparmen Bticcak. ik .}
Lo (Il FROBABLE SF&M]Inczming LI FSPAM - 170034 B 2.0
[ (1! PROSARLE =M ]Inczming LI B55AM tank@taskeumiomen oo EEENTELETER - | 4.0
msps 2o ]incoming Li PEDAM EEERTECRC N - | .0
w ECEARLE SR ]I assming Li PRI o .0
- [/ PROBARLE SP#d]inceming Li FEPAM | J4707/300R 2037105 esghaumail. ik Bl Cassitied ax 4.0
L (Il PROBABLE SF%M]Incoming LI FSPAM | 24/07/20L0 20:37:03 teat@innumail.tc . B Camiiesd g 4.0
L (1! PROBABLE S84 ]Inczming LI ES0AM T:02 tasbnrurai b 212.1470.198 BN Ounsbins an p a0
- (1 PrO=amE =Eem]inczming Li FE08M SLE 10:37100 seakemru—ai EEERTELRCTN - | 3.0
- [ BROSARE S ]inoerm g L SR BRAE AR seabiin s A1k 218 10.00,09% Bl Gessded o probable siam Soms 3.0
w0 Incameing Limt aK J4OTIIOLR 20056137 LAADREAL G LG FEERTRIRTRI - |
" 3| Incaming Limik aK 45OTIOLE & 2421470494 B
| Incaming Limik aK 247QT/2OLE & EIERTRERTUR - |
w Inenming Limk oK ERERT RN - |
w Irexyrrar . o B I013811E tesbgeentusom e i ERER L ST - |
w0 Incarmeig Limit K JAOTITOLR 20TRI1S DDOR LG L seangonumail. ik EIRETI - |
a Incaming Limi - 47OT/ROLE 10094134 saabraabruminmar e aabSasnmpie.com 24 0194 B
2| Incaming Limik aK 247Q7/20LE L0:84:45 teskReskiuriomarco aatpasarpa.zzm EIERTEENTE - |
| Incoming Limik oK T0T/TOLE 10:34:30 akPFeatoumioes oo ek sem 213127000 B

Irnrming Lmt = TAOTITOLE 1013898 tesgteiuRioT e cn el e L] SRR RTEN - |

I g, Limit e ATITITOLR 30058 A4 LT i : . TP AT |

Click the 'Advanced search' link.
«  Select 'Result' from the first drop down.
Select 'EQUALS' from the second drop down and then choose 'CERTAINLY SPAM'.

L 4

Received 2500712018 D250:18

Queus 1D 19750.1532487018-533437

Mezzage 1D

Action &

Result RELAY ERROR

Score 00

Sender spamerigtiscalit | Add Email n Black List | ™
Recipient] s} spameniFtscalii

RFC20622 Sender

RFC2822 Recipient|s)

Subjoct

P 89157154 [AddBlack List | (%

Location Lendan, England. United Kingdom

Size ]

Matched Profile Defaut Incoming Profie (defined by user: admin)
Details Reday error: Recipient domain is not in the managed domains or Mssing SMTP AUTH configuration
Relayed Mo

Close

«  Select 'Add email to Whitelist' in sender field and 'Add Whitelist' in IP field. Next, choose the email that
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you need to whitelist and click the 'Add White Signature Lists' link.

The email will automatically populate in the 'Signature Whitelist' tab in Anti-spam' module.

51.7 Attachment Filter

+  Click 'Modules' > 'Antispam' > 'Attachment Filter' tab.
«  This area lets you define how many archive levels should be checked by Dome Antispam.

«  For example, a zip file may contain another zip file inside it. A depth of '2' means Dome Antispam will
check inside both files. However, if the 2nd zip contains another zip inside it, then Dome Antispam will

block the entire attachment.

P
Choose Language |~ English
Anti-spam
Advanced Settings Bayesian Training Content Filter Signature Whitelist

Anti-spam Authorized Trainers

Attachment Filter -

Maximum depth for archive files for attachment analysis *

Save

Fleaze refer to the related Profile Settings for more detailed options.

- Maximum depth for archive files for attachment analysis: Max. archive levels that will be analyzed.
Enter the maximum number of nested archives which should be opened and examined for data-leak
infringements. If an archive contains more sub-archives than this threshold then the entire attachment will

be blocked.
- Click 'Save' to apply your choice.

5.2 Anti-Virus

«  Click 'Modules' > 'Anti-virus' to open this interface
«  Dome Antispam is capable of virus scanning all emails that pass through its engine. Comodo Antivirus is
built into the system.

«  The antivirus module must be enabled to activate the antivirus settings in a profile. See 'Profile
Management' for more details about profile settings.
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Choose Language |~ English &

Anti-virus
-DGME [ a T E r L T o ¥ ar T o z o crah
cCD 1 B USRI I
TWTTRIN | e senms | amnces seumes

Enable Anti+ius (2]

wirds Scanner [Comado Anti-drus |

+  System
v SMITR e
Please refer 1o the refaled Profie Setings for more detailed options
Mendules
Anl-Span Copyrightth 2006-2018 Comodo Securty Solrtions, inc. A1 rights. reserdsed.
Doms Astepss nese and logo e Irédsmarks of Comads Secufity Souliona, e
Ani-drus Rebeasna: 8.7.1.8072902
KRMNE

Ang-spanhng

SHTP IPSEW

Auto Whielisi
Containment Syetem
OLFP

Fromcfonal

Aflachiment Yerdicl
System

» Profile Masagement
» Reporis

» Duarantine & Archve

See the following sections for more details:
+  Anti-Virus General Settings
+  Advanced Anti-Virus Settings

5.2.1 Anti-Virus General Settings

+  Click 'Modules' > 'Anti-virus' > 'General Settings' to open this interface
+  General settings let you enable/disable the AV module and select which AV engine you wish to use.

+  The antivirus module must be enabled to activate the AV parameters in profile settings. See 'Profile
Management' for more details about profile settings.

+  Click 'Antivirus' > 'General Settings' to open this interface.
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pocsseT; Choose Langusye |~ English &

Anti-virus
| Ceneral Settinas | Advanced Seings

Enable Anti+ius (2]

wirds Scanner [Comado Anti-drus |

» System
v SMITR e
Please refer 1o the refaled Profie Setings for more detailed options
Mendules
Anl-Span Copyrightth 2006-2018 Comodo Securty Solrtions, inc. A1 rights. reserdsed.
Doms Astepss nese and logo e Irédsmarks of Comads Secufity Souliona, e
Anbi-wirus Rebeasna: 8.7.1.8072902
KRMNE
Ang-spanhng
SHTP IPSEW
Auto Whielisi

Containmant Sysiem
OLFP
Fromcfonal
Alachment Yerdicl
Systkem

» Profile Masagement

» Reporis

» Duarantine & Archve

Anti-virus General Settings - Table of Parameters

Parameter Description

Enable Anti-virus «  Select this to activate the anti-virus scanning engine.

«  The anti-virus parameters specified in the profile settings will be activated only
if this setting is enabled here.

+  See 'Profile Management' for more details about profile settings.

Virus Scanner «  Select the AV program from the drop-down that should be used for scanning
the emails.

«  The AV program available for selection is Comodo AV.

+  Click 'Save' to apply your changes.

5.2.2 Advanced Anti-Virus Settings

+  Click 'Modules' > 'Anti-virus' > 'Advanced Settings' to open this interface

- The 'Advanced Settings' screen lets you configure granular settings like the the max size of
email+attachments that should be scanned.

+  Please note that if the maximum size is surpassed then the antivirus filter for the particular email will not be
applied.
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Choose Language |~ English g

Max Mail Size *

Max Threads Number *
Time Qut =

Max Directory Recursion *
Max Filas *

Max Scan Size *

Sean OLE2 File

Scan POF File

Enable Phishing Signature checks

[25 B
[10 |
[120 |
[15 |

[10000 |
[ro0
O
[

Enable Phishing URL Checks

Parameter

Phishing Action || Discard ~ |
Quarantine phishing Mails [
Scan Archive Files

Save Default  Cancel

Anti-virus Advanced Settings - Table of Parameters

Description

Max Mail Size

The maximum email size (message + attachments) that should be scanned.

Max Threads Number

The maximum number of email threads in a email that should be scanned.

Time Out

The AV scanning time in seconds for an email.

Max Directory Recursion

Maximum number of sub-directories or nested archives that will be scanned. If an
archive contains more than this threshold then the attachment will be blocked.

Max Files

Maximum number of files that can be scanned within an archive or email.

Max Scan Size

Maximum amount of data (specified value set) scanned for each input file. Archived
files are scanned till the Antivirus scanner reaches the set value.

Scan OLE2 File

If enabled, AV scan is run for OLE2 file formats.

Scan PDF File If enabled, AV scan is run for PDF file formats.

Enable Phishing If enabled, AV scanner checks for phishing email signature

Signature checks

Enable Phishing URL If enabled, AV scanner checks for emails that originated from phishing URLs
checks

Phishing Action You can reject or accept invalid recipients.

Quarantine Phishing Mails

If enabled, the AV scanner will place phishing emails in quarantine. Quarantined mails
can be accessed by users through the webmail interface.

Scan Archive Files

If enabled, archived mails will also be scanned. The types of mail that should be
archived and their related settings are configured in profile settings. See 'Profile
Management' for more details about profile settings.
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+  Click 'Save' to apply your changes.
+  To restore the default 'Anti-virus Advanced Settings' value, click the 'Default’ button.

5.3 Korumail Reputation Network (KRN)

+  Click 'Modules' > 'KRN®' to open this interface

+  Korumail reputation network is an IP scoring system developed by Comodo. The system helps Dome
Antispam accurately classify mail sent from IP addresses in the network.

+ It notonly includes traditional features such as real-time IP blacklists (RBL), but also has ‘whitelist’ and
‘greylisting’ features.

Choose Language |~ English

|-
KRN®

E Sarvers |

Settings

Reputation Hetwork® Semers

k. koerurnail. oo KoruMail Reputation Neowork TEs

Copyright® Z005-21HE Comodo Security Solutions, inc. 24 rights reserved
Dipme Astgpam nama and Dgo are ademaiks of Comodo Sacurly Sollons, no
Anth-spam Rglkeans. § 7.7.8072532

Arh-spaohng

SMTP IPEPW

At Wnnelist
Conlainment Syatem
DLF

Promohiomal

Atachment Warde
Syslem

¢ Profile Management
¢ Reports

+ Cuaramtne & Archive

The interface allows admins to:
+ Enable / disable a KRN server
»  Configure KRN settings
To enable / disable a KRN server
A newly added KRN server will be enabled by default.

- To switch a KRN server between enabled and disabled statuses, click the 'Yes' or 'No' link under the
'Enabled' column.
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Choose Language |~ English i Logout

KRN®

Reputation Network®@ Servers

krn.kerumail.com KoruMail Reputation Netwark es

KRN Settings
«  The settings interface lets you enable/disable KRN blacklist and whitelist scans.
«  These scans must be enabled if you wish to take advantage of the KRN features in profile settings.
+  See 'Profile Management' for more details about profile settings.
The 'Settings' tab in KRN module allows you to:
- Enable / disable KRN blacklist scan
« Enable / disable KRN whitelist scan

To enable / disable DARN blacklist scan
«  Click the 'Settings' tab in the KRN®' interface

A

Choose Language |~ English | Ml

KRN®

&L hable Reputation Network® Blacklist Scan -
Enable Reputation Network® Whitelist Scan |4

Enable Korumail Reputation Network® Whitelist Triplet Q
Scan

Save

«  Select/ deselect the 'Enable Reputation Network® Blacklist Scan' check box to activate or deactivate the
KRN blacklist scan

+  Click 'Save' to apply your changes.
To enable / disable KRN whitelist scan

+  Click the 'Settings' tab in the KRN®' interface
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Choose Language |~ English | Ml

KRN®

Semvers Settings

Enable Reputation Network® Blacklist Scan | [

€Ehable Reputation Network® Whitelist Scan [T

Enable Korumail Reputation Network® Whitelist Triplet E
Scan

Save

«  Select/ deselect the 'Enable Reputation Network® Whitelist Scan' check box to activate or deactivate the
KRN whitelist scan

+  Click 'Save' to apply your changes.
To enable / disable KRN whitelist Triplet scan
+  Click the 'Settings' tab in the KRN®' interface

+  Dome antispam can scan the sender address, domain and IP tuple address list by enabling this option

Choose Language |~ English | Bl=

KRN®

Sernvers Settings

Enable Reputation Network® Blacklist Scan
Enable Reputation Network® Whitelist Scan [

able Korumail Reputation Network® Whitelist Triplet E
Scan

Save

«  Select/ deselect the 'Enable Reputation Network® Whitelist Triplet Scan' check box to activate or
deactivate the KRN whitelist triplet scan

«  Click 'Save' to apply your changes.

5.4 Anti-Spoofing

+  Click the 'Modules' tab on the left, then click 'Anti-spoofing’, to open the 'Anti-spoofing' interface

+  Email spoofing is a technique used to forge email headers so that the message appears to originate from a
source other than the true sender.

+  Email spoofing is possible because SMTP (Simple Mail Transfer Protocol) being the main protocol used in
sending emails, does not include an authentication mechanism.

+  The 'Anti-Spoofing' feature in Dome Antispam prevents spammers from sending messages with falsified
'From' addresses from your protected domains.

« ltuses SPF records, which is a type of DNS record that identifies which servers are permitted to send
emails on behalf of the protected domains.

+  Dome Antispam allows you to add a range of IP addresses for a protected domain, which an MTA (Mail
Transfer Agent) can look up to confirm whether an email is being sent from an authorized server.
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Anti-spoofing

Anti-spoofing

Enable Anti-Spoofing | [

Choose Domain | arda.com - k|

test.com 1.2.3.4/32 4| Lyk | Export
bulut.ml 1.2.3.4/32 L  Export
od dabirbah 1.2.3.5/32 . G
comodo.ordabirbahce.com Expaort
1.2.3.4/3z2

«  Select the 'Enable Anti-Spoofing' check box to add IP addresses for your domains.

Anti-Spoofing - Table of Column Descriptions

Column Header Description
Domain Name Displays the name of the protected domain
IP Address Displays IP range added for the domain
Action L5 | Delete the selected domain

Edit the domain IP address

Export | Allows to export the IP address for a domain

The interface allows administrators to:
+ Add IP range for a domain
- Edit IP range for a domain
+  Delete a domain name from the list
«  Export the list of IP addresses
To add an IP range for a domain
+  Select the 'Enable Anti-Spoofing' option
+  Select the domain for which you want to add the IP range
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Anti-spoofing

Anti-spoofing
Enable :'U'IIFSPD‘JFI

Choose Domain | arda.com ~ b}
| Domain Name ! Lo PAddess .. Adton
example.com
test.com il i, % | Export
grmail.com
bulut.ml ityas.com 7 i |3 | Export
miydomain.com

comodo.ordabirbahce, offica3e5domain. com .t | Export

outlook.com
pala.com
Copyrig| ¥ Soltions, Inc. Al rights reserved,
Dome Ant =-2Ven.com arks of Comodo Security Solutions, inc.

test2domain.com 18372822
testcustomer.com

testdomain.com

testbest.com

yahoo.com

yandex.com

¥enLoom

yopmal.com

- Click the ™ putton
The 'Anti-spoofing Edit' screen will be displayed.
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Anti-spoofing Edit

VWrite IP adresses which properly below example.

Import  Save Delete all Cancel
Example:
1234
1.234/5
1234
1.23445

«  To add the IP range manually, enter the address each per line in the field and click the 'Save' button.
+  Toimport from a saved file, click the 'Import' link

Please =zelect file in bt format
= Upload

Save Close

«  Click 'Upload', navigate to the location where the file is saved and click 'Open’
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Please zelect file in .t format

== Upload ¥ Clear All
C:Afak ist.

akepath\lP_List b Clear
Done

Save Close

+  Repeat the process to add more files to the list.

- Toremove a file from the list, click the 'Clear' link beside it.
+  Toremove all the files, click 'Clear All' at the top.

+  Click 'Save'

Choose Language
Anti-spoofing Edit

B ]

Write IP adresses which properly below example.

1.2.3.4132
Import Save Delete all Cancel
Example;
1234
12345
1234
12345

«  Click 'Delete all' to remove all the addresses and click 'OK' in the confirmation screen.
«  Click 'Save' to add the IP addresses for the domain.
To edit IP range for a domain

- Clickthe  button under the 'Action’ column beside a domain name that you want to edit the IP
addresses.
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The 'Anti-spoofing Edit' screen will be displayed.
- Edit the address as required and click the 'Save' button.
To delete a domain from the list
. To delete a domain name from the list, click the “# button under the 'Action’ column and confirm it in the
confirmation screen.
To export the list of IP addresses for a domain
+  Click the 'Export' link under the 'Action’ column

-+ 1
3 {fona

L3¢ | Export

«  The SPF IP list will be downloaded as a text file to your system.

55  SMTP IPS/FW

+  Click the 'Modules' tab > 'SMTP IPS/FW'.

+  Dome Antispam's SMTP Intrusion Prevention System (IPS) and Firewall (FW) module provide protection
against Denial of Service (DoS) and SYN attacks.

«  SYN attacks are dealt with using SYN Cookies and SYN Cache features.
+  DoS attacks are blocked by deploying various usage limitations.

+  For example, Dome Antispam can limit the number of connections it accepts in a certain time-period. The
IPS/FW module will block IPs that want make more connections more than the limit. You can specify the
limit in a security profile.

«  The module also lets you create whitelist and block rules to better control spam. The rate control feature, a
subset of the DoS protection system, allows you to control how many connections are allowed within the
specified time from the same IP address.
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-

SMTP IPS/IFW
& A — = — —
EDNM??DS EG*ME FGEH:‘ru i VWhitelist i Blocked I' Rate Control |8

Enaple SMTP IPS/FW (Intrusion Prevention) Module =]

+ System Save
+ SMTP
Modutes Permissive LV
L" 4 Moderate -
Anfi-spam
Restrictive L]
Antli-virus .
Faramoid [ V]
KRMN®
Anti-spocfing

Copyright 2006-2018 Comodo Securdy Sclutions, Inc. Al rights reserved.
SMTF IPS/FW Dome Antizpam name and logo are trademarks of Comode Security Sclutons, Inc.

Releaze: 6.7.1 8972832
Alita Whitalist

Contalnment System
OLP
Promational

Anachmant Vardict
System

b Profile Management
¢ Reports

¢ Quarantine & Archive

See the following sections for more details.
»  SMTP IPS General Settings
«  Whitelist IP Addresses
+ Blocked IP Addresses

- Rate Control

5.5.1 SMTP IPS General Settings

+  Click Modules > 'SMTP IPS/FW" > 'General' tab in the 'SMTP IPS/FW' screen.

«  Enable/disable the intrusion prevention system (IPS) and configure a security profile for Dome Antispam.
«  The IPS allows Dome Antispam to control the number of SMTP connections from any single IP address.
+  This helps to detect and block spam/denial-of-service attacks and aids traffic management.
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- Choose Language -~ English |
-
SMTP IPS/FW

L e : . :
SRPTS RO [ b o pamenat, et _

Enable SMTP IPS/FW (Intrugien Preventon) Module =]

b System Save

+ SMTP

Modutes Parmissive

qﬁ' Moderate
Anti-spam
Restrictive
Anfi-wirus
Paranaid

Ll < <] <

KRMNE
Anti-spoofing
CopyrightS 2006-2018 Comedo Security Soltions, Inc. Al ights reserved.

SMTP IPSIFW Dome &ntiepam name and logo are irademarks of Comodo Security Sclubons, Inc.
Release: 6.7.1.8072032
ALY Whitelist

Containmeant 5ystem
DLP
Promdational

Attachmant Vardict
System

v Profile r.'lanagamelll
+ Reports

v Quarantine & Archive

«  SMTP IPS/FW (Intrusion Prevention) Module: Activate the module. The relevant settings specified in the
security profile will now be applied.

The module has a set of predefined security profiles with different setting levels for each of the profile. The
predefined profile can be edited as per the organization's requirement.

IPS General Settings - Table of Column Descriptions

Column Header Description
Status Indicates whether the security profile is active.
Security Profile +  The profile determines how strict Dome Antispam should be regarding

simultaneous connections from the same IP address.

«  Click the 'Edit' button to see the specific details of each profile. You are free to
edit a profile as you wish.

Activate Enable the profile. Please note that only one security profile can be active at a time.

Edit - | Modify the settings of the profile.

The interface allows you to:

+ Activate a security profile

- Edit the parameters of a security profile
To activate a security profile
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. Click the ™ button under the 'Activate' column in a security profile row that you want to enable. Please
note that only one security profile can be active at a time.

The 'Settings saved successfully' message will be displayed at the top.

To edit the parameters of a security profile

«  Click the

“button under the 'Edit' column in a security profile row that you want to edit.

The 'Edit IPS profile' screen will be displayed.

Edit IPS profile

Logout

Secunty profile Permissive

Number of connections threshold to retum SMTP

451 message

Mumber of connections threshold to block

remote 1P 100

Limit simultaneous connections [

Maximum number of simultanecus sessions from

a single IP address 3

Limit the rate of new SMTP connections [

New SMTP connection interval (seconds) O

New SMTP connection rate per interval 0

Parameter

Save Restore Defaults Cancel

IPS Profile - Table of Parameters

Security profile

Description

The name of the predefined profile

Number of connections
threshold to return SMTP
451 message

«  Max. connections before Dome Antispam will refuse further connections and
send 451 errors messages to the sender. If you wish to unblock this sender,
please contact domesupport@comodo.com to whitelist or unblock the IP.

Number of connections
threshold to block remote
IP

Max. connections before Dome Antispam firewall blocks the source IP address.

Limit simultaneous
connections

Enable controls on the number of simultaneous connections. See settings below.

Maximum number of
simultaneous sessions
from a single IP address

Maximum number of sessions that can be opened by a single IP address after limiting
instant SMTP connections.

Limit the rate of new
SMTP connections

If enabled, the parameters 'New SMTP connection interval' and 'New SMTP
connection rate' can be specified to set limitations on new SMTP connections.

New SMTP connection
interval (seconds)

The time between a new connection and the previous connection.

New SMTP connection
rate per interval

Maximum number of new SMTP connections in specified interval.
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+  Click 'Save' to apply your changes.

«  Click the 'Restore Defaults' button to restore the parameters to factory setting.

55.2 Whitelist IP Addresses

+  Click Modules > 'Whitelist' tab in the SMTP IPS/FW module.
«  Whitelisted IP addresses will not be filtered by the SMTP IPS module.

Choose Language &
SMTP IPS/FW

100.12.125.15 test

i | &

10.51.108.202/32 Example whitlist IP

Export Import = Delete all

Whitelist Settings - Table of Column Descriptions

Column Header Description

IP or Network Address | The details of endpoint IP/networked addresses that are whitelisted.

Description The description provided for the IP/Network address.
Action [% | Allows you to add a Network or IP address after entering the details in the
row.

|5 |Allows you to delete a whitelisted Network or IP address from the list.

The interface allows administrators to:
« Add a network or IP address to whitelist
+ Delete a whitelisted network or IP address from the list
+  Export the whitelisted network or IP address details

« Import lists of whitelisted network or IP addresses from files

To add a network or IP address to whitelist
«  Enter the IP or Network address details in the first field
- Enter an appropriate description for the address in the field under 'Description'.

. Click the ™ button.
The address will be added and listed as whitelisted.

To delete a whitelisted network or IP address from the list
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- Click the “# button beside an address that you want to delete and click 'OK" in the confirmation screen

«  Click 'Delete all' below to remove all the whitelisted addresses from the list and click 'OK" in the confirmation
screen.

To export the whitelisted network or IP address details
+  Click the 'Export' link at the bottom of the screen

10.51.108.202/32 Exam

Delete all

«  The list will be exported in .txt format.
To import lists of whitelisted network or IP addresses from files

+  Click the 'Import' link at the bottom of the screen

91.199.212.133 Co

Delete all

+  Click 'Upload', navigate to the location where the file is saved and click ‘Open’

T ——

&= Upload

Save Close

+  Repeat the process to add more files to the list.
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&= Upload ¥ Clear Al

Chfakepath\SNMTP IPS-Whitelist. txt
Done

Save Close

- Toremove a file from the list, click the 'Clear' link beside it.
«  Toremove all the files, click 'Clear All' at the top.
«  Click 'Save'.

55.3 Blocked IP Addresses
«  Click Modules > 'Blocked' tab in the SMTP IPS/FW module.

« Add IP addresses to the blacklist so that mails from these sources never reach the SMTP level for
processing.

- This page lists blocked by policy rules and IPs blocked by the intrusion prevention module.
+  Admins can unblock IP addresses by simply deleting the row from the table.

Choose Language |~ Emjish'm
SMTP IPS/IFW

User-defined block rules

| || 1 || &
There are no available records.
Expor Import = Delete all
Addresses blocked by the application SMTP IPS sensor
104.168.146.219 Blocked at:2017.11.01-07.15.02 cause: Excessive unauthorized relay attempts | |3

Dalete all

The table at the top of the interface displays the details of the blocked IPs manually and
the table below provides the details of IPs that were blocked automatically by SMTP IP sensor.
The interface allows you to:

- Add a network or IP address to be blocked

+ Delete a blocked network or IP address from the list
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«  Export the blocked network or IP address details
+ Import lists of network or IP addresses from files to be blocked

« Delete an automatically blocked network or IP address by SMTP IPS sensor from the list

To add a network or IP address to be blocked
- Enter the IP or Network address details in the first field
- Enter an appropriate description for the address in the field under 'Description'.

. Click the 1™ button,
The address will be added and listed.

To delete a blocked network or IP address from the list

. Clickthe “# button beside an address that you want to delete and click 'OK" in the confirmation screen
«  Click the 'Delete all' button below to remove all the blocked addresses from the list and click 'OK" in the
confirmation screen.

10.51.108.202/32 Mew IF

Delete all

AAAdracoan Wlrrkad ke tho snnlicratinn CRATD DO

To export the blocked network or IP address details
+  Click the 'Export' link at the bottom of the screen
«  The list will be exported as a text file.
To import lists of network or IP addresses from files to be blocked
+  Click the 'Import' link at the bottom of the screen
10.51.108.202/32 New

Delete all

+  Click 'Upload', navigate to the location where the file is saved and click ‘Open’
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&= Upload

Save Close

+  Repeat the process to add more files to the list.

== Upload X Clear Al

Chfakepath\SNMTP IPS-Blocklist txd
Clear
Done

Save Close

«  Toremove a file from the list, click the 'Clear link beside it.

«  Toremove all the files, click 'Clear All' at the top.

+  Click 'Save'.
To delete an automatically blocked network or IP address by SMTP IPS sensor from the list
IIf you know the IP addresses blocked by the SMTP IPS sensor is a trusted source, then you can delete it from the
ist.

+ Inthe 'Addresses blocked by Dome Antispam SMTP IPS sensor' table, click the 1 button beside an
address that you want to delete.

Addresses blocked by the application SMTP IP5 sensor

104.168.146.219 Blocked at:2017.11.01-07.15.02 cause: Excessive unauthorized relay attempts LQ

Delete all

«  Click 'OK"in the confirmation screen
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The page at https:i/demo-das.cdome.net:8443 says:

Are you sure you want to delete this entry?
[]Prevent this page from creating additional dialogs

Cancel

554 Rate Control

«  Click the 'Rate Control' tab in the SMTP IPS/FW module.

«  The 'Rate Control' feature protects an organization from spammers that send huge amounts of mail to your
mail server.

+ It counts the number of suspicious mails sent by a source in a set period of time. If the value exceeds the
specified threshold then the sender IP is added to the blacklist.

Choose Language %i -
SMTP IPS/FW

L General | Whieist | Biocked | Rate Control _

Enable [Total Received E-Mail Number  [Check interval (in hours)  [Threshold (percentage)
SPAM - 140 | 1 | - [50
LDAP n 40 1 - [50
RELAY - S i e [0
CERTAINLY SPAM |2 [0 | 1 - [s0
VIRUS = 40 1 - E
Save

Rate Control Settings - Table of Column Descriptions

Column Header Description

Category «  SPAM - Mails that are categorized as spam

+  LDAP - Verification of LDAP users. When incoming mails are for users that are
not in LDAP, the originating IP address will be blacklisted. For example, if the
number of mails is set as 50, and the threshold percentage as 50%, then if
from a source if the number of mails for non LDAP users exceeds 25 within the
check interval, then the source will be blacklisted

«  RELAY - IPs from which mails can be sent by users who are not available on
the mail server.

«  CERTAINLY SPAM - Mails that are categorized as definite spam.
+  VIRUS - Mails that are categorized as with virus

Enable Activate or disable the Rate Control for a mail category

Total Received Mails The number of mails that need to be received in the specified interval before Dome
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Antispam will activate threshold checks.

If Dome Antispam receives this number of mails from a source within the 'check interval
time, it will check what % of those mails are spam/relay/etc. If this exceeds the figure
specified as the threshold then it will blacklist the sender.

Check interval (in hours) | Enter the time in hours for the specified number of mails to be checked for a category.

Threshold (percentage) «  Enter or use the slider to set the threshold percentage for the 'Rate Control' to
be applied for a category.

+  For example, if the number of email is set as 60 for a category, then a 50%
threshold means that when the number exceeds 30, then the originating IP
address will be blocked.

+  Click 'Save' to apply your changes.

5.6 Auto Whitelist

«  Dome Antispam allows administrators to automatically whitelist incoming and outgoing mails to and from
specific email addresses.

«  The 'Auto Whitelist' module must be enabled to activate the whitelisting of addresses specified in profile
settings. See 'Profile Management' section for more details about profile settings.

Auto Whitelist Settings:
«  To open the 'Auto Whitelist' interface, click the 'Modules' tab on the left, then click 'Auto Whitelist'.

Choose Language |~ English g

Auto Whitelist
e

Enable Autowhitelisting ]
Auto Whitelist Threshold 5 |

Auto Whitelist Maximum Day Count 31 |

Save

- Enable Autowhitelisting: Activate automatic whitelist checks on incoming and outgoing emails

+  Auto Whitelist Threshold: How many emails must be exchanged before the remote sender is added
to the whitelist. Note - The threshold should be reached within the number of days specified in the
'Auto Whitelist Maximum Day Count' field.

+  Auto Whitelist Maximum Day Count: To activate auto-whitelisting, Dome Antispam must receive the
amount of mails in the threshold field within the number of days specified here.

- Click "Save' to apply your changes.
Please note that you can manually whitelist emails from the 'Mail logs' interface.
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Auto Whitelist details

The Auto Whitelist tab displays emails which have been whitelisted by currently active profiles.

Choose Language ngllshl g
Auto Whitelist

[ Teingn] AWt W

[ Search
me_

test@testoustomercom test@example. com | 24/07/2018 10:54:42 &

Auto Whitelist - Table of Column Headers

Column Header Description
Local Address The recipient's email address
Remote Address The sender's email address
Last Messaging Time The time of the most recent sent or received mail

Local Messaging Count | The number of mails received

Remote Messaging Count | The number of messages sent

Action - Deletes auto-whitelisted items

5.7 Containment System

«  Containment protects users from zero-day malware by opening any untrusted attachments in a secure,
virtual environment. This environment is known as the container.

«  Items in the container are not allowed to access other processes or user data and will write to a virtual hard-
drive and registry. This isolation means the attachment cannot damage the host machine nor steal
confidential information.

«  Process in brief:

«  Dome Antispam checks the trust rating of all attachments. PDF and .exe attachments with a trust rating
of 'Unknown' are removed and replaced with a link.

«  The link allows recipients to download a special version of the file wrapped in Comodo's containment
technology.

+  The file will be open in a virtual container on the endpoint
To configure containment system,

+  Click the 'Modules' tab on the left, then click 'Containment System'.
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Choose Language
Containment System

penerl Se“ings _

Enable Containment System | []

Download Base Url | hitps:Mp-18-194-134-

Save

+ Enable Containment System: When enabled, files that have an 'Unknown' trust rating are contained.
«  Download Base Url: The URL from which users will download the wrapped version of the file.
+  Click 'Save' to apply your changes.

See Attachment Verdict System if you need more information on file ratings.

5.8 Data Leak Prevention (DLP)

+  Click the 'Modules' > 'DLP".
«  Dome Antispam is integrated with a DLP (Data Leak Prevention) engine that prevents data theft via emails.

«  The engine searches for configured words in incoming and outgoing mails and applies actions as per the
settings in the profile. Actions include quarantining the mail and / or notifying the administrator.

+  The DLP module must be enabled in order to activate the DLP parameters specified in the profile settings.
See 'Profile Management' for more details about profile settings.

Choose Language |~ English -

DLP

DLP

Enable DLP | [
Incoming Profiles [+
Owutgoing Profiles. E

Save

«  Enable DLP: Select the check box to display the 'Incoming Profiles' and 'Outgoing Profiles' check boxes.
+ Incoming Profiles: Select the check box to apply the DLP profile parameters to incoming mails

+  Outgoing Profile: Select the check box to apply the DLP profile parameters for outgoing mails. This option
is deselected by default.

See 'Profile Management' for more details about profile settings.

«  Click "Save' to apply your changes.

5.9  Attachment Verdict System

«  Click Modules > Attachment Verdict System.

«  The 'Attachment Verdict System' settings area enables administrators to configure settings related to the
analysis of email attachments.
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+ Ifenabled, the verdicting system will automatically submit email attachments (windows executable files and
pdf files) with an 'unknown' trust rating to Comodo Valkyrie for analysis. Valkyrie will run a series of
behavioral tests to find out whether or not the attachment is malicious.

Choose Language |~ English g

Attachment Verdict System

E cene sees —

Enable Attachment Verdict System | R4

CAM Key * |[121r89ag-Tb5e-4835-
Hostname * | valkyrie comodao.com.

Save

Attachment Verdict System - Table of Column Headers

Column Header Description

Enable Attachment Verdict | If enabled, Dome Antispam will automatically check the trust rating of Windows
System executables and pdf files in Comodo's file look up server (FLS). The verdict from the
FLS can be ‘Clean’, ‘Malware’ or ‘Unknown’. Clean attachments will be allowed to
proceed while malware attachments will be automatically quarantined (providing
‘Quarantine mails containing viruses’ is enabled in the antivirus section of the profile).
‘Unknown’ files will be submitted to Comodo’s real-time file analysis system, Valkyrie,
for behavior testing. Valkyrie’s tests will determine whether the unknown file is clean or
malware and apply the appropriate action as mentioned above. This option is disabled
by default.

CAM Key Comodo Accounts Manager License key. The customers must sign up with Comodo
Accounts Manager and order the Dome Antispam product to avail a license key.

Hostname Hostname of the file attachment verdict system. This is set to the Comodo Valkyrie
server by default. Only change this if you have established a different server with
Comodo support.

Please note that, if the 'Enable Attachment Verdict System is enabled' and the 'Send files that not found in File
Verdict System' is disabled, then the unknown files are not uploaded to Valkyrie for analysis. To view reports of
attachment verdict system, see Attachment Verdict Reports.

6 Profile Management

+  Click the 'Profile Management' tab on the left, then click 'Profiles'

+  Profiles are a collection of settings for Dome Antispam features such as 'Anti-virus', 'Anti-spam’, 'Black List'
and White List'. Profile can be applied to domains and/or users.

«  There are two kinds of profiles that can be created in Dome Antispam - 'Incoming E-mail' and 'Outgoing E-
mail'. Admins can apply different profiles for incoming mails and outgoing mails.

«  Dome Antispam ships with a set of default incoming and outgoing profiles that can be edited but not
deleted.
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Choose Language |+ English

Profiles

@ Add profile Profile Membership Search

Profiles for user admin

e

Incoming E-mail | Block Zip Links admin Lx\
Incoming E-mail | Default Incoming Profile | System default profile incoming mails admin

Outgoing E-mail | Default Outgoing Profile | System default profile for outgoing mails | admin

Incoming E-mail | push admin L*
Outgoing E-mail | Sales Department admin | |3
Incoming E-mail | stevenprofile admin L*
Incoming E-mail | test admin | |3
Incoming E-mail | Test Incoming admin | |3

Profiles - Table of Column Headers

Column Header Description

Profile Type Indicates whether the type of rules defined is for incoming or outgoing mails.

Profile Name The name of the policy. The name of default policy will be auto filled.

Profile Description A short description provided for a mail security policy

Owner The name of the group to which the profile creator belongs

Action s | Allows you to delete a profile. The default incoming or outgoing profile wil
apply to the domains and / or users beloning to a profile when it is deleted.
Allows you to edit the settings in a profile.

Search Option

Click the 'Profile Membership Search' link at the top to search for a profile that is applied to domain and / or users.
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------ Choose Language Im‘ —

Profiles

i Add profils

Domain || | Search Clear

Profiles for user admin

Incaming E-mail  Block Zip Links admin L3

Incoming E-mail Default Incoming Profile | System default profile incoming mails admin

Outgeoing E-mail | Default Outgoing Profile | System default profile for outgeing mails | admin

Incoming E-mail | push admin |3
Cutgoing E-mail  Sales Department admin |
Incoming E-mail | stevenprofile admin |3
Incoming E-mail | test admin |3
Incoming E-mail | Test Incoming admin j

<changed image>

«  Select 'Domain’ or 'User' from the drop-down for which you want to search the profile

Profiles

@ Add profile Profile Membership Search

Domainf| « | || Search Clear

Profiles for user admin | J5er |

- Enter the domain or user details and click the the 'Search' button.
The profile applied for the entered details will be displayed.
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Profiles

@ Add profile Profile Membership Search

Domain - | |mail.comedo. cor | Search Clear

Profiles for user admin

Incaming E-mail  Block Zip Links admin Lﬁ

Incoming E-mail Default Incoming Profile | System default profile incoming mails admin

- Toremove the details in the search field, click 'Clear'.
«  Toremove the search field, click the 'Profile Membership Search' link again.
The 'Profiles' interface allows administrators to:

»  Add and Confgure a New Profile
+  Edit a Profile
+ Delete a Profile

6.1 Add and Configure a New Profile

+  Click the 'Add profile' link in the 'Profiles' screen:

- Profiles let you configure how Dome Antispam's scanners and filters should handle mail on your protected
domains.

«  Theitems that can be set in a profile include Anti-virus, Anti-spam, SMTP, Attachment Filter, Black List,
White List, Header Filter, Archive and Quarantine, Data Leak Prevention (DLP) and Realtime Blackhole List
(RBL).

Profiles
Profile Membership Search

| Domain || | | Search Clear

Profiles for user admin

Incoming E-mail | Block Zip Links admin Lﬁ

Incoming E-mail | Default Incoming Profile | System default profile incoming mails admin

The 'Add New Profile" screen will be displayed:
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Add New Profile
- Parameters

Members i Antl-vinus Anti-apam Black List WWhite List SHEITP Settings Attachment Filtar Header Fiter

Archive And Quarantine | Rules E-Mhail Ciassification | Geolocation Restrictions RBL DLP | Containment System

Attachment Verdict System

Profile Type * | | Incoming E-mail -

Profile Mame *
Drescription

Usernama® || admin ..

arda.com el
biligim.ml W Copy al
Domain Members gmal.com b Doy
You can only select domains that are nol member of any | | ivas.com g
- i Hamowd

profile mydomain_com
officed&65dpmain.com

H REmove &b

outiook.com i
E-mazil Members
You can enler any e-mail address here
Import
Save Cance|

Profiles - Table of Parameters

Parameter Description
Profile Type Select whether you want to apply rules to incoming mails or outgoing mails
Profile Name Enter a name for the customized policy you rule set create
Description Provide an appropriate description for the profile
Username Select the username of the person who is adding the profile. Only users with

appropriate privileges will be listed.

Domain Members Allows administrators to add domains to the profile.

«  The left-hand box displays domains that were added in the 'Manage
Domains' section.

«  Any domain that is already added to another profile will not be listed here.
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+  Select domains in the right-hand box then click ‘Copy' to add them to the
profile.

« Al users which are members of imported domains will receive this profile.

Email Members Allows administrators to add users to the profile.

« Incoming profiles - only users which belong to domains in the ‘Manage
Domains' section can be added.

«  Outgoing profiles - you can add users which belong to domains that are not
in the 'Manage Domains' section.

Import Allows you to add users to the profile by importing them from a saved file. The same
limitations mentioned above apply to imported users.

+  Click 'Save'
The profile will be saved and the tabs for configuring other parameters will be displayed.

Profiles

@ Add profile Profile Membership Search

Domain || | Search Clear

Profiles for user admin

Incaming E-mail | Block Zip Links admin I_Q

Incoming E-mail | Default Incoming Profile | System default profile incoming mails admin

The interface allows administrators to configure profile parameters for:

«  Anti-virus
+  Anti-spam
+ Black List
«  White List

+  SMTP Settings

«  Attachment Filter

+  Header Filter

«  Archive and Quarantine

* Rules

+  E-Mail Classification

«  Geolocation Restrictions

+ Realtime Blackhole List (RBL)
« Data Leak Prevention (DLP)

- Containment System
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«  Attachment Verdict System

Note: All tabs except 'Containment System' and 'Attachment Verdict System' will be disabled until you complete and
save the details of the domain members.

Anti-virus
+  Click 'Profile Management' > 'Profiles'
«  Locate the profile you want to work on and click the 'Edit' button on the right
+  Click the 'Anti-virus' tab

Choose Language [~ English | 8

Add New Profile

example incoming - Parameters

ltembers Anti-virus | Anti-spam Black List White List SMTP Settings Attachment Filter Header Filter

¢ Archive And Quarantine | Rules E-Mail Classification Geolocation Restrictions RBL DLPF | Containment System

| Attachment Verdict Syslem

Seltings saved successhully

Enable Anii Virus | 7]

Cuarantine mails containing virus

Save Cancel

- Enable Anti Virus: Select the check box to enable the anti-virus engine for this profile. Please note the
'Anti-virus' module should be enabled for this parameter to become active.

+ Quarantine mails containing virus: Mails detected with viruses will be quarantined. Users can log
into the 'Quarantine Webmail' interface to view his/her mails that are quarantined.

+  Click 'Save' to apply your changes.

Anti-spam
«  Click 'Profile Management' > 'Profiles'
«  Locate the profile you want to work on and click the 'Edit' button on the right
+  Click the 'Anti-spam' tab
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Add New Profile

example incoming - Parameters

Mambers Anti-virus Anti-spam ! Black List White: List SMTP Settings Attachment Filter Header Filter
- L

Archive And Quarantine | Rules E-Mail Classification | Geolocation Restrictions : RBL oLe Containment System

Antachment Verdict Syslem

Settings saved successiully

Enable Anti SPAM

Use a dedicated bayesian database for this profile []
Maximum MB thal an e-mail enlers spam fillering |‘1
Certainly spam points | [100
Spampoints | 50|
Probable spam points |[$0 |
Certainly spam adion ’m
Certainly spam tag | ! CERTAINLY SPX
Spam Action || Tag w
Spamtzag | [ SPAM]
Probable spam actlon || Tag I
Probable spam tag | ! PROBABLE 5P
Spam mailbox | spami@koerumail.com
Quarantne mails matching policies | ]
CQuaranting Cenainly SPAM Mails
Quarantine SPAM Mails
Quaranting Probable SPAM Malls | []

Save Canceai

Profiles: Anti-spam Settings - Table of Parameters

Parameter Description

Enable Anti SPAM Select the check box to enable the anti-spam engine for this profile. Please note the
'Anti-spam' module should be enabled for this parameter to become active.

Use a dedicated bayesian | Select the check box to enable the anti-spam engine to use Bayesian database also
database for this profile | for detecting spam mails. Please note the 'Bayes Spam engine' in the 'Advanced
Settings' section of 'Anti-spam' module should be enabled for this parameter to
become active.

Maximum MB that an e- | Enter the maximum size of emails for which spam filtering will be enabled. If the size of
mail enters spam filtering |an email exceeds the entered value, then the email will not be scanned and placed in
queue for delivery to the recipient.

Certainly spam points Enter a value between 1 and 100 that will classify an email as definitely spam.
Suggested values are between 90 - 100 points.

Spam points Enter a value between 1 and 100 that will classify an email as spam. Suggested values
are between 51 - 89 points.

Probable spam points Enter a value between 1 and 100 that will classify an email as probable spam.
Suggested values are between 40 - 50 points.

Certainly spam action Select the action that has to be taken for emails that are categorized as definitely
spam. The options available are:
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« Tag - The email will be sent to the recipient with a tag as entered in the next
field 'Certainly spam tag'

+  Forward - The mail will be forwarded to a mail box defined in the 'Spam
mailbox' field

+  CC - The mail will be sent to the recipient and a copy will be sent to a mail box
defined in the 'Spam mailbox' field

«  Discard - The mail will be quarantined. Daily notifications will be sent to user
with details of quarantined emails. The user can view the email using the
'Quarantined Email' web interface.

« Reject - The mail will be rejected and a reject command will be sent to the
sender mail server.

Certainly spam tag Enter the tag text for emails that are categorized as definitely spam

Spam Action Select the action that has to be taken for emails that are categorized as spam. The
options available are:

+ Tag - The email will be sent to the recipient with a tag as entered in the next
field 'Spam tag'

«  Forward - The mail will be forwarded to a mail box defined in the 'Spam
mailbox' field

+  CC - The mail will be sent to the recipient and a copy will be sent to a mail box
defined in the "Spam mailbox' field

«  Discard - The mail will be quarantined. Daily notifications will be sent to user
with details of quarantined emails. The user can view the email using the
'Quarantined Email' web interface.

+  Reject - The mail will be rejected and a reject command will be sent to the
sender mail server.

Spam tag Enter the tag text for emails that are categorized as spam

Probable spam action Select the action that has to be taken for emails that are categorized as probable
spam. The options available are:

« Tag - The email will be sent to the recipient with a tag as entered in the next
field 'Probable spam tag'

«  Forward - The mail will be forwarded to a mail box defined in the 'Spam
mailbox' field

+  CC - The mail will be sent to the recipient and a copy will be sent to a mail box
defined in the 'Spam mailbox' field

«  Discard - The mail will be quarantined. Daily notifications will be sent to user
with details of quarantined emails. The user can view the email using the
'Quarantined Email' web interface.

+  Reject - The mail will be rejected and a reject command will be sent to the
sender mail server.

Probable spam tag Enter the tag text for emails that are categorized as probable spam

Spam mailbox Enter the email address to which the forwarded and CCed spam emails configured in
the 'Spam action' drop-down will be sent.

Quarantine mails If enabled, emails that are matching the configured profile will be quarantined.
matching policies

Comodo Dome Antispam - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 181



cCOMODO

Creating Trust Online®

Quarantine Certainly If enabled, emails that are categorized as definitely spam will be quarantined.
SPAM Mails

Quarantine SPAM Mails | If enabled, emails that are categorized as spam will be quarantined.

Quarantine Probable If enabled, emails that are categorized as probable spam will be quarantined.
SPAM Mails

«  Click 'Save' to apply your changes.

Black List

+  Click 'Profile Management' > 'Profiles'
«  Locate the profile you want to work on and click the 'Edit' button on the right
«  Click the 'Black List' tab

Choose Language |~ English %

Add New Profile

:; Bembers Anti-vires Anti-spam : Black List White List SMTP Settings Attachment Filter Header Filter

Geolocation Restrictions RBL DLPF | Containment System i

! Archive And Quarantine ] Rules E-Mail Classification
i Attachment Verdict System

Seftings saved successfully

0.0 .0 .0 | |

There are no available records.
Export Import Delate all Cancel

{IPvd Address

Profiles: Black List Settings - Table of Column Descriptions

Column Header Description

Blacklist Type Select the type of source that has to be blacklisted. The options available are:
+  IPv4 Address

+ IPv6 Address
«  E-mail

«  Domain

+  |Pv4 Network
«  |Pv6 Network

Blacklist Value Enter the details for the type of blacklist selected in the first column.
Comment Provide an appropriate description for the blacklisted source
Action [ | Allows you to add a blacklist type after filling the fields in the row
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5 | Allows you to delete a blacklist type from the list

«  To save the list of blacklisted sources, click the 'Export' link and save it to your system.
«  Toimport a list of sources to be blacklisted, click the 'Import' link

&= Upload

Save Close

«  Click the 'Upload' button, browse to the location where the file is saved and click ‘Open'.

The file will be added.

== Upload X Clear Al
c:A B bt
Do Clear

ne

Save Close

+  Repeat the process to add more files.

- Toremove a file, click the 'Clear' link beside it.

+  Toremove all the added files, click ‘Clear All' at the top right.
+  Toimport the list from the files, click 'Save'.

« To delete a blacklist type from the list, click the 1% button under the 'Action’ column header and click 'OK’
in the confirmation screen.

- Toremove all the blacklisted sources, click the 'Delete all' link and click 'OK' in the confirmation screen.
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White List
+  Click 'Profile Management' > 'Profiles'

«  Locate the profile you want to work on and click the 'Edit' button on the right
«  Click the 'Whitelist' tab

.
Choose Language |+ English | & 1
Add New Profile
example incoming - Parameters
Members Anti-virus Anti-Spam Black List ' Vihite List SMTP Settings | Attachment Filter Header Filter

Archive And Quarantine | Rules E-Mail Classification | Geolocation Restrictions RBL DLP | Containment System

| Attachment Verdict System

P Address ]| 0 .0 .0 .0 || |

[Fwd 10.51.108.202

Expor Import Delefe all Cancel

Profiles: White List Settings - Table of Column Descriptions

Column Header Description

Whitelist Type Select the type of source that has to be whitelisted. The options available are:
« |Pv4 Address

+ |Pv6 Address
«  E-mail

«  Domain

+  |Pv4 Network
+  |IPv6 Network

Whitelist Value Enter the details for the type of whitelist selected in the first column.
Comment Provide an appropriate description for the blacklisted source
Action [ | Allows you to add a whitelist type after filling the fields in the row

L5 |Allows you to delete a whitelist type from the list

«  To save the list of whitelisted sources, click the 'Export' link and save it to your system.
«  Toimport a list of sources to be whitelisted, click the 'Import' link
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&= Upload

Save Close

«  Click 'Upload’, browse to the location where the file is saved and click '‘Open'.

The file will be added.

&= Upload X Clear Al

CAfakepath\IP_Whitelist. b
Done

Save Close

+  Repeat the process to add more files.

- Toremove a file, click the 'Clear' link beside it.

«  Toremove all the added files, click ‘Clear All' at the top right.
«  Toimport the list from the files, click 'Save' .

+  To delete a whitelist type from the list, click 1% under the 'Action' column header and click 'OK" in the
confirmation screen.

- To remove all the whitelisted sources, click the 'Delete all' link and click 'OK" in the confirmation screen.

«  Click 'Profile Management' > 'Profiles'
«  Locate the profile you want to work on and click the 'Edit' button on the right
+  Click the 'SMTP Settings' tab
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Choose Language I-J-En-glleih o

example incoming - Parameters

HMembers Anti-virus Ant

. Archive And Quarantine i Rules

Attachment Verdict System

Settings saved successiully

Refuze mails sent by fake local users

Require valid reverse DMS record

Enable KonuMall Reputation
Enable KoruMail Re putation
Enable validation of MX records for incoming connections
Lctival
Quiaray
Qu

Save

Parameter

MTP Settings

i-spam Black List White List 5 Attachment Filter Header Filter

E-Mail Classification | Geolocation Restrictions REL oLP Containment System

MNetwork® Blacklist Scan
Metwork® Whitelist Scan

Enable greviisting

e Layer-7 Do prolection

OEEOR & & E

niing Anti-=poofing Mails
arantine REL-KRN Mails [

Anti-spoofing Action || Reject |

Profiles: SMTP Settings - Table of Parameters

Description

Refuse mails sent by fake
local users

If enabled, Dome Antispam checks the 'From' details of an outgoing message with that
of the added users and rejects if the users' details are not available.

Require valid reverse DNS
record

If enabled, the added domains should have a valid reverse DNS record for the mails to
be processed and delivered

Enable Korumail
Reputation Network®
Blacklist Scan

If enabled, mails are scanned for blacklist sources listed in the Korumail Reputation
Network® (KRN) servers. Please note the KRN server setting should be enabled in the
KRN module.

Enable Korumail
Reputation Network®
whitelist Scan

If enabled, mails are scanned for whitelist sources listed in the Korumail Reputation
Network® (KRN) servers. Please note the KRN server setting should be enabled in the
KRN module.

Enable validation of MX
records for incoming
connections

MX records maintain the entries of email server details to which the received emails for
the protected domains are sent. If this check box is enabled, MX records for the
protected will be checked and validated.

Enable greylisting

If enabled, Dome Antispam creates a Greylist of source IP address/domains from
where emails are sent to recipients protected by its filtering engine. Mails received from
a source for the first time is rejected by Dome Antispam and sends a command to the
source to resend the email. Generally, spammers do not resend emails. If the email is
sent again from the source again, Dome Antispam accepts the mail and initiates the
filtering process.
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Activate Layer-7 DoS If enabled, Dome Antispam will activate the Layer 7 Denial of Service protection

protection feature.

Quarantine Antispoofing | If enabled, the spoofing mails will be Quarantined.

Mails

Quarantine RBL-KRN If enables, the RBL and KRN mails will be Quarantined.

Mails

Anti-spoofing Action Select the action to be performed when the condition is met for a mail. The options
available are:
Reject - The mail will be rejected and a reject response will be sent to the sender's mail
server
Discard — The mail will be rejected without notifying the sender. The user can view the
email using the 'Quarantined Email' web interface.

KRN Action Select the action to be performed when the condition is met for a mail. The options
available are:
Reject - The mail will be rejected and a reject response will be sent to the sender's mail
server
Discard — The mail will be rejected without notifying the sender. The user can view the
email using the 'Quarantined Email' web interface.

RBL Action Select the action to be performed when the condition is met for a mail. The options

available are:

Reject - The mail will be rejected and a reject response will be sent to the sender's mail
server

Discard — The mail will be rejected without notifying the sender. The user can view the
email using the 'Quarantined Email' web interface.

+  Click 'Save' to apply your changes.

Attachment Filter
«  Click 'Profile Management' > 'Profiles'

«  Locate the profile you want to work on and click the 'Edit' button on the right
«  Click the 'Attachment Filter' tab

Choose Language —
Add New Profile

example incoming - Parameters

Hlembers Anti-virus Anti-spam Black List White List SMTP Settings Attachment Filter Header Filter

Archive And Quarantine t Rules E-Mail Classification | Geolocation Restrictions RAI DLP Containment System B

Attachment Verdict Systam

Settings saved successtully

Malware | [EqualsTo ~| [Remove Attachment

There are no available records.
Expor Import Delete all Cancel
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Profiles: Attachment Filter Settings - Table of Column Descriptions

Column Header Description

Addition Enter the keyword that should be scanned for the attachments

Condition Select the condition from the drop-down. The options available are:
«  Contains
« Equalsto
+  Starts with
«  Ends with

Action Select the action to be performed when the condition is met for an attachment in a mail.

The options available are:

+  Reject - The mail will be rejected and a reject response will be sent to the
sender's mail server.

+  Discard - The mail will be quarantined. Daily notifications will be sent to user
with details of quarantined emails. The user can view the email using the
Quarantined Email web interface.

«  Remove attachment - The mail will be delivered to the recipient without the
attachment.

[ | Allows you to add an attachment filter rule after filling the fields in the row

5 |Allows you to delete attachment filter rule from the list

«  To save the list of 'Attachment Filter' rules, click the 'Export' link and save it to your system
« Toimport a list of 'Attachment Filter' rules from a saved file, click the 'Import' link

T —— )

== Upload

Save Close

+  Click the 'Upload' button, browse to the location where the file is saved and click 'Open’.
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== Upload * Clear Al

C:Afakepath\attachment filter tet

Clear
Done

Save Close

The file will be added.

+  Repeat the process to add more files.

- Toremove a file, click the 'Clear' link beside it.

«  Toremove all the added files, click ‘Clear All' at the top right.
«  Toimport the list from the files, click 'Save'.

« To delete an 'Attachment Filter' rule from the list, click the Lt button under the last column and click 'OK" in
the confirmation screen.

- To remove all the 'Attachment Filter' rules, click the 'Delete all' link and click 'OK" in the confirmation screen.

Header Filter
«  Click the 'Header Filter' tab

Choose Language |~ English g

Add New Profile
example incoming - Parameters

: ; . ' ¥ .
Members Antivirus | Anti-spam l Black List | White List l| SMTP Settings J Attachment Filter J Header Filter

Archive And Quarantine I Rules

1

E-Mail Classification Geolocation Restrictions RBL oLp Containment Sysiam

Attachment Verdict System

-Choose- ~| | | |Contasins | [Reject ~| [

Subject Lottery Containg Reject L
Expori Impor Delete all Cancel

Profiles: Header Filter Settings - Table of Column Descriptions

Column Header Description
Header Select the header type that you want to add a 'Header Filter' rule for. The choices
available are:
«  Subject
+  Received
- To
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«  From
Value Enter the keyword that should be scanned for the selected header type.
Type Select the condition from the drop-down. The options available are:
+  Contains
« Equalsto
+  Starts with
+  Ends with
Action Select the action to be performed when the condition is met for a 'Header Filter' rule in a

mail. The options available are:

«  Reject - The mail will be rejected and a reject command will be sent to the
sender mail server.

«  Discard - The mail will be quarantined. Daily notifications will be sent to user
with details of quarantined emails. The user can view the email using the
Quarantined Email web interface.

Action [ | Allows you to add a 'Header Filter' rule after filling the fields in the row

5 |Allows you to delete a 'Header Filter' rule from the list

To save the list of 'Header Filter' rules, click the 'Export' link and save it to your system
«  Toimport a list of 'Header Filter' rules from a saved file, click the 'Import' link

Cro )

&= Upload

Save Close

+  Click the 'Upload' button, browse to the location where the file is saved and click 'Open’.

The file will be added.
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&= Upload ¥ Clear Al

C:Afakepathiheader rules. bt
Done

Save Close

«  Repeat the process to add more files.

- Toremove a file, click the 'Clear' link beside it.

«  Toremove all the added files, click ‘Clear All' at the top right.
«  Toimport the list from the files, click 'Save' .

- To delete a 'Header Filter' rule from the list, click the Lt button under the last column and click 'OK'" in the
confirmation screen.

- Toremove all the 'Header Filter' rules, click the 'Delete all' link and click 'OK'" in the confirmation screen.

Archive and Quarantine
«  Click 'Profile Management' > 'Profiles'
+  Locate the profile you want to work on and click the 'Edit' button on the right
«  Click the 'Archive and Quarantine' tab
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Choose Language |~ Enghsh %

Add New Profile
example incoming - Parameters

HMembers Anti-virus Anti-spam Black List White List SMTP Settings Attachment Filter Header Filter

§ Archive And Quarantine Rulas E-Mail Classification | Geolocation Restrictions RBL DLP Containment System

Attachment Verdict System

Archive method | Farward o

Archive mailbox | [backup@korumail com
Send daily guarantine report to recipients | [

Quarantine release operation

Malls with CLEAM content
Mails with CERTAINLY SPAM content | 4]
Mails with SPAM content

Malls with FROBABLE SPA&M content | [»]
Mails matched by CONTENT FILTER rules
Mails containing VIRUS

Save Cancel

Profiles: Archive and Quarantine Settings - Table of Parameters

Parameter Description

Archive method Select how the mails should be archived from the drop-down. The options available
are:

«  None - The mails are not archived

- Forward - The mails are forwarded to the mail address entered in the next row
'Archive mailbox'

«  Disk - The mails are stored in local disk

+  Disk + Forward - The mails are stored in local disk and a copy is forwarded to
the mail address entered in the next row 'Archive mailbox'

Please note the archived and quarantined mails are removed from the disk as per the
configuration done in the 'Quarantine & Archive Settings' interface.

Archive mailbox This field becomes active only when an archive method is selected in the first row.
Enter the mail address to which the archived and quarantined mails will be sent.

Send daily quarantine If enabled, the users will receive daily reports of their quarantined mails. Users can

report to recipients view their quarantined mails in the 'Dome Antispam Quarantine Webmail' interface by
clicking the 'Quarantine Webmail' link in the 'Login" screen.

Quarantine Release Allows users to release their mails from quarantine

Operation

Archive Flags

Mails with CLEAN content | If enabled, mails that are categorized as safe will be archived as per the 'Archive
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method' setting done in the first row.

Mails with CERTAINLY If enabled, mails that are categorized as 'Certainly Spam' will be archived as per the
SPAM content 'Archive method' setting done in the first row.

Mails with SPAM content | If enabled, mails that are categorized as 'Spam'’ will be archived as per the 'Archive
method' setting done in the first row.

Mails with PROBABLE If enabled, mails that are categorized as 'Probable Spam' will be archived as per the

SPAM content 'Archive method' setting done in the first row.

Mails matched by If enabled, mails that are filtered for content per the settings done in 'Content Filter' in

CONTENT FILTER rules | the 'Anti-spam' module will be archived as per the 'Archive method' setting done in the
first row.

Mails containing VIRUS | If enabled, mails that are categorized are with virus will be archived as per the 'Archive
method' setting done in the first row.

+  Click the 'Save' button to apply your changes.
Rules
«  Click 'Profile Management' > 'Profiles'
- Locate the profile you want to work on and click the 'Edit' button on the right
+  Click the 'Rules' tab
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Add New Profile -
example incomlng - Parameters

[amlers Antivirus Antl-spam Black List White List SMTP Settings Attachmeant Filter Header Filter

Archive And Quarantine I' Rules | E-Mail Classification | Geolocation Restrictions RBL DLP Containment System

| Attachment Verdict System

Settings saved successhlly

Promofional Tag [PRONMO]

Fromotional Action DK*TAGV
Quarantine Promotional Mails B
Enable Phishing Check [
Phishing Action [Reject |

Phishing Tag [PHISHNG] |
Quarantine Phishing Mails k4
Forum Action @
Forum Tag [FORUM |
Quarantine forum mails E
Social Acion [OK+TAG |
Social Tag [SOCIAL] |

Quarantine socal mails E
Update Action | DK+TAG |

Update Tag [UPDATE]

Quarantine update mails LA

MNewslatter Action | DK+TAG -

Mewsletier Tag [NEWSLETTER] |

Quarantine newsletier mails f4

Save Cancel

Rules Settings - Table of Parameters

Parameter Description
Promotion Tag Promotional emails will be sent to the recipient with the a tag as entered in this field.
Promotional Action Select the action to be performed when the condition is met for a 'Rules' setting in a

promotional mail. The options available are:
+  OK + TAG - The tagged mail will be sent to the recipient.
+  OK-The mail will be sent to the recipient without tag

+  Reject - The mail will be rejected and a reject response will be sent to the
sender mail server.

+  Discard - The mail will be rejected without notifying the sender. The user can
view the email using the 'Quarantined Email' web interface.

Enable Phishing Check | If enabled, checks for phishing emails.

Phishing Action Select the action to be performed when the condition is met for a '‘Rules' setting in a
phishing mail. The options available are:

+  OK+ TAG - The tagged mail will be sent to the recipient.
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+  OK-The mail will be sent to the recipient without tag

+  Reject - The mail will be rejected and a reject response will be sent to the
sender mail server.

+  Discard - The mail will be rejected without notifying the sender. The user can
view the email using the 'Quarantined Email' web interface.

Phishing Tag Phishing emails will be sent to the recipient with the a tag as entered in this field.

Quarantine Phishing Mails | If enabled, phishing mails will be quarantined.

Forum Action Select the action to be performed when the condition is met for a 'Rules' setting in a
forum mail. The options available are:

«  OK + TAG - The tagged mail will be sent to the recipient.
+  OK-The mail will be sent to the recipient without tag

+  Reject - The mail will be rejected and a reject response will be sent to the
sender mail server.

+  Discard - The mail will be rejected without notifying the sender. The user can
view the email using the 'Quarantined Email' web interface.

Forum Tag Forum based emails will be sent to the recipient with the a tag as entered in this field.

Quarantine forum mails | If enabled, forum mails will quarantined

Social Action Select the action to be performed when the condition is met for a '‘Rules' setting in a
social mail. The options available are:

«  OK+ TAG - The tagged mail will be sent to the recipient.
+  OK-The mail will be sent to the recipient without tag

+  Reject - The mail will be rejected and a reject response will be sent to the
sender mail server.

+  Discard - The mail will be rejected without notifying the sender. The user can
view the email using the 'Quarantined Email' web interface.

Social Tag Social emails will be sent to the recipient with the a tag as entered in this field.

Quarantine social mails | If enabled, social mails will quarantined

Update Action Select the action to be performed when the condition is met for a 'Rules' setting in a
update mail. The options available are:

«  OK + TAG - The tagged mail will be sent to the recipient.
+  OK-The mail will be sent to the recipient without tag

+  Reject - The mail will be rejected and a reject response will be sent to the
sender mail server.

+  Discard - The mail will be rejected without notifying the sender. The user can
view the email using the 'Quarantined Email' web interface.

Update Tag Update emails will be sent to the recipient with the a tag as entered in this field.

Quarantine update mails | If enabled, update mails will quarantined

Newsletter Action Select the action to be performed when the condition is met for a 'Rules' setting in a
newsletter mail. The options available are:

«  OK+ TAG - The tagged mail will be sent to the recipient.
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+  OK-The mail will be sent to the recipient without tag

+  Reject - The mail will be rejected and a reject response will be sent to the
sender mail server.

+  Discard - The mail will be rejected without notifying the sender. The user can
view the email using the 'Quarantined Email' web interface.

Newsletter Tag Newsletter emails will be sent to the recipient with the a tag as entered in this field.
Quarantine newsletter If enabled, newsletter mails will quarantined
mails

Quarantine Phishing Mails | If enabled, phishing mails will be quarantined.

Forum Action Select the action to be performed when the condition is met for a 'Rules' setting in a
forum mail. The options available are:

+  OK+ TAG - The tagged mail will be sent to the recipient.
«  OK-The mail will be sent to the recipient without tag

+  Reject - The mail will be rejected and a reject response will be sent to the
sender mail server.

+  Discard - The mail will be rejected without notifying the sender. The user can
view the email using the ‘Quarantined Email' web interface.

Forum Tag Forum based emails will be sent to the recipient with the a tag as entered in this field.

Quarantine forum mails If enabled, forum mails will quarantined

Social Action Select the action to be performed when the condition is met for a 'Rules' setting in a
social mail. The options available are:

«  OK + TAG - The tagged mail will be sent to the recipient.
+  OK-The mail will be sent to the recipient without tag

+  Reject - The mail will be rejected and a reject response will be sent to the
sender mail server.

«  Discard - The mail will be rejected without notifying the sender. The user can
view the email using the 'Quarantined Email' web interface.

Social Tag Social emails will be sent to the recipient with the a tag as entered in this field.

Quarantine social mails  |If enabled, social mails will quarantined

Update Action Select the action to be performed when the condition is met for a 'Rules' setting in a
update mail. The options available are:

«  OK+ TAG - The tagged mail will be sent to the recipient.
+  OK-The mail will be sent to the recipient without tag

+ Reject - The mail will be rejected and a reject response will be sent to the
sender mail server.

+  Discard - The mail will be rejected without notifying the sender. The user can
view the email using the 'Quarantined Email' web interface.

Update Tag Update emails will be sent to the recipient with the a tag as entered in this field.

Quarantine update mails |If enabled, update mails will quarantined

Newsletter Action Select the action to be performed when the condition is met for a 'Rules' setting in a
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newsletter mail. The options available are:
«  OK + TAG - The tagged mail will be sent to the recipient.
«  OK-The mail will be sent to the recipient without tag

+  Reject - The mail will be rejected and a reject response will be sent to the
sender mail server.

+  Discard - The mail will be rejected without notifying the sender. The user can
view the email using the 'Quarantined Email' web interface.

Newsletter Tag Newsletter emails will be sent to the recipient with the a tag as entered in this field.
Quarantine newsletter If enabled, newsletter mails will quarantined
mails

+  Click 'Save' to apply your changes.
Email Classification
+  Click 'Profile Management' > 'Profiles'
«  Locate the profile you want to work on and click the 'Edit' button on the right
+  Click the 'Email Classification' tab

Choose Language |~ English

Add New Profile
example incoming - Parameters

Archive And Quarantine

Members ] Anti-virus Anti-spam Black List White List SMTP Settings Attachment Filter I Header Filter |
Rules E-Mail Classification Geolocation Restrictions RBL oLP Containment Sysiem

Attachment Verdict System

Settings saved successhully

Category Status Tag Action - Quarantine
PROMO = Discard - %
so0AL E e — O
FORUM - Tag Only O
NEWSLETTER ST — [Fagom <] I
UFDATE I Tag Only ~ O
Save  Cancel
Category The type of mail received
Status Whether the rule is enabled or not
Tag The name prefixed to the email to show the email classification. For example,
promotional email subjects are prefixed with [PROMQ].
Action Select the action to be performed when the condition is met for a 'Rules' setting in a
forum mail. The options available are:
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+  Discard - The mail will be rejected without notifying the sender. The user can
view the email using the 'Quarantined Email' web interface.

+  TAG Only — The tagged mail will be sent to the recipient.

+  Reject - The mail will be rejected and a reject response will be sent to the
sender mail server.

«  OK-The mail will be sent to the recipient without tag

Quarantine If enabled, the corresponding category of mails will be quarantined

+  Click 'Save' to apply your changes.
Geolocation Restrictions
«  Click 'Profile Management' > 'Profiles'
«  Locate the profile you want to work on and click the 'Edit' button on the right
+  Click the 'Geolocation Restrictions' tab

A

Choose Language |~ Enghsh %

Add New Profile
example Incomlng - Parameters

I§ Members Anti-virus Anli-spam Black List Vhite List SMTP Setlings Amtachment Filter Header Filler

Archive And Quarantine | Rules | E-Mall Classification § Geolocation Resinictions RBL oLPp Containment System §

Amtachment Verdict System

Enable Geolocation Restridions [

| Greace ~ | b

There are no available records.
Afghanistan [

Greece Lot

Profiles: Geolocation Restrictions Settings - Table of Column Descriptions

Column Header Description

Rejected Countries Select the country you want Dome Antispam to reject. Please note that you have to
enable SMTP > General settings >

Action [% | Allows administrators to add a country after selecting it in the row

5 |Allows administrators to delete the country from the list

Realtime Blackhole List (RBL)

+  Click 'Profile Management' > 'Profiles'
«  Locate the profile you want to work on and click the 'Edit' button on the right

Comodo Dome Antispam - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 198



cCOMODO

Creating Trust Online®

+  Click the 'RBL" tab

Add New Profile
example incoming - Parameters

Mambers Antl-virus Anti-spam Black List ¥White List SMTP 5attings Attachment Filter Header Filter

| Archive And Quarantine i Rules E-Mail Classification Geolocation Restrictions | RBL | DLP Containment System

| Attachment Verdict System

) —
bl Bpamcop.nat EpamCop REL i=3:

Zen.Epamhaus. org Epamhaus REL e « lp
blecore.sanderacora. com Return Path Raputation Nefwork Blackist RBL Yes T —
10.108.51.202 RBL Wes

peblsurmel com Passive Spam Block List RBL Yos ¥ Last

The screen displays the RBL servers that are available by default and added manually. See 'Managing RBL
Servers' for more details.

RBL Servers - Table of Column Descriptions

Column Header Description

Server Host Address The address of the RBL server.

Description The description provided at the time of adding the RBL server.
Type The type of block list selected.
Enable Allows you to activate or deactivate a RBL server in the list. If a server is disabled, Dome

Antispam skips it and refers to the next server in line.

The control buttons next to the table allows to reorder the RBL server list for checking the blacklisted IP addresses
available in the servers. The enabled RBL server listed first will be checked first and move down the order. Use the
control buttons to move a server up or down the order.

bl.epamcop.net spamcop RBL

Zen.spamhaus.org spamhaus RBL
bl.secore senderscore.com Return Path ReEutatiun Network Blacklist RBL
RBL

—
pablsurriel.com Pazsive Spam Block List RBL

Data Leak Prevention (DLP)

The DLP feature is capable of scanning mails for important key words such as credit card, social security numbers,
attachments and takes action as per the settings. Please note that the DLP module should be enabled for the
settings configured here to take effect. See 'Data Leak Prevention' for more details.

+  Click 'Profile Management' > 'Profiles'
«  Locate the profile you want to work on and click the 'Edit' button on the right
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+  Click the 'DLP" tab

Choose Language |~ Englishgg
Add New Profile

Exﬂmple Inﬂﬂmiﬂg - Parameters
g mmj Anfi-virus #

Header Filter
Archive And Quarantine | Rules | E-Mail Classification

Geolocation Restrictions REL Containment System
Attachment Verdict System

Anfi-spam | Black List l White List ] SMTP Settings Attachment Filter

! General Attachment List

DLE-B0g Fitat _

Settings saved successfully

OLP Acton

Enable DLP Quarantine ]

Enable DLP Notfy | [=]

DLP Action

These settings determine what action should be taken if Dome Antispam detects a message that could present a
data leak.

Genera Attachment List

DLP action

Enable DLP Quarantine
Enable DLP Notify

The options available are:

No Action - The mail will be allowed and the system admin will be notified if 'DLP Notify' is enabled.

Reject - The mail will be rejected and a reject warning will be sent to the sender's email address.

Discard - The mail will be deleted and if 'DLP Quarantine' is enabled, it will be quarantined and the system
admin will be notified.

DLP Quarantine

«  Click the 'DLP Quarantine' bar

Select the check box beside 'Enable DLP Quarantine' to quarantine mails with data leak. Please note the
setting in 'DLP Action' should be 'Discard' for mails to quarantined.

DLP Notify
- Click the 'DLP Notify' bar

Enable DLP Notify - Select the check box to keep the system admin informed about DLP breaches.
Attachment List
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«  Click the 'Attachment List' bar

| Ganeral Attachment List DILP Body Filter

Enable Attachment List |
Scan Archive Files | [

Enable Attachment List

Choose File Class | [ -Choose- w

Add

There are no available records.

Delete

- Enable Attachment List - Select the check box to block emails with attachment file class defined below in
the table.

+  Scan Archive Files - Select the check box to scan the attached zip files and block emails with attachment
file class defined below in the table.

To add a file class
«  Select the file class from the 'Choose File Class' drop-down

l—lﬁeneral e oLe MHF“EE' _

Scan Archive Files |

Choose File Cless | Executables And Software Packages . |

Windows Portable Executables (EXE, DLL, 5Y5, SCRAICK, DRV)
Unix-like ELF Object Files
Unix-like ELF Shared Libraries
Unix-like ELF Executables
Windows Installer (MSI)

RPM Packags Manager (RFM)
Debian Scftware Package (DEB)

i EEE

OOOoOOoOOg]

The file types for the selected file class will be displayed on the right side table.
«  Select the file type or the check box above to select all the file types and click the 'Add' button beside it.
The added file types for the selected file class will be displayed in the table below the first table.
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n Exwecutables And Software Debian Software Fackage Acti
Packages (DEB) oClve
[] Microzoft Office Fileg Microsoft Word 2007+ Files Active

n Ewecutables And Software

Packages RPM Package Manager (RPM) Active

Delete

Clicking the link beside a file type under the 'Status' column header toggles the status between 'Active' and
'Passive'. 'Active’ status indicates emails with attached file type will be blocked.

To delete a file type from the list, select it and click the 'Delete’ button. To delete all file types, select the
check box beside 'File Class Name' column header and click the 'Delete button.

DLP Body Filter

The 'DLP Body Filter' feature searches the content of an email for sensitive information such as credit card details,
email address and so on and take action as per the settings done in 'DLP Action'. Dome Antispam comes with three
predefined DLP Body Filters and allows the administrators to add more filters as required.

| General | Attachment List DLP Body Filter

Enable DLP Body Filter

g
Add

L] Credit Card & . LQ
| Email Addre=zs & d LQ
] Turkish Identity Mumber .Y Lo

«  Enable DLP Body Filter: Select the check box to apply the configured body filters

Profiles: DLP Body Filter Settings - Table of Column Descriptions

Column Header Description

Status Select the check box to enable the filter
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Enable DLP Body Filter | The name of the filter

Action a Allows to view the details of the body filter

Allows to edit a body filter

5 |Allows to delete a body filter

To add a new DLP body filter
+  Click the 'Add' button at the top of the table

] Credit Card LY L*
] Email Address .Y Lﬁ
L] Turkish Identity Mumber .Y L*

<img changed>

The filter 'Pattern' screen will be displayed.

Pattern Name : |

f Regular Expression : |

Save Cancel

- Pattern Name: Enter the name of the filter pattern

« Regular Expression: Enter the regular expression to define the search pattern. To know more about
Regular Expression, refer to Wikipedia at http://en.wikipedia.org/wiki/Regular_expression. You can also
enter keywords in the field to search and block the email containing it.

To view the details of a pattern

+  Click the ™ icon beside a body filter that you want to view the details
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Pattern Name : Credit Card
(PO TR T4 JHd{4})
e e
Regular Expression: | SOITONSH-SMCH TPt} -t

Cancel

+  Click the 'Cancel' button or close the dialog to return to main screen.
To edit a body filter

+  Click the . icon beside a body filter that you want to edit the details

Pattern Name : Credit Card |
L Tets s I e o N et o I s
(SPDHCPO)3L4, T2 -IPHEH -1Md{S}) ‘

_ o |ENDRCPDY S-S TR P4
Regular Expression : TG4 H(SD)

Save Cancel

+  Edit the details as required and click the 'Save' button

To delete a body filter

. Clickthe % icon beside a body filter that you want to delete

Are you sure you want to delete this entry?

Ok | | Cancel

«  Click 'OK' to confirm the deletion.

Containment System

The 'Containment System' enables administrators to configure profile settings related to the containment analysis. If
enabled, containment system will run email attachments in" the containment environment (windows executable files
and pdf files).

«  Click 'Profile Management' > 'Profiles'
+  Locate the profile you want to work on and click the 'Edit' button on the right
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+  Click the 'Containment System' tab

o~

Add New Profile

example incoming - Parameters

flembers Anti-virus Anti-spam Black List White List SMTP Settings Attachment Filter Header Filter

Archive And Quarantine i Rules oe | containment system B

E-Mall Classification Geolocation Restrictions

| Attachment Verdict System

Settings saved successfully
Enable Containment System []
Files which are accepted. [ Iwindows executable [ pof
Apply for whitelists [

Save

Containment System - Table of Column Headers

Column Header Description
Enable Containment If enabled, email attachments (pdfs and windows executables) will be ‘wrapped' with
System containment code before delivery. This means they will open in an isolated, virtual

environment known as the container, instead of directly on the endpoint. The
attachment will open as normal from the end-user's point-of-view, but it will not be
allowed to access important system files, user data or to cause damage to the host
system.

Files which are accepted | If enabled, will deliver files in the chosen format

Apply for whitelists If enabled, Dome Antispam will also analyze white-listed sources.

Attachment Verdict System

The 'Attachment Verdict System' settings area enables administrators to configure settings related to the analysis of
email attachments. If enabled, the verdicting system will automatically submit email attachments (windows
executable files and pdf files) with an 'unknown' trust rating to Comodo Valkyrie for analysis. Valkyrie will run a series
of behavioral tests to find out whether or not the attachment is malicious.

+  Click 'Profile Management' > 'Profiles'
+  Locate the profile you want to work on and click the 'Edit' button on the right
+  Click the 'Attachment Verdict System' tab
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Choose Language |~ English
Add New Profile

example incoming - Parameters

HMembers Anti-virus Anti-spam Black List White List SMTP Settings Attachment Filter Header Filter

t Archive And Quarantine J Rules E-Mail Classification § Geolocation Restrictions RBL DLP Containment Sysiam

! Attachment Verdict System

Soings saved successtully

Enable Atachiment Verdict System |[]

100

Malware Probability Value * o

Apply for whitelists [
Zend files that not found in File Verdict System | []

15 300
Suto submission in-gueus wailingtime * | » 15

-

Save

Attachment Verdict System - Table of Column Headers

Column Header Description
Enable Attachment Verdict + Ifenabled, Dome Antispam will automatically check the trust rating of
System Windows executables and pdf files in Comodo's file look up server (FLS). The

verdict from the FLS can be ‘Clean’, ‘Malware’ or ‘Unknown’.

+  Clean attachments will be allowed to proceed while malware attachments will
be automatically quarantined (providing ‘Quarantine mails containing viruses’
is enabled in the antivirus section of the profile).

+  ‘Unknown’ files will be submitted to Comodo’s real-time file analysis system,
Valkyrie, for behavior testing.

+  Valkyrie’s tests will determine whether the unknown file is clean or malware
and apply the appropriate action as mentioned above.

Malware Probability Value +  The threshold at which Dome Antispam will designate an unknown file as
'malware' based on Valkyrie results. Comodo recommend that administrators
leave this setting at the default and only move it after consultation with
Comodo support.

«  Valkyrie examines the behavior of unknown files and assigns a score
indicating how likely it is that the file is malware. Under the default settings, a
score of 46+ is classed as malware.

+ Raising the value in this slider means Dome Antispam is more tolerant/less
likely to class attachments as malware.

Apply for whitelists If enabled, Dome Antispam will also analyze white-listed sources.

Send files that not found in | If enabled, Dome Antispam will upload files rated 'Unknown’, to the attachment verdict
File Verdict System system for detailed behavior analysis

Auto-submission in queue | Define in seconds how long Dome Antispam should wait before the submission times-
waiting time out.
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Please note that, if the 'Enable Attachment Verdict System is enabled' and the 'Send files that not found in File
Verdict System' is disabled, then the unknown files are not uploaded to Valkyrie for analysis. See Attachment
Verdict Reports, to view reports of attachment verdict system.

6.1.1 Edit a Profile

+  Click 'Profile Management' > 'Profiles'

. Clickthe  icon beside a profile in the 'Profiles' screen that you want to edit the details

Choose Language |~ English

Profiles

i Add profie Profie Membership Search

Profiles for usar admin

Incoming E-mail Block Zip Links admin | |3

Incoming E-mail Default Incorming Profile  Systemn default profile incorming mails adrmun

Outgoing E-mail Default Outgoing Profile  Systemn default profile for outgoing mails | admin

Incoming E-mail exampls incoming Inceming adrin [ o
Incoming E-mail | push adrmin | {5
Outgoing E-mail Sales Department admin | |3
Incoming E-mail stevenprofile admin | [
Incoming E-mail  test admin |3
Incoming E-mail  Test Incoming admin |y

The 'Edit Profile' screen will be displayed.
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Choose Language |~ Emﬁish w
Edit profile: example incoming

Mambars

Anti-virus Anti-spam [ Black List i White List I SMTP Setlings

Attachment Filter I Header Filter
Archive And Quarantine Rules

E-Mail Classification Geolocation Restrictions

RBL DLP Containment System

Attachment Verdict System

Profile Type * | | Incoming E-mail .

Profile Mame* | |example incoming
Descripbion Fnl:nrning

Usemame* || admin

bibsim.mi ~ arda com

gmad.com Wi Copy all offica3a5domain.com

Domain Memberg | | 1¥25-com U — outiook. com
You can only select domains that are nol member ofany | | mydomain com

4 Fmae
profile. pala com &

. W4 Remave All
tesi2domain com

tesicustomer.com

example@arda.com
example@ofice365domain com
est@outiook.com

E-mail Members
You can enter any e-mail address here.

Imp ot

Save Cancel

Edit the parameters as required. The procedure is similar to adding a new profile. See '‘Adding and
Configuring a New Profile' for more details.

6.1.2 Delete a Profile

. Clickthe "% icon beside a profile in the 'Profiles' screen that you want to delete from the list.
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Choose Language |~ English
Profiles

i Add profie Profie Membership Search

Profiles for usar admin

Incoming E-mail Block Zip Links admin | |4
Incoming E-mail Default Incoming Profile  Systemn default profile incorming mails adrmun

Outgoing E-mail  Default Outgoing Profile  Systemn default profile for outgoing mails | admin

Incoming E-mail example incoming Inceming admin @
Incoming E-mail | push admun kY
Outgoing E-mail Sales Department admin |4
Incoming E-mail stevenprofile admin | [
Incoming E-mail  test admin o
Incoming E-mail Test Incoming admin | [

«  Click 'OK' to confirm the deletion.

Are you sure you want to delete this entry?

[ OK ] ’ Cancel

Please note if an incoming or outgoing profile is deleted, the respective default profile will apply for the domains and
users.

/  Reports

«  The 'Reports' section in Dome Antispam provides comprehensive details of all mails for protected domains
that were routed via Dome Antispam.

«  The section is divided into six subsections, Mail Logs, SMTP Queue, Delivery Logs, SMTP-AUTH Logs,
Summary Reports, Domain Reports and Attachment Verdict Reports.

«  Each section provides a detailed report of each item, for example, the 'Mail Logs' section displays the
details of mails that are categorized as Spam, Blacklisted and so on.
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chosse Languape |~ Enginh | [l m
Mail Logs

| Saarch  CRal  Asvanced seacch ¥ = P ~ -~
T Lant oty () Lnmt 3 Upetan 0 Lt 3arte O Lont 6 Borttn. ) A0 Timan

O suzect O senter O cepan de

[Satees Dot eagul | v =0 . [Pacavinparpegs | Redt | Lt

& 23103131 szemanPtiscab & varmanFhiscab, & 204, 168200, 157 Bl Aaley arron Secizient domen @ et e the seraped domens o Mo
(5] Ay BRRE 2507 B spanmenBinab.n aparmen B ab.n EERT RN A3 Aslay = el demmamn w a0l m he managed demesns o Miss
@ RuY BRR | 1457 4 sramenigticoal. i sraran sl te1adast.e | sl 0t dLMEN & 00T i the managed dIMBNE o Misl
w (Il PROBABLE SFaU]Incaming LI BSOAM | 24701 = taaboarumail. b axkarkiumT et e 2131870194 |[EE ow stls pzam Seorac 43,0
L (1 PROBABE sPaM]Incaming LI FEOAM | 24/07/2000 & O smakcarumai. aaterkum s oo 212.1470.19% B CumaFimd ar prozstis asam Scores 42,0

(! PROSaEE =M Incoming Li FERSH | ZA/OT/ZOLE 10037105 teakorumaiih b eatrusiom e o 2131270138 B Cemied ar provetles scem Sooees 43,0
Lo [ PRCBARE 5P ] Asm e, 0 L FRRAM 24/0F FATIOX el e, ik T feds il e (e a9 Bl Cassibed o probable s m S 43.0
o 011 PROBARE SPhM]Incming Li FGPAM | 14507 208705 reatfivarnmal. b RO LT 2131470194 B Oassified sx posable saam oo 45,0
L (!l PROBAGLE SFPAU]Incaming LI FSOAM | 24701 7103 teakBaarumal. i 2i2.04.70.49% BN Cmmséisd ax prosatis ssam Scorss 45,0

w (!l PROBADLE Z84M]Incoming LI FSPAM | 240 = maborumai b 2131470035 B ow azam Zcores 43.0

- (11 PROSamE =9eu]incoming LI FSAM | 24 213 18.70,198 =0 tlw soam Scores 43,0

" [ PROSARGE SR ]lnsming L PRIAMA | 3 215.14.70,794 3 bl s in Sooa 43,0
| ool | Arsccirmang Uik . 208607 reabdmartunnmaLcnm esatdinnrums . ik EEERTENEERR - |
| o] | Incaming Limik ak 124 caskSTabunsT anone tant@rarumal. i FIERTEERT I - |
% | Incoming Limit aK G:23 teakeakuriom ancom ambforum el 1347003 B
## | Incoming Umit oK 10136121 teskDTatLEtDT At Cr raakgemruTai FRERTRNTUI - |
W | Ienring Limik ok B LE Swsbiesbrusior e oo besbipaneurad. th ERERTRDRETTN - |
g Ol | Ireccrv neg Limnd o & LRI LT L rearginciumad ik 313 ST - |
L Inzaming Umik LT3 151 reatfmsiumomaiaT Teat AR RTIR &.LIM FEERTR-LRT-D R - |
% | Incoming Limit aK 4:45 teakeakumicm ancoe k. cem FIERTEENTTI - |
4 | Incoming Limik aK 4:48 teakBeaburiomancem taakZuxmmpie.tam 131e7000 B
= Inenmming Linvk (13 JZOLE 10:32195 feshBFelrusiores enm a3t Paverpm rem RESTELEC R - |
= ST TR =

See the following sections for more details:
«  Mail Logs Report
+  SMTP Queue Report
«  Delivery Logs Report
+  SMTP-AUTH Logs Report
+  Summary Report
«  Domain Report
«  Attachment Verdict Reports
- Original Mail Request

7.1 Mail Logs Report

+  Click 'Reports' and then click 'Mail Logs'

+  The 'Mail Logs' report provides complete details of incoming and outgoing mails for all domains that have
been added to Dome Antispam.

«  The logs show the subject of the mail, date and time received by Dome Antispam, the result of the filtering
process and more.
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Choose Langaage i~ F:::_hl::E “

| Saarch  CRal  Asvanced seacch ¥ = P ~ -~
T Lant oty () Lnmt 3 Upetan 0 Lt 3arte O Lont 6 Borttn. ) A0 Timan
O suzect O senter O cepan de
[Satees Dot cagsl | v =0 . [Pacavinparpegs | Redt | Lt
=) ALY ERR 204163209, 157 | Bl | Aaley
[ i ERE ELRT RN A3 Aslay
@ ALY BRR [-RELRT- XN JETT AGT i the managed damsne o Misn
w (11 PROBABLE SEAU]Incaming LI ESOAM 202.1470.198 BN Ommsbisd ax presstis szam Scoea: 43,0
- (! PROBARLE ZE&M Inceming LI PSDAM saatFmaabiums et 212.12.70.192 B OsssFes an procstis azam Score: 43,0

{11 PrCEsEE 22aM]Incoming Li FE04M e 2131670138 B Semfied e prozeble scam Scome 43,0

Lo [ PRCBARE SN ] | npming Li FRBAM @ Cassifed as pod o A0
o [ii FROBARLE SRk ]Incaming Li PRRAM 44,0
L (11 PROBALE SPAU]Incaming LI BSOAM 2.0
w (!l PROBADLE 2884 ]Incoming LI FS58M = maborumai b abeatoumiom anco . rowble azam Scores 43.0
- (11 PROSamE =eu]inczming L F5TaM DLE 10137100 teatpanrumalith raItRrAURTT T Co 213 18.70,198 roowtle soam Scores 63,0
" [ PREBARUE Swa]lnmmeg Li PERAA LR TARIAT S i1k el et e 21814, 0,194 piiabde sisin Score 43,0
- Ircormsng Limd . [rerr T 21140154
- Incaming Limik ak 4 ceatdmsbiunzmanne tant@rarumal. i 0,434
% | Incoming Limit aK 3 tmabFaaboumiomencor 213.14.70.138
| Ineoming UMt oK 121 tesbgreatuoT anEnT 213.18.70.19%
W | Ienring Limik ok SLE S03611E Swshiesbusiom e oo 218 14.0.194
At Ircarvs g Limit .1 JAFOTTOLR 208115 SR e Lo . 1 EIERTE T
- Incarming Limi K I47ATIIOLE 20:04 54 sk Prasbiumamar eatBaamps.czm 243.44.70.194
% | Incoming Limit aK 247Q7/ZOLE 10:34:43 teabReskouriomen.com k. cem 213.14.70.134
w# | Incoming Limik aK I4OTITOLE 10:38:48 teakdteskuriomes o 213.18.70.198
Inenming Linvk oK 2ATOFIZOLE 1088 08 busbBRusloyion g cne

21%. 12,790,192

Mail Logs Report - Table of Column Descriptions

Column Header Description

Icon Status of the mail after filtering. Place your mouse over an icon to view a description of the
action.

7 _Relayed: The mail successfully passed the filtering process and was passed onto the
target mail server.

@ . Rejected: The mail was not accepted by Dome Antispam. A rejection message was
sent to the sender.

W Discarded: Quarantined mail

Y - Delayed: Indicates the source is greylisted.

Subject The content of the email subject line.

Result The verdict on a email after filtering. For example, 'CSPAM' means Dome Antispam found
the mail was 'Certainly Spam'.

Received Date and time Dome Antispam received the email.

Sender Email address information of the originator

Recipient(s) Domain name of the receiver

IP The network address of the system from where the mail was sent. The next column

displays the flag of the originating country.

Details Reason why a particular action was taken on a mail. For example, why it was rejected,
delayed etc.

At the top and bottom of the screen, you have the option to set the number of records to be displayed per page and
export the report in CSV format.

To configure the number of records to be displayed per page
+  Click the 'Records per page' drop-down
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F‘ageh |.|'2 250 |v |Rec|:rrds per page | Mext Last

scali.it 204,188.205.187 == Relay error: Recipient domai the managed domains or Mis=

50

scali.it 89.197.1.54 &3 Relay error: Recipient domai the managed domains or Mis=
scali.it 192.110.157.9 S Relay error: Recpient domai 100 the managed domains or Mis=
stomer.com 213.14.70.194 [ classified as probable spam| 230 0
stomer.com 213.14.70.194 [ classified as probable spam Score: 45.0
stomer.com 213.14.70.194 B3 classified as probable spam Score: 43.0
stomer.com 213.14.70.194 [Ed classified as probable spam Score: 45.0

Mer.com 213.14.70.194 [ classified as probable spam Score: 45.0

o —rmrmifimdAd = mrmlhekles e Ce,mrms AR N

+  Select the number of records per page to be displayed from the options.

«  Click the 'First', 'Previous', 'Next' and 'Last' buttons to navigate to the respective pages.
To export the report to a CSV file

+  Click the 'Actions' drop-down

Search | Clea

L subject [] sender [] Rrecipients Lle

RLY ERR | 25/07/2018 03:05:51 spamer
[~ IS RLY ERR | 25/07/2018 02:50:18 spamer

«  Select 'Save As CSV' and click the 'Do!" button

The page at https://demo-das.cdome.net:8443 says:

Are you sure want to save all e-mail records as CSV?

(0].4 | | Cancel

+  Download and save the report to your system.
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Search Options
You can search for a particular record or records in the report by using simple or advanced search feature.
«  Simple Search

«  Advanced Search

Simple Search

The simple search options allows you to search for a particular record or records based on 'Subject’, 'Sender’,
'Recipients' and / or 'IP" details only.

Mail Logs

| | Search  Clear Advanced search

] subject ] sender L] Recipients O e

Gj RLY ERR | 25/07/2018 03:05:51 spameri@tiscali.it spame
[ ] RLY ERR | 25/07/2018 02:50:18 spameri@tiscali.it s5pa
7] RLY ERR  24/07/2018 22:27:14 spameri@tiscali.it

M1 PROBABLE '\_-_:':'.‘-:['h:c'\'hi'\-; Li PSEAM 2407 2018 10:5

«  To search for records based on the entries under 'Subject’, 'Sender’, 'Recipients' and / or 'IP' columns, enter
the text or number fully or partially in the field and click the 'Search' button

«  To search for records based on the entries under a particular column or columns, select the respective
check boxes, enter the text or number fully or partially in the field and click the the 'Search' button. For
example, if you want to search for a particular record for sender and recipients, select the 'Sender' and
'Recipients' check boxes, enter the text fully or partially in the field and click the 'Search' button.

Advanced Search
The 'Advanced Search' option allows you a more granular search by including rules and filters.
+  Click the 'Advanced Search' link at the top of the screen.
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Advanced search

| | Search Clear

D Subject D Sender I:‘ Recipients D I
| Subject «|conTalns o] +

Save AsCSV .| Dol

Subject Result Received Sender
% = License Renewal OK 21.04.2017 10:13:30  korumail@ip-172-31-22-243
%# (= | License Renewal OK 21.04,2017 08:42:56  korumail@ip-172-21-22-242
% (= License Renewal  OK 21.04.2017 06:14:09  korumail@ip-172-31-25
J License Renewal C z

The 'Advanced Search' option will be displayed.

Mail Logs

Clear

| Search
O Subject [0 sender O Recipents Oer

CSubject v|conTams ]
R

-

Recipient(s)
admin@example.com

admin@example.comr

Advanced search

Search Claar

The first drop-down contains the column headers that can be selected for an advanced search.
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Mail Logs

Search  Clear Advanced search

' subject [] sender [ Recipients Ll wp

Subject v‘DDNTﬁJNS v +

From Address
To Address
Remote IP
Action
Racylt RLY ERR | 25/07/2018 02:05:51 spameri@tiscali.it
. RLY ERR | 25/07/2018 02:50:18 spameri@tiscali.it
Received e <
) ) ) ] RLY ERR | 24/07/2018 22:27:14 spameri@tiscali.it
Incoming Mail/ Qutgoing Mail : : :
= - ming Li| PSPAM 24/07/2018 10:57:12 test@korumail.tk

% 2| [V PROBABLE SPAM]Incaming Li| PSPAM 24/07/2018 10:57:10 test@korumail.tk
% | [V PROBABLE SPAM]Incoming Li| PSPAM 24/07/2018 10:57:09 test@korumail.tk
. [ PROBABLE SPAM]Incoming Lil PSPAM 24/07/2018 10:57:07 test@korumail.tk

<changed imégé>u -

The second column contains the condition for a search, which depends on the item selected in the first column and
text/number entered or options selected in the third column.

Mail Logs

| | Search Clear Advanced search

[ subject [] sender [] mecipients Owe
(Subject oo B .
[ | EQUALS
Search
| NOTEQUALS

CONTAINS
NOTCONTAINS

=] RLY ERR | 25/07/2018 03:05:51 spameri@tiscali.it
w1 RLY ERR | 25/07/2018 02:50:18| spameni@tiscali.it
RLY ERR 24/07/2018 22127 14| spamerDtizcali.it

The third column allows you to enter the text/number or select from the options depending on the selection in the first
column. For example, choosing 'Subject', 'From Address' or 'Remote IP" allows you to enter the text in the third
column.
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Mail Logs

Search  Clear Advanced search

(] subject [ ] sender [ Recipients Ll

| Subject - | CONTAINS « |Important +

Search Clear

If you select 'Action’ or 'Result' in the first column, then further options can be selected from the third column.

Mail Logs
Search Clear Advanced search
O subiject [] sender (] Recpients Owr
| Action ~ | EQUALS viDELﬁ.‘rED o] =
Search
DISCARDED
PASSED

Save A3 CSV | Dol

RLY ERR | 25/07/2018 02:05:51 spamerig@tiscali.it o=

RLY ERR | 25/07/2018 02:50:18) spameri@tisesli. it

& -
)

If you select '‘Received' in the first column, then you can enter a date or select from the calendar.
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Mail Logs

| | Search  Clear Advanced search

L] subject (] sender L] Recipients Ll e

| Received v|EQuals | { +

5e
Sun Mon Tue Wed Thu Fri Sat

Save As CSV | Dol i1 2134567

8 9 (10| 11| 12| 13| 14

19 | 20 | 2 w’&_

15| 16 | 17 | 18
& RLY ERR scaliit
& RLy Erp) 20 | 22| 23| 24 E 26| 27| 2B it
@ Ry ERR| 31 [ 28 | 30 | 31 | 1 | 2 | 3 | 4 ialiit
L [1" PROBABLE SPAM]Incoming Li PSPAM | 32 | = ; : g 10 |11 jail.tk
7 R :
~ ['!' PROBABLE SPAM]Incoming Li PSPAM ol ail.tk
L [1" PROBABLE SPAM]Incoming Li| PSPAM e Tu e oo eesvareorooail ko
L [ PROBABLE SPAM]Incoming Li PSPAM 24/07/2018 10:57:07| test@korumail.tk
w [1" PROBABLE SPAM]Incoming Li PSPAM 24/07/2018 10:57:05| test@korumail .tk
Lo ['" PROBABLE SPAM]Incoming Li PSPAM 24/07/2018 10:57:03| test@korumail .tk
L ['! PROBABLE SPAM]Incoming Lii PSPAM 24/07/2018 10:57:02| test@kor
+
You can add more filters by clicking for narrowing down your search.
Mail Logs
‘ Search  Clear Advanced search
O subjeat ] sender [ recipients O e
| Received ~ | EQuALS v @ L
[AND - |From Address v |NOTEQUALS | =
[OR  ~|ToAddress « | CONTAINS v| ] -
[AND | Remote IP ~|EquaLs |
[AND . | Action + | EQUALS ~| |DELAYED -
[AND | Resul ~ |EQuALs «| | ANTISPOOFING REJECT v] -
|AND§ v i Received ~ | EQUALS v | (@) +
[ Search Clea
| OR
You can remove a filter by clicking the button beside it.

You can create a filter rule by selecting 'AND' or 'OR' option beside each of the added filter.
+  Click 'Clear' to remove the advanced search rules.
+  Click 'Search' to start the search per the filter rule.

The items will be searched for in the ascending order and results displayed.

«  Toremove the advanced search field, click the 'Advanced search' link again.
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Administrators can filter results on monthly basis. The filters available are 'Last Month', 'Last 2 Months', 'Last 3
Months', ‘Last 6 Months' and 'All Times'.

® LastMonth ) Last?Monthe O Last3Monthe () Lasts Monthe O Al Times

Details of a Log Entry

+  Clicking anywhere on the row of a log record will display the details of the mail log.

(a1

Received 250728 025018
Queue 1D 19759-1532487018-533437
Meszsage ID
Action @
Result RELAY ERROR
Score 00
Sender spameriitiscaliit | Add Emailin Black List | [#
Recipient]{s) spameniFtscall i
RFC2822 Sender
RFC2822 Recipient(s)
Subject
P B8.197.1.54 | AddBlack List | &
Location London, England. United Kingdom
Size ]
Matched Profile Deefaut Incoming Profie (defined by user: admin)
Dertnils Reday error: Recipient domain is not in the managed domains or Missing SMTP AUTH configuration
Relayed Mo
Close

The details screen allows you to mark the mail log as ‘Spam'’ or ‘Not spam' depending the mail category. You can
also add the sender, sending domain and IP to blacklist or whitelist.

«  To mark an email as 'Spam' or 'Not spam’, click the relevant button at the bottom of the screen.
The changes will be saved and mails from the sender will be applied the new settings by Dome Antispam.

+  To add the sender or domain to blacklist/whitelist, click the drop-down in the 'Sender' row.

Sender spameri@tiscaliit | Add Email b BlackList .| [W
Recipient{s) spamenitscall i

RFC2822 Sender

RFC 2322 Recipientis)

Subject

«  Select the category from the options that you want to add the email and click the k] button beside it.
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Save Close

+  Enter the reason for changing the category and click the 'Save' button.
The changes will be saved and mails from the sender will be applied the new settings by Dome Antispam.
+ To add the originating IP to blacklist/whitelist, click the drop-down in the 'IP' row.

RFC2822 Recipient(s)
Subject
» 1921101579 [Aod bmcr [ ])
Location Graham, Washir Add Black List
2 Add White List
Size ]
Matched Profile Default iIncoming Profile (defined by user: admin}
Details Relay error: Recipient domain is not in the managed demains or Mesing SMTP AUTH configuratic

+  Select the category from the options that you want to add the IP and click the k] button beside it.

IP Description

Save Close

- Enter the reason for changing the category and click the 'Save' button.

The changes will be saved and mails from the IP will be applied the new settings by Dome Antispam.

You can view the previous or next record by click the ‘@ @ buttons at the top of a details screen.

7.2 SMTP Queue Report

«  Click 'Reports' > 'SMTP Queue'.
«  The 'SMTP Queue' report shows details of mails that are queued for delivery.
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SMTP Queue
Tolal meanagen -]
Measiges wilh kol recpeenis. 0
[m | aquemim ]| Saarch Cleai Bbea3ages wilh PeTRE PECRETS 2
Massages i bounoss 0
Masnages Wi b prepmosss a
Ria-procass quese ugal #1400 - Racordn par page

K : : i : “hotn)

Tesh@nEshousu mErLnm ™

HTHIE | e me et ptomarcom “lendeaamabeoam” clenPeaaepleoame  noeming Lmi Tug, 32 Jul 3018 10:E4:47 +3000 L.07 KR at
LMY | TenGhanmali” estbhounal e | SRELSROSIMEOTT [+ SOBABLE SRAM|Lrenming Limt Tue, 32 Jul 2018 15:57:01 +2020 112 KE %
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SMTP Queue Report - Table of Column Descriptions

Column Header Description
ID The identification number of the email queue that holds the status or message of the
queue.
From Sender's email address
To Recipient's email address
Subject The content of the email subject line.
Date Date and time that the mail was sent
Size Size of the file in kilobytes
Action Delete the mail from the SMTP queue

At the top and bottom of the screen you have the option to set the number of records to be displayed per page.
To configure the number of records to be displayed per page
+  Click the 'Records per page' drop-down
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«  Select the number of records per page to be displayed from the options. The default is 100.
+  Click the 'First', 'Previous', 'Next' and 'Last' buttons to navigate through the report.
Search Options

You can search for a particular record by using the search field at the upper left. Use the drop-down menus to
specify granular search criteria. This is similar to the advanced search option explained in the 'Mail Logs' section.

7.3 Delivery Logs Report

While 'Mails Logs' record all incoming and outgoing mail traffic, 'Delivery Logs' record only those mails accepted by
mail servers.

+  Click 'Reports' > 'Delivery Logs' to open the interface
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Delivery Logs Report - Table of Column Descriptions

Column Header Description

Result Indicates the status of the mail processed by mail server. The tool tip on hovering the
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mouse cursor over an icon displays the action.
“7 _Success: Indicates the mail has been successfully delivered to the recipient.
3 . permanent Error; Indicates the mail server failed to deliver the mail to the recipient.

¥ - Temporary: Indicates it is temporary error and the server will try again to deliver.

Received Date and time Dome Antispam received the email.

Sender Email address information of the originator

Recipient(s) Email address information of the receiver

IP The network address of the system from where the mail was sent. The next column
displays the flag of the originating country.

Details Provides information such as the message ID and reasons for permanent and temporary
error

At the top and bottom of the screen, you have the option to set the number of records to be displayed per page.
To configure the number of records to be displayed per page

+  Click the 'Records per page' drop-down

F‘ageh |.|'2 250 |v |Reu:|:rrd5 per page | Mext Last

N 10
23

w==n't able to establish an SMTP connection. [#4.

30

==n't able to establish an SMTP connection. {#4.

==n't able to establish an SMTP connection. (#4.
w==n't able to establish an SMTP connection. [#4.
wasn't able to establish an SMTP connection. (#4.4.1)

=2zn't able to establish an SMTP connection. (#4.4.1)

+  Select the number of records per page to be displayed from the options.
«  Click the 'First', 'Previous', 'Next' and 'Last' buttons to navigate to the respective pages.
Search Options

You can search for a particular record or records in the report by using simple or advanced search feature. This is
similar to the search option explained in the 'Mail Logs' section.

74  SMTP-AUTH Logs Report

The 'SMTP-AUTH Logs Report' contains logs of every SMTP client log-in that required authentication.
+  Click reports then 'SMTP-AUTH Logs' to open the interface.
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SMTP-AUTH Logs Report - Table of Column Descriptions

Column Header Description

Result Indicates the status of the mail processed by SMTP mail server.
Success : Indicates that the SMTP client has logged in successfully
Failed: Indicates that the SMTP client login has failed

User The name of the SMTP mail client
P The network address of the SMTP mail client
Date Date and time information of the event log

The 'Search' options allows you to search for a particular record or records based on the 'User', 'IP', 'Date From',
'Date To' or 'Result' of the authentication of SMTP client log-in.

Choose Language !ii | |
SMTP-AUTH Logs

User | |

P || |
Date From
Date To
Result

Search Clear

- To search for records based on the entries under 'User', 'IP', 'Date From', 'Date To' or 'Result', enter the text
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or number fully or partially in the field and click the 'Search' button
«  To refresh search, click 'Clear'.

7.5 Summary Reports

+  Click 'Reports' and then click 'Summary Reports'

+  The 'Summary Reports' screen in Dome Antispam provides a comprehensive report of filtering results of
mails for all domains that are enrolled.

«  The summary report is available as pie chart, bar chart and table formats.
«  The tabs at the top of the interface allows to view and download the reports in graphical or table format.

«  The upper portion of the screen displays the report in pie chart format and is available for daily, weekly,
monthly, yearly, full from the time of installation and custom reports.

«  The lower portion displays the results in bar chart format and is available on hourly, monthly and yearly
basis.

Comodo Dome Antispam - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 224



Comodo Dome Antispam ~Admit coMoDo

Summary Reports

This hour Today This week This month This year All Custom Reports _

Dec 26, 2017 - Jul 25, 2018

PROBAELE SPAM = 11

;‘7 ]

Ok
) BPAM
PROBAELE SPAM

OK W IHYALIO SENDER LS DA TE DONTER
ERAM W SIZE OVER LA T W EOUCIAL GONTENT
178 PAOBASLE SPAK W HELAY ERSOH
RS W WX RECIFIENT
15- mEEL W SPEREIECT
W ATTACHWENT FILTER W GMTP VIOLATE
a8 W HEADER FLTER B CLF RSJECT
W ECOY FILTER ANTISRCORNG REJECT
" 10 W ELATHLIET B PHSHING DETECTED
g GREYLIST B PROMOTIONRAL FMAIL
= BAD MESSAGE W ALLE
e W IRVALID RECIPIENT 8 MALWARE
W TEMFORARY ERAGA 0 ATTACHUERT VEADICT SYETEM
a W CoEFROTECTION M PROMO
WHITELIST W SOCIAL
am W RO SUCHUEEN romumM
" EEH B HEWSLETTER
0 -..—'-'—'“ A S S A — I e B oRTE
N . = N & _ N O FREMATURE EOF B ATTACHUWENT LOCHUP SVETEM
= £ = T = = 3 E‘ ol 3 Q rﬁ W e W FOALUMSOMTERT
201 ! W CERTAINLY SFAM M HE'WSLE ITERN GONTENT
~

You can view and download the reports in graphical as well as in table format.
+  Graphical Representation
»  Table Representation

To view and download the report in graphical format
+  Click the 'Mail Distribution' tab at the top

The results in pie chart format at the top and bar chart format at the bottom will be displayed.
«  To view the results for a particular period, click the relevant tabs at the top.

Pie Chart
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+  Click the desired period for which you want to view and download the report. The available periods are
daily, weekly, monthly, yearly and the time of Dome Antispam installation. You can also view reports for a
customized duration by entering the required dates.

[ This hour | Today | This week | This maonth ] This year } Al | Cusiom Reports _

Dec 26, 2017 - Jul 25, 2018

oK
SPAM
PROBABLE SFAM

[= ST
[f ]

The different segments of the pie chart provides the details of the filtering results for the selected period such as
mails categorized as spam, phishing, blacklisted and so on.

«  To download the pie chart results, click the PDF icon ’é&' and save the PDF file to your system.
Bar Chart

+  Click the desired period for which you want to view and download the report in bar chart format. The
available periods are daily, monthly and yearly.
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The Y-axis displays the number of mails and X-axis displays the hours/days/months for the selected period.

+  To download the pie chart results, click the PDF icon "}L and save the PDF file to your system.

To view and download the report in table format

«  Click the "Tables' tab at the top of the 'Summary Reports' screen.

Summary Reports

Mail distribution

I This hour Today This week This month This year All Custom Reports I

The report in table format is available for the periods hourly, daily, weekly, monthly, yearly and from the time of Dome
Antispam installation. You can also define a period and generate a custom report.

+  Click the desired period for which you want to view and download the report in table format.
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The report for the selected period will be displayed. The first column indicates the categorization of mails, the second
column displays the number for each category and the third column provides the results in percentage for each
category.

- To download the bar chart results, click the PDF icon “’b'

+  To download the report in XLS (spreadsheet) format, click the XLS icon —h]

«  The pdf and xls files will be downloaded to the local folder.
To generate a custom report in table format

+  Click the 'Custom Reports' tab at the top
The fields to select the 'From' and "To' period will be displayed.

Comodo Dome Antispam - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 228



Comodo Dome Antispam -Admin Guide  comooo

= Choose Lanjuage |~: EI'I-EI'!h.: E
Summary Reports

I This hawr I Today ] Thes wesk ] This manth ] This year ] All I Custom Reports _

Show records bebween selecled dates

| 1@ | @ Show

A=)

\-
og- =
There are no available records.

08-
07-
o 08-
2 0s5-
04 -
0a-
02
o1~

+  Click on the fields or calendar icon and select the period from the calendar.

Summary Reports

[ This hour I Today T This week T This month I This year I All I Cus

Show records between selected dates

| | [@ | | [@  Show

July, 2018

Sun Mon Tue Wed Thu Fri Sat_
2?1 Tl ?
25 5|9 10| 1|[12[13]14
29 15| 16| 17 | 18 | 19| 20 | 21|
EIEIES 24 B 26| 27 | 28

5'1'529 a0 31| 1|23/ a]

32 6 | 7 9 |10 1

Today

o
0.4 -

+  Click the 'Show' button after selecting the custom period.
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The report for the selected custom period will be displayed. The first column indicates the categorization of mails, the
second column displays the number for each category and the third column provides the results in percentage for
each category.

+  To download the custom report in PDF format, click the PDF icon ”}"h and click 'OK" in the download
dialogue to save the report.

=¥
+  To download the custom report in XLS (spreadsheet) format, click the XLS icon and click 'OK" in the
download dialogue to save the report.

+  To clear the custom period, click on the period fields or calendar icon and click the 'Clean’ button.
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7.6 Domain Reports

The 'Domain Reports' interface contains detailed statistics and graphs about your monitored domains.

- To open the interface, click 'Reports' on the left then click 'Domains Reports":
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You can change the domain shown in the charts by using the drop-down menu at the top of the interface.
You can view and download the reports in graphical or table format.

+  Graphical Representation

»  Table Representation
Graphical Representation

Mail Distribution:

The 'Mail Distribution' chart categorizes mails sent/received on the specified domain according to mail category.
Categories include 'OK', 'Spam', 'Probable Spam', 'Virus' etc. Use the tabs above the chart to change the time-period
covered by the chart. Choices include Today', 'This Week', 'This Month', 'This Year' and 'All Time'.

Mail Distribution Progress:
The 'Mail Distribution Progress' bar chart shows how many mails of each category were sent/received on each day.

over a period of a month or a year.

+  Click the PDF icon J}' and download the report to PDF, at the bottom-right of either of the two-chart
types:
Tables:

The 'Tables' report displays the number of mails sent/received in each every mail category. The bar graph displays
'Count' on the x-axis against the category of mails on the y-axis.
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To generate a custom report in table format
+  Click the 'Custom Reports' tab at the top
The fields to select the 'From' and To' period will be displayed.

Domain Reports

Select a domain name: | testcustomer.com W | Get reports!

Mail distribution
| Today | This week T This month T This year All times Cus

Show records between selected dates

125/07/2018 12:59 | 125/07/2018 12:59 | Show

July, 2018 LR
Sun Mon Tue Wed Thu Fri sat ,cOM (Jul 25, 2018 12:59:-

52?:123455?

28| 8|9 [10|1 |12 13 |14 [
|29 |15 |16 [17 |18 |19 | 20 | 21

(30 (22| 23 | 2 26 |27 | 28 |

5.31"3 29 | 30 | 31 2 | 3|4 -
l2[s |67 8|0 [10]n ‘
25/07/2018 Clean [12:59 Today ‘ o

+  Click on the fields or calendar icon and select the period from the calendar.
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+  Click 'Show' after selecting the custom period.
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The report for the selected custom period will be displayed. The first column indicates the categorization of mails, the
second column displays the number for each category and the third column provides the results in percentage for
each category.

«  To download the custom report in PDF format, click the PDF icon J'L and click 'OK" in the download
dialogue to save the report.

X
+  To download the custom report in XLS (spreadsheet) format, click the XLS icon and click 'OK" in the
download dialogue to save the report.

«  To clear the custom period, click on the period fields or calendar icon and click the 'Clean’ button.

Comodo Dome Antispam - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 234



Comodo Dome Antispam- coMoDo

Creating Trust Online®

Mail distribution Tables :

Today This week This month This year All

Show records between selected dates

p2/07/2018 1200 | [l [2507/201812:00 | [ sk

July, 2018 > i ox

Sun Mon Tuwe Wed Thu

52?f1n3. 4|5 6|7
28 3| 9

10| 1| 12| 13 | 14

| 20| 15| 16 | 17 | 18| 19 | 20 | 21
|30 | 22| 23| 24 [RE0 26 | 27 | 28

31|20 |30 (31| 12| 3|4
lols|6|7|8|9|w0|n
'uzru?rzmu':du Today | T
25 -
-
n_

1.7 Attachment Verdict Reports

+  Click 'Reports' on the left then click 'Attachment Verdict Reports'.

+  The 'Attachment Verdict Reports' interface contains all the email attachment files for which Dome Antispam
has returned a verdict and the corresponding actions taken.
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|-
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Column Header Description
Received Date and time of email received by Dome Antispam.
Subject Content in the 'Subject' line of the mails containing attachment.
Sender Domain details of the email sender.
Recipient(s) Domain name of the receiver
File Name File that is given a verdict.
Action Result of the valkyrie analysis verdict. For example 'Passed' or 'Rejected’

To configure the number of records to be displayed per page

+  Click the 'Records per page' drop-down

Pagel1 |4

10 | W |Recnr-|:l3 per page

dtestcustomerco

Pagelt /1

+  Select the number of records per page to be displayed from the options. The default is 10.

|
2

EXE

PASSED

cords per page

+  Click the 'First', 'Previous', 'Next' and 'Last' buttons to navigate through the report.

The 'Search' options allows you to search for a particular record or records based on the 'Filename', 'Subject’,

‘Sender' or 'Recipient(s)' of the file with verdict.

»  To search for records based on the entries under 'Filename', 'Subject', 'Sender' or 'Recipient(s)' of the file
with verdict reports, click any one of the radio buttons and enter the text or number fully or partially in the

text field and then click 'Search’
«  To refresh search, click 'Clear'.

7.8 Original Mail Request

«  Click 'Reports' > 'Original Mail Request List' to view this interface.

- Dome Antispams' containment feature replaces untrusted attachments with a link that allows the recipient to
download a 'safe' version of the file. The safe version will open inside a secure container on the user's

computer.

«  The 'Original Mail Request' feature lets recipients download the original version of a mail IF its attachments

get contained.

«  Recipients can request the original by clicking a link in their email. The request must then be approved by
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an admin before the mail is released.

Test
From test@korumailtk L'
Ta mehmet@korumailtk 2
Date Tue 15:49
test

You can download your attachment test.pdf via the link.

You can request your original e—r‘nai

+  Click the original email link and complete the short request form:

T T
COMODO DOME
A N T I 8P A M

Original Mail Request

E-Mail*
!

Comment*

+ Administrators can approve or reject the request in '‘Reports' > 'Original Mail Request List":
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IOOTE20NE | ZT2000 | o | SRMjatahmen " 5 o o 2 | Teea |
\E 1717 14541 5']2822'-"][}-13?9I]i \iad iicd Syeiom firehmebSkaumail K | esaFkoumal k17227125 1:\1! mehmesEEaurEml !E:.:U.:?:: !
| Test | | |

Modules

Profie Managemend

T | Replied Miil Requests
There are ne availabie records.
Maii Logs
SR Qusus
Dialiery Lz Capyngeks 200 201E Comodn Sacusly Sotone ing A8 nghs resereed
1 Legs Come Andapan name end o ane radenans of Comeds Securty Schilons, e
ENTF-4TH Logs FeEieass: 6.7.1.6972507

Sunmary Heporis
Uomaun Reports

Arachment verdct
Reparts

Oiginal Mal Reques|
Li=t

» Duarantne & Anchive

8 Quarantine & Archive

«  The 'Quarantine & Archive' sections allows administrators to configure the number of days that logs and
archived files should be retained in Dome Antispam.

+  Details of '‘Quarantine Logs' and 'Archived Mails' can also be viewed, category changed and records
exported to a CSV file.

Choose Lamgusge inm E

|-

Quarantine & Archive Settings

e e

Dedivery Logs Dedeled Time {max o 729 daysh® E-[l

+ Syslem E-mafl Logs Dedeled Time (maxto 729 daysh (60 |
— ATChIWE FRMOYE ITterdal (mae 729 daysh” E[I

Atachment Verdict Sysiem recond remove inferal (Max 2% days)h™ EI.I
+ Modules

Cuarantine temdve inbesval (mac 30 days)" E

Daurahon of starage of angnal mail and alachmaris on seror Bust
» Raparts be betwesn 1and 360

» Profile Management
i

Chearambine & Archive Sove

Juaranirig & archee
2pthnos CopynghtS 2006-2018 Comoda Secunty Sclubans. nc. &0 ngsbs resenved.

Dome Antszam neme and koo are rademans of Comods Sacurty Soltons, nc.
Cruaraning Legs Relsase 6.7 16372032

Archbved Mails

Click the following links for more details:
+ Quarantine & Archive Settings
+  Quarantine Logs
+  Archived Mails

Comodo Dome Antispam - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 238



Comodo Dome Antispam ~Admin Guide ~ comono

f

8.1 Quarantine & Archive Settings

+  Click Quarantine & Archive' > 'E-mail Reports'
+  End-users can view their quarantined emails in the web interface.

«  The 'Email Report' section allows administrators to configure the URL of the 'Quarantine Webmail' page.
You can also configure the email notification subject line, from address, body text, and the time the mail
should be sent out.

+ To enable quarantine reports:

«  Activate 'Send daily quarantine report to recipients' in the 'Archive And Quarantine' tab of the profile
applied to your users.

Choose Language |~ English | =S

|-

Quarantine & Archive Settings

DOME
COMODO 1 |
e B i h kel | *

Dedivery Logs Dedeled Time {max o 729 daysh® E-[l

v Sysbem E-mall Logs Dedeted Time (max o 729 days) Fl[l

& ™ Van 729 daysh”
» SMTE TG FAMMoYa INleral (ma 729 days)

Atachment Verdict Sysiem record remove mterval (Max 729 days)™
+ Modules
Cuarantine temdve inbesval (mac 30 days)" Ii
» Profile Management
Daurahon of starage of angnal mail and alachmaris on seror Bust |1I.'|

» Reparts e betwesn 1 and 350,

Save

Chearambine & Archive

Juaranang & arches
aptings Copynphk® 2006-2018 Comodo Securty Solubons. inc. Al nphts reserved.

Dome AMiSDam NETE and 190 are rademans of Comoos Sacurty Soutons, nc.
Cauaraniine Legs Releass: 6.7 16372632

Archbved Mails

Click the following links for more details:
+ Quarantine & Archive General Settings

+  Email Reports Settings

8.1.1 Quarantine & Archive General Settings

+  Click 'Quarantine & Archive' > 'Quarantine & Archive Settings'

«  The 'Quarantine & Archive Settings' interface lets you set retention periods for mail logs, quarantine logs
and archived mail.

+  You can also set the method of user authentication. This is required for users to access their quarantined
messages in the webmail interface.
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Choose Language |~ English y

Quarantine & Archive Settings

L General I E-mail Reports | Admin E-mail Reports

Delivery Logs Deleted Time (max to 729 days) * ) |

E-mail Logs Deleted Time (max to 729 days) * | 60 |

Archive remove interval (max. 729 days) * | 30 |

Aftachment Verdict System record remove interval D |
(Max 729 days) " |-

Quarantine remove interval (max. 30 days) * |5 |

Duration of storage of original mail and
attachmeni= on serverMust be between 1 and 360 10 |

Save

Quarantine & Archive General Settings - Table of Parameters

Parameter Description

E-mail Logs Deleted Time |Enter the number of days for which the email logs will be retained. The maximum
period is 729 days. See 'Mail Logs Report' for more details.

Archive remove interval | Enter the number of days for which the archived mail records will be retained. The
maximum period is 729 days. See 'Archived Mails' for more details.

Attachment Verdict Enter the number of days for which the Attachment verdict records will be retained. The
System record remove maximum period is 729 days. See 'Attachment Verdict System' for more details.
Interval

Quarantine remove Enter the number of days after which the 'Quarantined Logs' will be removed. The
interval maximum period that can be set is 30 days. See 'Quarantine Logs' for more details.
Quarantine Webmail Select the user authentication type from the option for users that access the Webmail
authentication type interface to check their quarantined mails.

+  Click 'Save' to apply your changes.

8.1.2 Email Reports Settings
+  Click Quarantine & Archive' tab > 'E-mail Reports' tab in the 'Quarantine & Archive' screen.

+  Dome Antispam allow users to access their quarantined emails via a separate web based quarantine page
that contains all their quarantined messages.

+  The 'Email Report' section allows administrators to configure the URL of the 'Quarantine Webmail' page, the
email notification subject line, from address, mail message template and the days and time the email should
be sent to users.

«  The 'Send daily quarantine report to recipients' check box should also be enabled in the 'Archive And
Quarantine' tab of the profile that is applied to the users.
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Quarantine & Archive Settings

L General | E-mail Reports | Admin E-mail Reports

Mail Subject | [E-mail Quarantine Re|

Mail From | [korumail@ip-172-31-

Base URL | |https:ifip-172-31-25-1

=IDOCTYPE HTML PUBLIC ™I/W3CHDTD HTML 4.01 Transitional/EMN™ ~
“hitp:iwwwow3. orgTRAtmIdloose did™
=<html=
=<head=
=meta hitp-equiv="Content-Type” content="text'html; charset=UTF-8" /=
=style=
body { font-family: Arial, Helvetica, sans-serif; }
a { text-decoration: none; }
h1 { font-size: 100%:; }
.mail { font-weight: bold; }
Mail Template | #listthead { background-color: #8AAEAB; color: #FFFFFF; }
#listtrodd { background-color. #FFFFFF; }
#list treven { background-color. #EEEEEE; }
#ooter { font-size: 11px; text-align: center; }
=latyle=

=/head=
=body=

Merhaba =span class="mail™=%{mail}=/span=, W
=p=Karantinadaki tim e-postalannizin bulundudu web tabanl karantina

Days To Send
Monday Tuesday Wednesday Thursday Friday Saturday Sunday

00:00
01:00
02:00
03:00
04:00
05:00
06:00
07:00
08:00
09:00
10:00
11:00
12:00
13:00
14:00
15:00
16:00
17:00
18:00
19:00
20:00
21:00
22:00
23:00

Send Hour

Save Defaults Preview

Quarantine & Archive - E-mail Reports Settings - Table of Parameters

Parameter Description
Mail Subject Enter the subject line for the automated email report
Mail From Enter the address from which the email reports will be sent
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Base URL Enter URL of 'Quarantine Webmail' page that users should access to view their
quarantined emails

Mail Template The message body of the mail.

Days to Send Select the day(s) to send the email notifications

Send Hour Select the hour of the day to send the email notifications for the selected days.

+  Click 'Default' to restore the settings to default values.

«  Click 'Preview' to view the mail that will be sent to users

Quarantine Mail Preview [x]
Merhaba usern@domain.com,

Karantinadaki tim e-pestalannzn bulundudu web tabank karantina sayfaniza ulagmak icin buraya tkdaynz.
Hello userf@domain.com,

Releel:e i Blramred Jul 25 13:20 UTC 2018userfdomain, cnmPrerwew subjectCERTAMLY SPAN
Release / BirakWed, Jul 25 13:20 UTC 2018user@domain. comSecond subjecl CERTANLY SPAN

Korubal Wessaging Gateway

Recipient Send

Close

« To testif the mails are delivered successfully, enter the user's email address in the 'Recipient' field and
click 'Send'

+  Click 'Close' to return to the 'E-mail Reports' interface.
«  Click 'Save' to apply your changes.

8.1.3 Admin E-mail Reports Settings

+  Click 'Quarantine & Archive Settings' > 'Admin E-mail Reports' tab in the 'Quarantine & Archive' screen.

«  Dome Antispam allows administrators to access all quarantined emails via a separate web based
quarantine page that contains all their quarantined messages.

«  The 'Admin Email Reports' section allows admins to configure the URL of the 'Quarantine Webmail' page,
the email notification subject line, from address, to address mail message template and the days and time
the email should be sent to users.
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Choose Language | - F1jim:§ h-
Quarantine & Archive Settings

[ BRI Rg] Ao R ___J

Mail Subject | [E-mail Quaranting Re|

r——r—e T |
Mail Froen | |porumailgie-172-31-

Mail To

Base URL [ipsip-172-31-251]

Mail Templale

Days To Send | EEwenday B Tussday Eweanesoar Bl thursesy Ernosy B sanresy B sunoey

o1:00
Ce-00
0300
0400

500
[EERE)
0500
.00
1100
12:00
1300
1400
TG
1500
1r-00
1800
1900
2100
200
X0

Send Hour

Save

Quarantine & Archive — Admin E-mail Reports Settings - Table of Parameters

Parameter Description
Mail Subject Enter the content for subject line for the automated email report
Mail From Enter the address from which the email reports will be sent
Mail To Enter the administrator's email address at which the email reports will be received
Base URL Enter URL of 'Quarantine Webmail' page that users should access to view their
quarantined emails
Mail Template The message body of the mail.
Days to Send Select the day(s) when you want to send the email notifications
Send Hour Select the hour of the day to send the email notifications for the selected days.

«  Click 'Save' to apply your changes.
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8.2 Quarantine Logs

+  Click 'Quarantine & Archive' then 'Quarantine Logs'

« Alog is created every time a mail is placed in quarantine. These logs can be viewed in the 'Quarantine
Logs".

«  You can set how long logs are kept in the 'Quarantine & Archive General Settings' area.

«  The interface allows you to take actions such as delete, mark as 'not spam’, resend the message to the
intended recipient and more.

Choose Laaguage |- English !=.=u
- —
Quarantine Logs
— - :
COMDDO DOME Bairch| |-Gl vt wreek 5 il i x i
! B Lestboam L) et 2 Mode L) Leed 3 Monda | Lestd ondte | AETees
L1 sobject [ sendsr I Recipssrrs e
Actera =] Dt o] 1[50 eeceros per pape
v Sysum
. s o] S — | FERTR— S
=" Il PRODADLE 5PAM Encoming i FSFAM  T4/67/ 3018 19:37:03 ik wom  213.04.70.054 8 Classified s probable spam Score: 43.0
v Mol = (Il PRODABLE SPAM [Incoeing L FSEAN  TASDT 018 103700 ke tast weom 213.04.70.1%4 B8 Classifies ss probabls spam Score: 43.0
= (1l PROBABLE SPAH|Incoming i CSPAW  H4/67 /1018 105790 Ak bk wom 2130470150 BN Classified s probebls spam Score: 43,0
v Furlin Mansguisil & 1 PROBARLE SPAHInpmmieg Ui FSEAR  FUSFTI01E I0A5AF beihormaidih 215 02,m 08 Bl Clssifned e probelibe spam Booen 43,0

o Bapori w5 PHORARLE RFAW ] Inomeeg 1 FRFAR  PUBE TS 10GF0S  beagkonmailsk [T e sinvam e B cliseifud o probabbe spam Sonee: 450
I PRORARLE &AM i o 1s FREAN PSR CI0IR TSTAR  bePhosumaid Tk T A navadn et [l Clacofiod e probslbe o pem Soams 450

CHIATEALI £ ArChies & [0 PRORABLE SPAM|Incesiing Ui PEPAM P/ 1048 10iSFA2  testfhosumailtk  testbestrustomer.com 30040008 B Clissified s prabable spam Scars 43.0
% 11l PRODABLE SPAM|Incoming Ui FSPAM  T4/07 71048 10:37200 ik com | LE470.084 B Classified as probable spam Scare: 43.0

aianine & & cres w7 (Il PRODADLE SPAM|Incomung Ui BSPAM 1407 1018 10: 3637 ke ceom 217308 70.1%4 [ Classifiss ks probssls spsm Scora: 43.0

Setings

= (I PROBABLE SPAM|Incomieg Ui PEPAR /0772013 10:5312  test®axampla.cor  tastStesbrustomarcom 2130870199 BN Classifisd ss probaisls spam Scars: 43.0

actees | Dal Fagefl 11750 [Racaris per zage

Crpyright SL06-2018 Coroda Securfy Sobfiorm e Al righis rasenved
Dore Antapan rame ard kgo e rademarks of Cemodo Secuity Sckders, ine
Sl £.7 /1 EAT2IIT

Quarantine Logs - Table of Column Descriptions

Column Header Description

Icon Status of action for the mail applied by KoruMail after the filtering process. Placing your
mouse cursor over an icon will show a description of the action.

%7 _Relayed: Indicates the mail has successfully passed the filtering process and user
verified.

@. Rejected: Indicates the mail is rejected by KoruMail after the filtering process and
reject message sent to the sender mail server.

3 - Discarded: Indicates the mail is quarantined

Subject The content in the 'Subject' line of the mails

Result The verdict on a email after filtering process. For example, 'CSPAM' means Dome
Antispam found the mail was 'Certainly Spam'.

Received Date and time of email was received by Dome Antispam

Sender Email address information of the originator

Recipient(s) Email address information of the receiver

IP The network address of the system from where the mail was sent.

Details Reason why a mail is quarantined and spam score if it is marked as spam.

At the top and bottom of the screen, you have the option to set the number of records to be displayed per page and
take desired actions such as delete, mark as not spam and so on.

To configure the number of records to be displayed per page
+  Click the 'Records per page' drop-down
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(® LastMonth (O Last?Months O Last3Months O Last6Months O All Times

Page(T |12 250 |+ |Records per page | Next
10
Recipient(s) P 25 Details

jeone@comodo.ordabirbahce.com | 213.14.70.194 ?gﬂ d a= certainly spam Score:
1=one@comodo.ordabirbahce.com | 213.14.70.194 | [ d as certainly spam Score:
jzone@comodo.ordabirbahce.com | 213.14.70.194 | Bl Classified as certainly spam Score:
j2one@comodo.ordabirbahce.com | 213.14.70.194 Classified as certainly spam Scare:
jzone@comodo.ordabirbahce.com | 213.14.70.194 [ Classified as certainly spam Score:
ieone@comodo.ordabirbahce.com | 213.14.70.194| Bl Classified as certainly spam Scoo

jeone@comodo.ordabirbahce.com | 213.14,70.19

———e— — —

+  Select the number of records per page to be displayed from the options.
«  Click the 'First', 'Previous', 'Next' and 'Last' buttons to navigate to the respective pages.

To take actions on log entries
+  Click the 'Actions' drop-down

Searc
L] Subject L] sender L] Recipients =
Actions i~| Dol
Delete Result Receive:
Mark As Mot Spam
Mark As Spamp E PSPAM 25.04.2017 13:°¢
Resend message(s)to the recipient(s) B FSPAM 25.04.2017 07
MOT SPAM + resend to thE recipient(s) SpaAM 25.04.2017 073
Download selected entries :
Save As CSV ;] PSPAM 25.04.2017 072
L] %7 ['' SPAM]Staff application SPAM 25.04.2017 07:2
L] &3 | ['! CERTAINLY SPAM]Indian_Lan CSPAM 21.04.2017 05:3
|:| t;j [1" CERTAINLY SPAM]Persian_La CSPAM 21.04.2017 05:2
|:| I'J [11 CERTAINLY SPAM]Persian_La CSPAM 21.04.2017 05:

+  Select the desired action from the drop-down and click 'Do'
Log Details

«  Clicking anywhere on the row of a log record will display the details of the quarantined mail log.
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Subject

€%
Received 240772018 10.5T:12
Gueue 1D Z3198-1532429832-155266
Meszzage ID 26817 52655946529-sendEmal@mehmets-mac-2
Action w
Result PROBAGLE SPaM
Score 450
Sender tast@korumaitk | Add Email b BlackList -] |9
Recipient|s) test@iestcustomer.com
RFC2822 Sender “test@korumai.tk” est@orumail tio-
RFC2822 Recipient(s) “test@testcustomar.com®

[ PROBABLE SP&M]incoming Limit

2131470184 | Aoa Black List .. B

Location Turkey

Size BIGB

Matched Profile Defaul Incoming Prafie (defined by user admin)
Details Ciassified as probable spam

Relayed No

Downiced Forward

Resend as attachment Hot spam Spam Close Details

The details screen allows you to mark the mail log as 'Spam' or 'Not spam' depending the mail category. You can
also add the sender, sending domain and IP to blacklist or whitelist, forward, resend and resend as attachment.

«  Tomark an email as 'Spam' or 'Not spam’, click the relevant button at the bottom of the screen.
The changes will be saved and mails from the sender will be applied the new settings by Dome Antispam.
+  To forward the mail, click 'Forward', enter the mail ID in the 'Email Forward' dialog and click 'Send'.

fn L ]

E-mail : | |

Send Close

+  Click 'Resend' to send the mail again.

+  Click 'Resend as attachment' to send the mail as an attachment.

«  To save the log record to your computer, click the 'Download' link and save the mail record.
+  To add the sender or domain to blacklist/whitelist, click the drop-down in the 'Sender' row.
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P LR (L ALY
Sender buyuklukucuklu@pala.com | Add Email In Black List |~ j
Add Email In Black List
Recipient(s) someone@comodo.ordabirb’ Add Email In White List
Add Domain In Black List
RFC2822 Sender buyuklukucuklu@pala.com Add Domain In White List
RFC2822 Recipient(s) someone@comodo.ordabirbahce.com
Subject [l CERTAIMLY SPAM]Persian_Lang_this_is_test sl e g4
P 213.14.70.194 | Add Black List ~| |

«  Select the category from the options that you want to add the email and click the k] button beside it.

Save Close

+  Enter the reason for changing the category and click 'Save' .
The changes will be saved and mails from the sender will be applied the new settings by Dome Antispam.
+  To add the originating IP to blacklist/whitelist, click the drop-down in the 'IP' row.

Subject Laguna
P 10.100.132.32  Add White List{{~[) [ %
Add Black List
Location Add White List
Size 1586
Matched Profile Default Incoming Profile (defined by user: admin}
Details

Save Close

+  Enter the reason for changing the category and click 'Save'.

The changes will be saved and mails from the IP will be applied the new settings by Dome Antispam.

You can view the previous or next record by click the '@ @ buttons at the top of a details screen.

Search Options
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You can search for a particular record or records in the quarantine log by using simple or advanced search feature.
«  Simple Search
+ Advanced Search

Simple Search

The simple search options allows you to search for a particular record or records based on 'Subject’, 'Sender’,
'Recipients' and / or 'IP" details only.

Quarantine Logs

| Search Clear Advanced search

] Subject (] sender ] Recipients Ol P

[ Actions «| Do!

«  To search for records based on the entries under 'Subject’, 'Sender’, 'Recipients' and / or 'IP' columns, enter
the text or number fully or partially in the field and click 'Search'’

+  To search for records based on the entries under a particular column or columns, select the respective
check boxes, enter the text or number fully or partially in the field and click 'Search'. For example, if you
want to search for a particular record for sender and recipients, select the 'Sender' and 'Recipients' check
boxes, enter the text fully or partially in the field and click 'Search'.

Advanced Search
The 'Advanced Search' option allows you a more granular search by including rules and filters.
«  Click the 'Advanced Search' link at the top of the screen.

Quarantine Logs

| Search Clear ((Advanced search
] Subject (] sender ] Recipients Ol P

[ Actions | Do!

The 'Advanced Search' option will be displayed.

Quarantine Logs

| ‘ Search | Clear Advanced search

] Subject (1 sender ] Recipients O wp

| Subject v|conTamns | +

Search Cl
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The first drop-down contains the column headers that can be selected for an advanced search.

Quarantine Logs

Searc

L] Subject L] sender L] Recipients L]

Subject ~ | conTaIns v|

From Address
To Address
Remote IP

Action ~| Do!

Result 3
Received Result Received

Incoming Mail/Outgoing Mail  |Lan | CSPAM 21.04.2017 05:
[] €8 [ CERTAINLY SPAM]Persian_La CSPAM 21.04.2017 05:

The second column contains the condition for a search, which depends on the item selected in the first column and
text/number entered or options selected in the third column.

Quarantine Logs

Search Clear Advanced searc

L] subject [J sender [J Recipients U e
| Subject v|conTaINs  |v| &
EQUALS
NOTEQUALS Search
CONTAINS
NOTCONTAINS
| Actions ~] Do!
L] Subject Result Received Sender
[ &3/ [ CERTAINLY SPAM]Indian_Lan CSPAM 21.04.2017 05:36:51 me@pala.com

L] [!! CERTAINLY SPAM]Persian_La | CSPAM 21.04.2017 05:36:47  buyuklukucuklu@palz

The third column allows you to enter the text/number or select from the options depending on the selection in the first

column. For example, choosing 'Subject', 'From Address' or 'Remote IP" allows you to enter the text in the third
column
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Quarantine Logs

Search Clear Advanced s&

U] Subject ] sender ] Recipients =

| Subject | CONTAINS + [Important +

Sear

If you select 'Action’ or 'Result' in the first column, then further options can be selected from the third column.

Quarantine Logs

Search | Clear Advanced sear:

L] Subject L[] sender ] Recipients =

| Action v|equats  v| |DELAYED |v -
|AND | Subject ~| EQuALS 4%: i

PASSED

REJECTED Search
|P.c1inns ~| Dol
L] Subject Result Received Sender

If you select '‘Received' in the first column, then you can enter a date or select from the calendar.
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Quarantine Logs

| | Search Clear Advanced search

O] subject O] sender O Recipients O e
|Received v|equats | | [@ ~+
< < April, 2017 = =g
- Search
Sun Mon Tue Wed Thu Fri Sat
|Actinns -l Dol 13 | 26| 2 28 |29 | 30| 3 1
~ 14| 2 | 3| 4 |65 |6 |7 |8
Subj Resuli sender
= bject 150 9 | 10| 11 |12 | 13| 14 | 15
(] &3 [ CERTAINLY SPAM]Indian_Lan  CSPAM m
;.
(]| &3 [!! CERTAINLY SPAM]Persian_La CSPAM L R U uklu@pala.com

O] &3 [ CERTAINLY SPAM]Persian_La | CSPAM 17 | 23 24E25 27 | 28 | 28 klu@pala.com
(]| &3 [ CERTAINLY SPAM]Persian_La | CSPAM 18 | 30| 1 3| 4 | ¢ 5 uklu@pala.com

] &3 [ CERTAINLY SPAM]Persian_La  CSPAM Today Uklu@pala.com

+
You can add more filters by clicking for narrowing down your search.

Quarantine Logs

| ‘ Search Clear Advanced search

O Subject ] sender O Recipients =

| Received v|equats  ~| | | -
|AND ~ | From Address ~| EQuALS v | | -
|oR  ~|To Address | EQuaLs ~| | -
|AND ~|Remote 1P | EquaLs | | -
|O0R  ~|Action v|equats | |pELavED | -
|OR  ~|Result ~|equas  ~| |ANTISPOOFING REJECT v o+

Search Clear
You can remove a filter by clicking the ~ button beside it.

You can create a filter rule by selecting 'AND' or 'OR' option beside each of the added filter.
+  Click 'Clear' to remove the advanced search rules.
+  Click 'Search' to start the search per the filter rule.

The items will be searched for in the ascending order and results displayed.

«  Toremove the advanced search field, click the 'Advanced search' link again.
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Administrators can filter results on monthly basis. The filters available are 'Last Month', 'Last 2 Months', 'Last 3
Months', 'Last 6 Months' and All Times.

- To view the results of the last month, click the 'Last Month' radio button.

® LastMonth ) Last?Monthe O Last3Monthe () Lasts Monthe O Al Times

8.3 Archived Mails

«  Click 'Quarantine & Archive' > 'Archived Mails'
«  The 'Archived Mails' interface displays a log of all archived mails.

«  The number of days the logs are stored depends on the settings configured in the '‘Quarantine & Archive
General Settings' screen.

«  The interface allows you to take actions such as to delete, mark as spam, mark as not spam and more.

| o & Choasc Languags «_EEW g h
Archived Mails

—
5'!--"’1£7'<3"3 I'-:UHE Saarch  Cloar  Adearcss search o H e 2
ANTI &P AM ST : - ) Lamwomn O astzmenms O e dusims O Lewt 8 Mseins ) anTines
O Subped ] seneer | Recgeeils e

[rrs— =] Dat Fagefl
b Sytam EE

1250 ecarms per poge

b SNTR

[ = [¥ PROR&RLF ARAM Tt Email  PSRAM 350077 508 130303 testBhorumalth Dol Blestoeslsmess, oo
» Moduies L] & [1 pPRODADLE SPAM|Test Email  PSPAM 15/07/ 3818 13:02:00 itk

Fidad e Bl Clissified s probalbe spaim Sooees 40,0

- eemn 213.14.70.1934 [ Classibad as probuble spam Score: 300
[ % [ PROBARLE SPAMTEE Email  PREAS 35707 P08 120058 DesBharumal ik CeslElestoestnmse i P10-040.00.09 B0 Cligsilied 55 prolusbie s S 40,0

¢ Hrolie Banapemesd e
Actarm ,_| D! Fagdt P 35D . [RECOES parpage
» Heports

g it B A Copyrigh 3008-201E Comada Sacerty Sokiors. o Al nghls mmarved
Creme Artisser narma asd nge are tradersarks. o4 Comada Sacerty Sohfars ko
Hdanma & T 1 BT
Cuaranine & fechise
Settrgs
Cuaraning Logs

Arcieved Keails

Archived Mails - Table of Column Descriptions

Column Header Description

Icon Indicates the status of the mail after the filtering process. Placing your mouse cursor over
an icon will show a description of the action.

“" Relayed: Indicates the mail successfully passed the filtering process

@ . Rejected: Indicates the mail was rejected by Dome Antispam and a reject message
was sent to the sender's mail server.

3 _ Discarded: Indicates the mail is quarantined

Subject The content in the 'Subject' line of the mails
Result The verdict on an mail after the filtering process.
Received Date and time Dome Antispam received the email
Sender Email address information of the originator
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Recipient(s) Email address information of the receiver
IP The network address of the system from where the mail was sent.
Details Reason why a mail is quarantined and spam score if it is marked as spam.

At the top and bottom of the screen, you have the option to set the number of records to be displayed per page and
take desired actions such as delete, mark as not spam and so on.

To configure the number of records to be displayed per page
+  Click the 'Records per page' drop-down

LastMonth () Last2 Months () Last3 Months O Last6 Months O Al Time

F‘ageh |.|' 1| 250 |v |Reu:ur1:ls. per page
10

25

S0

stcustomer.com | 212.14.70.194 Bl c s probable spam Score: 41
stcustomer.com | 213.14.70.194 [ C

stcustomer.com | 212.14.70.194 ¢l 100 = probable spam Score: 4

F'age|1 I

5 probable spam Score: 41

cords per page

«  Select the number of records per page to be displayed from the options.
- Click the 'First', 'Previous', 'Next' and 'Last' buttons to navigate to the respective pages.

To act on log entries
+  Click the 'Actions' drop-down
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Archived Mails

Search Clear 2

(] subject [] sender [] Recipients L] e

Actions

Delete
Mark &s Mot Spam

sPAM | 257072018 13:02:02 test@kors
SPAM | 25707 /2018 13:02:01  test@kory
Mark As Spam SPAM | 257072018 12:01:59 | test@kory
Resend message(s) to the recipient(s)

MOT SPAM + resend to the recipient(s)

Download selected entries
right® 2006-2018 Comodo Security Solutions, In

Save As C5Y tizpam name and logo are trademarks of Come
Release: 6.7.1. 8972032

Mark as unread

«  Select the desired action from the drop-down and click ‘Do’

Search Options

You can search for a particular record or records in the quarantine log by using simple or advanced search feature.
«  Simple Search
+ Advanced Search

Simple Search

The simple search options allows you to search for a particular record or records based on 'Subject’, 'Sender’,
'Recipients' and / or 'IP" details only.
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Archived Mails

Search  Chear Advanced s=arch 2 =
| @ Lastiionth O Last Wonths ) Lastd Monsne ) Leat® donthe 041 Time

[D Subjuct 1 sender O recpienis O

| £coons w| - Dot Page|l Ji[250 h'dl.'l.ll':‘o D page

|:| [ PROBABLE SPAM]Test Email  PSPAM 2500772008 13:02:02  testgkorumad .tk test@testcustomer.com | 213.14.70.19% B Claswfied an prohables spam Soors
|| %* |1 PROBABLE SPAM|Tast Email | PSPAM | 25/07/2018 13:02:01 | LesbSkoruwma Ak test@lestcustomencom  213.14.70.104 [l Clacsified as probable spam Score
[ & [ PROBABLE SPAM]Test Emall | PSPAM | 23/07/2018 130159 | testBkorumadth  test@testcustomer.com  213,14,70,194 | Bl Classified as probable spam Score

| Actions ~; Dol Pagyl 1] 250 Fecords per page

+  To search for records based on the entries under 'Subject’, 'Sender, 'Recipients' and / or 'IP' columns, enter
the text or number fully or partially in the field and click 'Search'’

- To search for records based on the entries under a particular column or columns, select the respective
check boxes, enter the text or number fully or partially in the field and click the 'Search'. For example, if you
want to search for a particular record for sender and recipients, select the 'Sender' and 'Recipients' check
boxes, enter the text fully or partially in the field and click 'Search'.

Advanced Search
The 'Advanced Search' option allows you a more granular search by including rules and filters.

«  Click the 'Advanced Search' link at the top of the screen.

Archived Mails

[] subject [] sender [] Recipients Ll e

Search  Clear -
|Au:1i|:ln5 vl Do!

The 'Advanced Search' option will be displayed.

Archived Mails

Search  Clear Advanced search

(] subject [ sender [ Recipients Llwr

Subject + | CONTAINS | +

Search Clear

The first drop-down contains the column headers that can be selected for an advanced search.
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Archived Mails

Sea

L] Subject L] sender L] Recipients =

Subject v [ conTAINS v|

From Address
To Address
Remote IP
Action :I Do!
Result
Received
Incoming Mail/Qutgoing Mail eszage PSPAM 25.04.2017 07:32

Actions v| Do!

Result Recejved

The second column contains the condition for a search, which depends on the item selected in the first column and
text/number entered or options selected in the third column.

Archived Mails

Search Clear ' Ac

L] Subject L] sender ] Recipients Ll e

| subject ~|CONTAINS |+ +
EQUALS
NOTEQUALS
CONTAINS

MOTCOMNTAINS
| Actions ~ | Dol

The third column allows you to enter the text/number or select from the options depending on the selection in the first
column. For example, choosing 'Subject', 'From Address' or 'Remote IP" allows you to enter the text in the third
column

Archived Mails

Search  Clear Advanced search

(] subject [ sender [ Recipients Llwr

tubject + | CONTAINS v| +

Search Clear
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If you select 'Action’ or 'Result' in the first column, then further options can be selected from the third column.

fchegme>

Search  Clear Advanced search

| ] subject [] sender [] Recipients Ll e

| Action | EQUALS V‘DELAYED v] +

: Search Clear
| DISCARDED

Ay | asseD

|A|:t||:m5 vl Do!
REIECTED

If you select 'Received' in the first column, then you can enter a date or select from the calendar.

Archived Mails

Search @ Clear | Advanced search

L] subject [] sender [] Recipients L]

| Received ~|Equats ] (@) «

Sun Mon Tue Wed Thu Fri Sat

[ Actions ~| Do! 27| 1|23 (4|5|86]|7

28| 8 9|10 11| 12| 13| 14 I
M' S 50 5 | 16| 17| 18| 19| 20 | 21 | :
I:l Lo [!! PROBABLE SPEM]TE'St Email PSPAN nail.tk | test@t

)
=
[
[

23 24 25 E 27 | 28 | il th testi@t

3| A 1 z 3 4 mail.tk | test@i

|:| “ [" PROBABLE SPAM]Test Email | PSPAN
|:| % [\ PROBABLE SPAM]Test Email PSPAN 21

(=)
(4 =)

= = 7 - 0 10 14

| Actions «| Dot e

Today

You can add more filters by clicking T for narrowing down your search.

You can remove a filter by clickingthe ~  button beside it.
You can create a filter rule by selecting 'AND' or 'OR' option beside each of the added filter.

«  Click 'Clear' to remove the advanced search rules.
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+  Click 'Search' to start the search per the filter rule.
The items will be searched for in the ascending order and results displayed.

«  Toremove the advanced search field, click the 'Advanced search' link again.
Administrators can filter results on monthly basis. The filters available are 'Last Month', 'Last 2 Months', 'Last 3
Months', 'Last 6 Months' and All Times.

«  To view the results of the last month, click the 'Last Month' radio button.

® LastMonth ) Last2Monthe () Last3Monthe () Lasts Months () AllTimes

Details of a Log Entry

- Clicking anywhere on the row of a log record will display the details of the archived mail log.

_
€

Received 25/0712018 13:02:02
Queue 1D 24504-1532523722-182151
Messzage ID 908615.080497356-zendEmail@mehmets-imac-2
Action L4
Result PROBABLE SPAM
Score 40.0
Sender test@korumailtk | Add Email In Black List -~ | |9
Recipient(s) test@testcustomer.com
RFC2322 Sender "testi@korumail tk” <test@korumail tk=
RFC2322 Recipient(s) "testi@testcustomer.com”
Subject [ PROBABLE SPAM]Te=t Email
P 213.1470.194 | Add Black List - |_'&
Location: Turkey
Size &01 B
Matched Profile Default Incoming Profile (defined by user: admin}
Details Classified as probable =pam
Relayed No
Download Forward Resend Resend as attachment Mot spam Spam Close Details

The details screen allows you to mark the mail log as ‘Spam'’ or ‘Not spam' depending the mail category. You can

also add the sender, sending domain and IP to blacklist or whitelist, forward, resend and resend as attachment.
«  To mark an email as 'Spam' or 'Not spam’, click the relevant button at the bottom of the screen.

The changes will be saved and mails from the sender will be applied the new settings by Dome Antispam.

+  To forward the mail, click 'Forward", enter the mail ID in the 'Email Forward' dialog and click 'Send'.
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E-mail : | |

Send Close

+  Click 'Resend' to send the mail again.

+  Click 'Resend as attachment' to send the mail as an attachment.

«  To save the log record to your computer, click the 'Download' link and save the mail record.
+  To add the sender or domain to blacklist/whitelist, click the drop-down in the 'Sender' row.

Sender testi@korumail.tk | Add Email In Black List
Add Email In Black List
Add Email In White List
Add Dormain In Black List

Recipient(s) testi@testcustome
RFC2822 Sender “test@korumail tk™

RFC2822 Recipient(s) “test@testcustome |
Subject P PROBABLE spal /dd Domain In White List j
P 2131470194 | Add Black List | [ |

1l
Location: Turkey i
Cira A1 R |

«  Select the category from the options that you want to add the email and click the k] button beside it.

LS i L

Save Close

+  Enter the reason for changing the category and click the 'Save' button.
The changes will be saved and mails from the sender will be applied the new settings by Dome Antispam.

+  To add the originating IP to blacklist/whitelist, click the drop-down in the 'IP' row.

Subject [ PROBABLE SPAM]Test Message

IP 462135238 | Add Black List |~ |3
Add Black List

Location: Atakoy, Diyarbat Add White List

Size 665 B

Drefault Qutgoing Profile (defined by user: admin)

«  Select the category from the options that you want to add the IP and click the k] button beside it.
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Save Close

- Enter the reason for changing the category and click 'Save'.
The changes will be saved and mails from the IP will be applied the new settings by Dome Antispam.

You can view the previous or next record by click the '@ @ buttons at the top of a details screen.
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About Comodo Security Solutions

Comodo Security Solutions is a global innovator of cybersecurity solutions, protecting critical information across the
digital landscape. Comodo provides complete, end-to-end security solutions across the boundary, internal network
and endpoint with innovative technologies solving the most advanced malware threats. With over 80 million
installations of its threat prevention products, Comodo provides an extensive suite of endpoint, website and network
security products for MSPs, enterprises and consumers.

Continual innovation and a commitment to reversing the growth of zero-day malware, ransomware, data-breaches
and internet-crime distinguish Comodo Security Solutions as a vital player in today's enterprise and home security
markets.

About Comodo Cybersecurity

In a world where preventing all cyberattacks is impossible, Comodo Cybersecurity delivers an innovative
cybersecurity platform that renders threats useless, across the LAN, web and cloud. The Comodo Cybersecurity
platform enables customers to protect their systems and data against even military-grade threats, including zero-day
attacks. Based in Clifton, New Jersey, Comodo Cybersecurity has a 20-year history of protecting the most sensitive
data for both businesses and consumers globally. For more information, visit comodo.com or our blog. You can also
follow us on Twitter (@ComodoDesktop) or LinkedIn.

1255 Broad Street

Clifton, NJ 07013

United States

Tel : +1.877.712.1309

Tel : +1.888.551.1531
https:/lwww.comodo.com

Email: EnterpriseSolutions@Comodo.com

Comodo Dome Antispam - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 261


mailto:EnterpriseSolutions@Comodo.com
https://www.comodo.com/
https://www.linkedin.com/company/comodo
https://twitter.com/ComodoDesktop
https://blog.comodo.com/#_ga=2.176947941.1387371116.1528275014-1906916102.1521629515

	1 Introduction to Dome Anti-spam
	1.1 Login to the Dome Antispam Module
	1.2 Get Started
	1.2.1 Cloud Customers
	1.2.2 Premise Customers

	1.3 The Main Interface

	2 The Dashboard
	2.1 System Usage Graphics
	2.2 About Software

	3 System Configurations
	3.1 Services
	3.2 License
	3.3 Configure System Settings
	3.3.1 System General Settings
	3.3.2 Cache Settings
	3.3.3 Session Settings
	3.3.4 GUI Customization
	3.3.5 System Backup
	3.3.6 System Restore
	3.3.7 Log Upload Settings
	3.3.8 Postmaster Settings
	3.3.9 SMTP TLS Settings
	3.3.10 Update Database
	3.3.11 Syslog Server

	3.4 Logs
	3.4.1 Log Files
	3.4.2 Purge Files

	3.5 Tools
	3.5.1 Check Connectivity
	3.5.2 Clear SMTP Queue

	3.6 Session Reports
	3.7 System Usage Statistics

	4 SMTP Configuration
	4.1 SMTP (Send E-Mail Protocol) Settings
	4.1.1 General Settings
	4.1.2 Advanced Settings
	4.1.3 Outbound Delivery Queue

	4.2 Manage Domains
	4.2.1 Manage Domain Names
	4.2.2 Manage Domain Routes
	4.2.3 Manage Smart Hosts
	4.2.4 Default Domain Routing

	4.3 Dome Antispam SMTP AUTH Connector
	4.3.1 SMTP Authentication Settings
	4.3.2 Block Users
	4.3.3 Anomaly Detection

	4.4 LDAP/Local DB/My SQL User Database
	4.4.1 LDAP Profile
	4.4.2 Local DB Users
	4.4.3 My SQL User Database

	4.5 Greylist
	4.5.1 Greylist Ignored IP Addresses/Domains

	4.6 Manage RBL Servers
	4.7 Disclaimer
	4.8 SMPT Relay
	4.9 DomainKeys Identified Mail (DKIM)
	4.10 Outgoing SMTP Limits
	4.11 Incoming SMTP Limits

	5 Modules
	5.1 Anti-spam
	5.1.1 Anti-spam General Settings
	5.1.2 Authorized Trainers
	5.1.3 Advanced Anti-spam Settings
	5.1.4 Bayesian Training
	5.1.5 Content Filter
	5.1.6 Signature Whitelist
	5.1.7 Attachment Filter

	5.2 Anti-Virus
	5.2.1 Anti-Virus General Settings
	5.2.2 Advanced Anti-Virus Settings

	5.3 Korumail Reputation Network (KRN)
	5.4 Anti-Spoofing
	5.5 SMTP IPS/FW
	5.5.1 SMTP IPS General Settings
	5.5.2 Whitelist IP Addresses
	5.5.3 Blocked IP Addresses
	5.5.4 Rate Control

	5.6 Auto Whitelist
	5.7 Containment System
	5.8 Data Leak Prevention (DLP)
	5.9 Attachment Verdict System

	6 Profile Management
	6.1 Add and Configure a New Profile
	6.1.1 Edit a Profile
	6.1.2 Delete a Profile


	7 Reports
	7.1 Mail Logs Report
	7.2 SMTP Queue Report
	7.3 Delivery Logs Report
	7.4 SMTP-AUTH Logs Report
	7.5 Summary Reports
	7.6 Domain Reports
	7.7 Attachment Verdict Reports
	7.8 Original Mail Request

	8 Quarantine & Archive
	8.1 Quarantine & Archive Settings
	8.1.1 Quarantine & Archive General Settings
	8.1.2 Email Reports Settings
	8.1.3 Admin E-mail Reports Settings

	8.2 Quarantine Logs
	8.3 Archived Mails

	About Comodo Security Solutions

